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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address  |Site

|Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3260
78.243.56. 172 France 147.237.76. 199 e. nakchal .idf.il Bl ock_Udp All _Nets dr op 4
106. 75. 199. 192 Chi na 147.237. 76. 38 eengitav.idi.il |Block Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |S gnature Devi ce Action ‘Count

121. 103. 168. 195 Japan 147.237.77. 216 dover.idf.il Q008: HITP. Xenu User Agent B ock 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
52. 48. 64. 233 147.237.77. 176 |Lnited Sates mat pash. i df . i | Tehila - Perl LW with fake user agent 4
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
190. 155. 138. 112|147. 237. 76. 86 |Ecuador navy.idf.il ET SCAN NVAP -sA (2) 2
59. 45, 79. 117 147.237.77.19 [China | awforumidf.il ET SCAN Potential SSH Scan 1
220.231. 195. 122[147.237.8.24 |China elifestyleidf.il ET SCAN NVAP -f -sS 1
59. 45. 79. 117 147. 237. 76. 147 |Chi na chi nuch. aka. i df .i ET SCAN Potential SSH Scan 1
217.10.46. 148 |147.237.0. 16 gj::;”ion ny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
209.126. 116. 147(147.237.8.27 |Wited Sates e.nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
180. 153. 104. 125|147. 237. 76. 177 |Chi na ncore.idf.il ET SCAN NMAP -sS wi ndow 4096 1
93.174.93.203 [147.237. 77. 227 [Net her| ands e. hanaz. i df .il ET SCAN NMAP -sS wi ndow 1024 1
66.249.78.172 |147.237.72.166 |lhited Sates  |aka idf.il SERVER APAO—E'Apache mod_ss| non-SSL connection to SSL port 1
deni al of service attenpt
59. 45. 79. 117 147. 237.77. 121 |Chi na e navy.idf.il ET SCAN Potential SSH Scan 1
220. 231. 195. 122|147. 237. 8. 24 |China elifestyle.idf.il ET SCAN NVAP -sS wi ndow 1024 1
59. 45, 79. 117 147. 237. 76. 196 [Chi na esvivaidf.il ET SCAN Potential SSH Scan 1
217.10.46. 148 |147.237.0. 33 ?ég;;m idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0.19 |China nadi matal .idf.il ET SCAN Potential SSH Scan 1
209. 126. 116. 147|147. 237. 76. 201 |Lhited Sates eatal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45, 79. 117 147.237.0.15 [China kosher-kravi . i df.il ET SCAN Potential SSH Scan 1
185. 130. 5. 224  |147.237.8.50 e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
95.218.131.95 [147.237.8.24 |Romani a elifestyleidf.il ET SCAN NVAP -sS w ndow 4096 1
80. 82. 69. 146 147. 237. 76. 147 [Net her | ands chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.77. 170 |Chi na maar achot . i df . i | ET SCAN Potential SSH Scan 1
220. 231. 195. 122[147.237.8.24 |thina elifestyleidf.il ET SCAN NVAP -sS w ndow 2048 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
46.19. 85. 134 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d ACK nunber noni t or 6
2.54.46.75 I'srael 147.237.72. 166 |aka.i df .l Streamng Engine: TCP Invalid imvalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dropped.
41.33.232.66 Egypt 147.237.77. 216 |dover.idf il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |noni tor 6
46. 19. 85. 134 I srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6
195.34.150.18 |Austria 147.237.77. 216 |dover.i df .il B ock HTTP Non Conpli ant Failed to handl e connection data [nonitor |4
91. 200. 12.7 Lkrai ne 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 4
84.228.185.97 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dr opped.
40.77.167.67  |Uited Sates  [147.237.77. 243|mobi e ich. i1 || camng Enginer TGP Invalid  Jinvalid segrent retramsmssion. |y o 3
Ret r ansni ssi on Packet dropped.
109.64.63.65  |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dr opped.
79.178.104.11 [ srael 147. 237.72. 166 |aka. i of .| Sreamng Engine: TCP [nvalTd - fimvalid segrent retrammission |}, o 3
Ret r ansni ssi on Packet dropped.
141. 8. 132. 112 :Zg::t”i o 147.237.72. 166 |aka. i df . ;: ?ZTS?T? S[?ig('):e: TGP Invalid 'Pg‘éi];td dsreggsgj. retransmssion. g o, 3
167. 114. 156. 16 |Canada 147. 237.77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
81.218. 165. 156 || srael 147.237.77. 216 |dover. i df . i Bad TCP sequence mﬁsgreansm wthdifferent |oonitor |2
81.218. 165. 156 |l srael 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 2
81.218. 165. 156 || srael 147.237.76.30 |nimsh.idf.il  [Bad TOP sequence Vmﬁsfsrc:reansm wehdifferent |oonitor |2
46. 19. 85. 225 I 'srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
81.218. 165. 156 |l srael 147. 237.77. 216 |dover. i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout alert 2
46. 19. 85. 247 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 2
31.154. 164. 251 |l srael 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [nonitor 2
157.55.39.69  |[Whited Sates  |147.237. 72. 166 |aka i df il Streamng Engine: TCP Invalid  invalid segnent retransnissi on. drop 2
Ret r ansni ssi on Packet dropped.
81.218. 165. 156 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
66.249.78.160 |lnited Sates  |147.237.72. 166 |aka idf.il Streamng Engi ne: TCP | nvalid finvalid segnent retransnission. drop 2
Ret r ansni ssi on Packet dropped.
81.218.165. 156 |lsrael 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout aert 2
207.46.13.44  |Wited Sates [147.237.77.74 [lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
74.82.47.42 Lhited Sates |147.237.8.28 |e.mobile-ks.idf.il|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 1
185. 130. 5. 224 147.237.76. 176 |test. ncore.idf.il [dr op SAMrul e drop 1
36. 110. 33. 83 Chi na 147.237.8.14 |e.orchot.idf.il |Geo-1ocation enf or cenent Geo-| ocati on i nbound enf or cenent |dr op 1
185. 3. 147. 151 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
104.45.132.180 |Lhited Sates  |147.237.77.216|dover.idf.il dr op SAMrul e drop 1
185. 130. 5. 224 147. 237. 77. 216 |dover . i of . i | drop SAMrule dr op 1
185. 130. 5. 224 147.237.76.38 [e.e.neitav.idf.il |drop SAMrule drop 1
184.105. 139. 110|Whited Sates  [147.237.0.35 |[akaws.idf.il drop drop 1
208.115.113.84 |Wited Sates [147.237.77.74 [lawidf.il drop SAMrule dr op 1
74.82.47.56 Lhited Sates |147.237.77.178|e.matpash.idf.il |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 1
185. 130. 5. 224 147.237.76.196 |e.sviva.idf.il dr op SAMrul e drop 1
185. 130. 5. 224 147.237.8.50 |e.tikshuwv.idf.il [drop SAMrul e drop 1
185. 130. 5. 224 147.237.76. 42 |refuah.idf.il drop SAMrule drop 1
184.105. 139. 120|thited Sates  [147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
87.69.208.54 [Israel 147. 237. 77. 216 |dover . i of . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
185. 130. 5. 224 147.237.76. 197 [e.himush.i df.il  |drop SAMrule drop 1
185. 130. 5. 224 147.237.72. 217 |e.idf . il dr op SAMrul e drop 1
198.20.69.74  |thited Sates  [147.237.72. 156 |anan.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
185. 130. 5. 224 147.237.76.86 |navy.idf.il drop SAMrule drop 1
184.105. 247. 227|Wited Sates  [147.237.77.235[sviva idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
79.181.22.226 [Israel 147.237.77. 176 |matpash.icf.il  |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
185. 130. 5. 224 147.237.76. 200 [ei tan. aka.idf.il |drop SAMrule drop 1
185. 130. 5. 224 147.237.76.31 |nakchal .idf.il dr op SAMrul e drop 1
200. 112. 150. 191 |Argenti na 147.237.77. 216 |dover. i df . i Bad TCP sequence mﬁszzj;a”smt wthdifferent | o iior |1
185. 130. 5. 224 147. 237. 76. 147 [chi nuch. aka. i df .i I|dr op SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
68.180.229.173 |lhited Sates [147.237.72.166|aka.idf.il Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None
79.177.104.120 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None
m ny- kosher - kravi . id _ _
46. 120. 230. 39 | srael 147.237.0. 17 £l Mitiple Illegal Paraneter Encodi ng from 46. 120. 230. 39 None 2
157. 55. 39. 201 Lhited Sates [147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robot s. t xt B ock 1
] - . D stributed Lhaut hori zed URL Access on
107.178.194.79 |lhited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- hel dover . aspx. Bl ock 1
66.249.78. 159 |lsrael 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to wawidf.il/error.htm Bl ock 1
’ - - Unhaut hori zed URL Access to
198. 20. 69. 74 Lhited Sates |147.237.72. 156 |anan. i df.il 147. 237. 72, 156/ modi i v/ def aul t . aspx B ock 1
m ny- kosher - kravi . id i i
46.120.230.39 |Israel 147.237.0.17 my llegal Paraneter Encoding rnd in . None 1
foil m ny-kosher -kravi . i df .i1/aj ax/ creat ecapt chai nage. aspx
] - . D stributed Lhaut hori zed URL Access on
107.178.194. 79 |lhited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
66.249.78.160 |[Israel 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
; . . D stributed Lhaut horized URL Access on
204.13.200.200 |lhited Sates |147.237.77.216|dover.idf.il v i df i | / 1133 22638- he/ dover . aspx. B ock 1
79.181.22.226 |[Israel 147.237.77. 216 |dover.idf . il SSL Untraceabl e Connection - Qpen Mde None 1
109. 66. 129.30 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
. . SS. Lhtraceabl e Gonnection - Protocol violation
66.249.78.172 |Israel 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT FELLO) None 1
207. 46.13. 75 Uited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df.il/894-en/idf gdover.aspx |B ock 1
84.94.176.170 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS A tack None 1
66.249. 78.109 |Israel 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
. . D stributed Unauthori zed URL Access on
109. 201. 154. 240|Netherl ands ~ [147. 237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 1
- . - Unhaut hori zed URL Access to
66. 249. 79. 98 | srael 147.237.0.34 |tikshuv.idf.il tikshuv. i df . i | / edi i yonar/ enl ar ge. asp B ock 1
’ . . D stributed Unauthori zed URL Access on
208.184.112.74 [Wited Sates [147.237.77.216|dover.idf.i| v i dff i 1/ 1133- 22461 he/ dover . aspx. B ock 1
] . . Unknown Paraneter _ VI EWSTATEENCRYPTED i n
100. 15. 84. 213  |lhited Sates |147.237.72.166|aka. i df . il v aka. i df .|/ nai v sachar / mai | box. aspx None 1
66.249.78.159 |[Israel 147.237.77.216|dover.i df .i | Ml tipl e Unauthori zed URL Access from 66. 249. 78. 159 Bl ock 1
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