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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3198
66. 249. 69. 93 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 556

50.172.79. 15 Lhited Sates 147.237. 76. 197 e hinush.idf.il [Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
62. 210. 245. 2 147.237. 77. 216 |France dover.idf.il ET VBB SERVER ol dFusi on admini strator access 1
62. 210. 245. 2 147.237.0.17 |France mny-kosher-kravi .idf.il [ET WEB_SERVER ol dFusi on adm ni strat or access 1
209. 126. 116. 147|147.237.72. 14 |thited Sates |dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
192. 186. 95. 178 [147. 237. 76. 201 |Canada e.atal.idf.il ET SCAN NMAP -sS w ndow 3072 1
eneric sgl wth cooments injection attenpt - GET
180.97.221.22 |147.237.77. 233|hi na atal.idf.il L 9 q ) P 1
par anet er
180.97.221.22  |147.237. 77. 233 |Chi na atal.idf.il SQA 1 =1- possible sgl injection attenpt 1
ET VEB SERVER Possi bl e S@i Attenpt Infornation
180.97.221.22 |147.237.77. 233|Chi na atal.idf.il - M-S P 1
Schenma Access
o PCLI CY- OTHER Adobe Col dFusi on admin interface access
62. 210. 245. 2 147. 237. 77. 216 |France dover.idf.il 1
at t enpt
.. |PQALI CY- OTHER Adobe (ol dFusi on adm n interface access
62. 210. 245. 2 147.237.0.17 |Rance mny- kosher-kravi .idf.il 1
at t enpt
52.48. 37. 125 147.237.72. 166 |Lhited Sates |aka idf.il ET SCAN NMAP -sS wi ndow 1024 1
209. 126. 116. 147(147.237. 76.86 [Lited Sates [navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185.130. 5. 224 |147.237.0.15 kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
180.97.221.22  [147.237.77. 233 |Chi na atal.idf.il S Injection - Select From 1
180.97.221.22 |147.237.77. 233 |Chi na aal.idf.il ET VB SERVER Possible SQ Injection Attenpt UNON SHECT |1
180.97.221.22  [147.237.77. 233 |Chi na atal.idf.il ET WEB SEFRVER MYSQL SELECT GONCAT S Injection Attenpt |1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry |Target Address |Jte Signature /?ca\t”i((:)i
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreamng Engine: TCP Invalid i i ssi
66.249.65.103 |lnited Sates  |147.237.77.234|hal ag i df.il 9 =g Inval i d segnent retransmssion. g 11
Ret r ansmi ssi on Packet dropped.
50. 184. 80. 60 Lhited Sates 147. 237. 77. 216 |dover.idf .il SYN At ack SYN -> SYN-ACK -> RST rej ect 9
46.19. 85. 54 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence I'nval id AGK nunber monitor |6
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 6
46.19. 85. 54 I srael 147.237.77. 216 [dover.idf. il Bad TCP sequence I'nval i d ACK nunber alert 6
. . SYNretransmt wth different .
77.127.233.192 |lsrael 147.237. 77. 170 |naar achot . i df . i | Bad TCP sequence wi ndow scal e noni t or 5
91.200.12. 106 |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop
195.34.150. 18 |Austria 147.237.77. 216 [dover.idf . il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [nonitor
Sreamng Engine: TCP Invalid i i ssi
109.253.208.4 |Israel 147.237. 77. 243 |nobi L e. i of . 9 =g Inval i d segnent retransmssion. g 4
Ret r ansni ssi on Packet dropped.
96.224.13.26  |[lhited Sates  |147.237.77.170 |nmarachot.idf.il Bad TCP sequence SNretransmt wih different oo |a
w ndow scal e
91.200.12.7 kr ai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
Iran, Islamc e Sream ng Engi ne: TCP Invalid|invalid segnent ret ransn ssi on.
2.187.253. 17 Republ i ¢ of 147. 237.72. 166 |aka. i df i | Ret r ansm ssi on Packet dr opped. drop 4
Sreamng Engine: TCP Invalid ' i ssi
192.114. 91. 215 |Israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval id segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
46. 19. 85. 225 I srael 147.237.77. 216 [dover.idf. il Bad TCP sequence I'nval i d ACK nunber alert
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
46. 19. 85. 225 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Invalid AGK nunber noni tor |3
Sreaning Engine: TGP Invalid i i sSi
79.177.19.82  |israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
172.56.30.238 |Uhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Russi an Lo Sreamng Engi ne: TCP Invalid|invalid segnent retransnssi on.
141.8.182.112 | oo o 147. 237. 72. 166 |aka. i df i | Ret 1 ansmi ssi on Packet dr opped. drop 3
Sreaning Bngine: TQP Invalid i i SSi
66.249. 65.109 |Lhited Sates 147.237.77. 234 |hal ag.i of .i | 9 =g Inval id segnent retransmssion. | 2
Ret r ansmi ssi on Packet dropped.
104. 45.132. 180 |lWhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop
37.26.147.188 |lsrael 147. 237.77. 216 |dover.idf .il SYN At ack SYN -> SYN-ACK -> RST rej ect
141.8.183. 16 R‘Sf:;”ion 147, 237. 77. 176 |nat pash. i of . i | SYN Att ack SYN -> SYN-ACK -> Timeout |reject 2
216.218. 206. 80 |lnited Sates 147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
185. 130. 5. 224 147.237.76. 201 |e. atal .idf.il drop SAMrul e drop 1
157.55.39.240 |Uhited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
5.102.230.151 |l srael 147.237.77. 216 [dover.idf . il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [monitor |1
84.109. 116. 253 |l srael 147. 237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber monitor |1
ny- kosher - kravi . i df . SYNretransmt wth different .
62. 210. 245. 2 France 147.237.0.16 |7 Bad TCP sequence wi ndow scal e monitor |1
185. 130. 5. 224 147.237.0.15 |kosher-kravi.idf.il  |drop SMrule drop
38.229.1.15 Lited Sates 147.237.0.15 |kosher-kravi.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
Russi an R SYNtACK retransmt wth .
141.8.183. 16 Fedor ot i on 147.237.77. 176 |mat pash.i df .i | Bad TCP sequence di fferent vi ndow scal & noni t or 1
s . Geo- 1 ocati on i nbound
93.174.93.203 [Netherl ands 147.237.72. 217 |e.idf .il Geo- | ocati on enf or cenent enf or conent drop 1
216.218. 206. 80 |lnited Sates 147. 237. 77. 212 |e. dover. i df . i | Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
74.82.47.16 Lhited Sates 147.237.76. 177 |ncore.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
185. 130. 5. 224 147.237.76.202|e. hal ag.idf .il drop SAMrul e drop 1
5.102. 254. 33 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
108. 168. 102. 23 |Canada 147.237. 77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [monitor |1
85. 65. 6. 28 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert 1
62. 210. 245. 2 France 147.237.0.33 |idf.il drop drop 1
185. 130. 5. 224 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop 1
149. 254. 235. 106|Uni ted Ki ngdom |147.237.77. 216 [dover.idf.il Bad TCP sequence I'nval i d ACK nunber alert 1
95. 35. 54. 69 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
185. 130. 5. 224 147.237.77. 234 |hal ag.idf .i| drop SAMrul e drop 1
172.56.18.239 |Uhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
24.24.185.147 |lhited Sates 147.237.77. 216 [dover.idf . il Bad TCP sequence I'nval i d ACK nunber alert 1
85. 65. 6. 28 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
197.231.221. 211|Liberia 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
62.210. 245. 2 France 147.237.0.35 |akaws.idf.il drop drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 85. 252 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
] - . D stributed Lhaut hori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
’ . . DO stributed Unaut hori zed URL Access on
208.184.112.74 [Wited Sates [147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
46. 19. 85. 185 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 2
] . . D stributed Lhaut hori zed URL Access on
107.178.194.83 |[Wnited Sates (147.237.77.216|dover. i df .i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
46.19. 85. 194 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S9. Sessions: sigal gs DS Atack None 2
94. 23. 210. 58 France 147.237.77.74 [lawidf.il Ostributed PHP At tenpt B ock
66.249.78.173 |l srael 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to waidf.il/tenplates/article/watch  [B ock 1
. . D stributed Lhaut horized URL Access on
109. 201. 152. 24 [Netherlands  |147.237.77.216 |dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
84.94.176.170 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
. . Unaut hori zed URL Access to
62.210. 245. 2 France 147.237.77. 216 |dover . i df .i | 147 237 77. 216/ cf i del adm ni st rat or / Bl ock 1
. . Unaut hori zed URL Access to
37.142.226.36 |[Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_ st oragel i | es/ O/ 1740. png Bl ock 1
94. 23. 210. 58 France 147.237.77.74 |lawidf.il Unaut hori zed URL Access to www | aw i df.il/xmrpc. php Bl ock 1
] . . Par anet er Type M ol ati on PageNumin
68.180. 228. 112 |[Wnited Sates [147.237.77.216|dover.idf.il v i df i 1/ 1283- en/ dover . aspx B ock 1
46. 43, 185, 41 th ted 147. 237.72. 166 |aka. i df . i | Ml ti ple_ Untraceabl e SSL Sessi ons from 46. 43. 185. 41 ( Uhknown None 1
Ki ngdom S Sessi on)
. . . Miltiple MMSQ Data Retrieval with Inplicit  Gnversion BErors(+)
180. 97.221.22 |China 147.237.77.233|atal .i df . il from 180. 97, 221. 22 None 1
89.138.35.6 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
. . Unknown Par anet er 4d9c6f 40 in
66. 249.69. 93 I srael 147.237.72.166 [aka. i df . i | wan aka. i df . i |/ mai n/ kapat z/ cont act us. aspx None !
40.77.167.26 Lhited Sates |147.237.76.42 [refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
] . . D stributed Unaut hori zed URL Access on
107.178.194.79 [lhited Sates |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
] . . Par anet er Type M ol ati on PageNumin
68.180. 228. 112 |[Whited Sates [147.237.77.216|dover.idf.il v i df i 1/ 1381- he/ dover . aspx Bl ock 1
46.43.185. 41 E?';;gom 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
180.97.221.22 |China 147.237.77.233|atal .idf.il Ml ti pl e signatures from180.97.221. 22 B ock 1
94. 23. 210. 58 France 147.237.72. 166 [aka. i df . i | PHP Att enpt B ock 1
66. 249. 78. 95 | srael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to 147.237.77.216/ robot s. t xt Bl ock 1
210. 87.255. 225 |Hong Kong 147.237.77.216|dover.idf .l Ml ti pl e Uhaut horized URL Access from 210. 87. 255. 225 B ock 1
68.180.228.112 |lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wanidf.il/atal 1/izkor/ nai n. asp Bl ock 1
. . D stributed Lhaut horized URL Access on
62. 210. 105. 116 |France 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
180.97.221.22 [China 147.237.77.233|atal . i df . il Unaut hori zed URL Access to wwn atal .idf.il/news/htm/ B ock
2.54.44. 216 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: Qpen Mde None
94. 23. 210. 58 France 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to waw aka.idf.il/xmrpc. php B ock 1
. . Unaut hori zed URL Access to
66.249.78.102  |Israel 147.237.77. 216 [dover. i df . i | 147, 237. 77. 216/ 1133- 19708- he/ dover . aspx Bl ock 1
210. 87.255. 225 |Hong Kong 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to wwidf.il/hebrew Bl ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178. 195. 171|lhited Sates |147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
84.94.176.170 |[lIsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
m ny- kosher -kravi . i d , . -
62. 210. 245. 2 France 147.237.0. 17 £l Uhaut hori zed URL Access to 147.237.0. 17/ cfide/admnistrator/ |B ock 1
R . . URL is Above Root DOrectory
197.231.221. 211|Liberia 147.237.77. 216 [dover. i df . il vowvi o i1/ ./ shared/cl i entscri pts/j query/j query-1. 4.2, nin. | s Bl ock 1
37.142.68. 44 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Cust om Tenporary B ock 1
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