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|Top Attackers | n DDoS- Def ence |

Attacker Address
167. 114. 156. 16

|Attacker Country

|Target Address

|Site

|Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 3216
76.75.126. 81 Canada 147.237.76. 177 ncore.idf.il Bl ock_Udp All _Nets drop 1
107. 150. 98. 131 Lhited Sates 147.237.76. 42 refuah.idf.il |Block Udp All Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
180. 150. 177. 188(147. 237. 76. 147 |Chi na chi nuch. aka. i df .i ET SCAN NVAP -sS wi ndow 1024 1
162. 222. 185. 165|147. 237. 76. 177 |Lhited Sates |ncore.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147.237.76.30 |[lLhited Sates |hinush.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165(147. 237.0. 17 |lhited Sates |mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
95.218.131. 95 |147.237.72. 217 |Fonani a eidf.il ET SCAN NMAP -sS wi ndow 1024 1
80. 246. 133. 179 |147.237. 77. 233l srael atal.idf.il ET DB Large anount of TCP ZeroWndow - Possible Niller2 1
DDos attack
209. 126. 116. 147(147. 237. 72. 166 [Lited Sates |aka idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
61.216.2. 14 147. 237. 76. 177 | Tai wan ncore.idf.il SERVER APAO_E Apac.he mod_ssl - non- S8 connection to SS. 1
port denial of service attenpt
185.130. 5. 224 |147.237.77.212 e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
180. 150. 177. 188|147. 237. 76. 196 |Chi na e.svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
162. 222. 185. 165(147. 237. 76. 196 |Lhited Sates |e.svivaidf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165(147. 237. 76.38 |Whited Sates [e.e neitav.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147. 237.0. 34 |lhited Sates |tikshuv.idf.il ET SCAN Potential SSH Scan 1
162.222. 185. 165|147.237.0.16 |lhited Sates |ny-kosher-kravi.idf.il ET SCAN Potential SSH Scan 1
93.174.93.203 [147.237.77.234|Netherlands  |hal ag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
209. 126. 116. 147(147. 237. 76. 176 [Lhited Sates |[test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
61.216.2. 14 147. 237.77. 179 | Tai wan e.mazi.idf.il SERVER APAO_E Apac.he mod_ssl - non-SS. connection to SS. 1
port denial of service attenpt
185. 130. 5. 224  |147.237.8.50 e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

ount ry Target Address |[Ste Signature
41.33.231.90  |Egypt 147. 237. 77. 216 |dover. i df .i | dr op SAMrul e drop 36
84. 228. 192. 153 | srael 147.237.77. 170 |naarachot .icf .il  |Bad TCP sequence fg;;e”ansm't with different wndow —fooivor |12
61.216.2.14  |Taiwan 147.237.77. 233 |atal .i of . Streamng Engi ne: TCP TCP segrrent out of naxi mumallowed |, 9
Segnent Limt Enforcenent sequence. Packet dropped.
46.19. 85. 94 I 'srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence I'nval i d ACK nunber noni t or
46.19.85.145 |Israel 147.237.77. 216 [dover.idf .il Bad TCP sequence Invalid ACK nunber alert
79.178.119.65 |Israel 147.237.77. 170 |nmavachot.idf.il  |Bad TOP sequence i;;e”a”sm't with different wndow —fooivor [
46.19.85.145  |Israel 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
80. 246. 133. 179 |I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or
217.132.6.46 |Isradl 147. 237. 72. 166 |aka. i f . i Streaning Engine: TCP Invalid |imvalid segnent retransmission. Packet |, 6
Ret ransni ssi on dr opped.
41.33.232.66 |Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data mnitor |6
194.90.89.5  |Israel 147.237. 72. 166 |aka. i df . i Streaming Engine: TCP Invalid invalid segnent retransnission. Packet drop 6
Ret ransni ssi on dr opped.
80. 246. 133. 179 |I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 5
46. 19. 85. 94 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 4
46.19. 85. 204 | srael 147.237.72. 166 |aka. i df .il dr op First packet isn't SN drop 4
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data noni t or 4
93.172.3.107 |israel 147. 237.77.170 |nmarachot . i of .11 |Bad TCP sequence i;;e”ansm with different wndow | oior |3
37.26.149. 168 |Israel 147. 237. 72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
98.252.51.195 |Uhited Sates|147.237. 77. 216 |dover.idf.il Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data noni t or
79.178.33.193 |Israel 147.237. 72. 166 |aka. i df . i Streaming Engine: TCP Invalid invalid segnent retransnission. Packet drop 3
Ret ransni ssi on dr opped.
157.55.30.60  |united Sares |147. 237. 76. 200 [eitan aka it i1 | S NG Engine: TQP Invalid invalid segnent retransnission. Packet drop 2
Ret r ansni ssi on dropped.
85.177.83.219 |Germmny  [147.237.77.170 mmarachot.icf.il [Bad TCP sequence i;;e”a”sm't with different wndow —fooior |2
68. 180. 229. 121 |Uni ted States [147. 237. 76. 200 [ei tan akaicr. i1 | @M NG Engi ne: TP Invalid finvalid segnent retransnission. Packet drop 2
Ret r ansni ssi on dropped.
185. 130. 5. 224 147.237.76.38 |e.e.meitav.idf.il |drop SAMrul e drop 2
203. 127. 96. 218 |S ngapore 147.237.77. 216 |dover.idf.il SYN At t ack rej ect 2
185. 130. 5. 224 147.237.77. 233 |atal .idf il dr op SAMrule drop 2
61.216.2.14 Tai wan 147.237.76.198|e.yohalan.idf.il |Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 2
185.3.144.97  |Israel 147.237.77. 216 |dover. i of .i | Bad TCP sequence I'nval i d ACK nunber monitor |2
82.81.45.133 |Israel 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN - > SYN-ACK -> RST rej ect 2
185. 130. 5. 224 147. 237. 76. 148 [gqcent er. aka. i of . i |dr op SAMrul e drop 2
208.115.113. 89 |Lhited Sates [147.237.77.74 |lawidf.il drop SAMrul e drop 1
61.216.2. 14 Tai wan 147.237.77. 179 |e.nazi .idf il drop Frst packet isn't SYN drop 1
185. 130. 5. 224 147.237.8.24 |e.lifestyle.idf.il |drop SAMrul e drop 1
203. 127. 96. 216 |S ngapor e 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
84.108. 61. 199 |Israel 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber alert 1
185. 130. 5. 224 147.237.76. 201 |e. atal .idf .il dr op SAMrul e drop 1
65.55.218.57 |lnited Sates|147.237.77.233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
185. 130. 5. 224 147.237.76.34 |yohal an.idf.il drop SAMrul e drop 1
46.19. 86. 211 | srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber noni t or 1
203. 127. 96. 221 |S ngapore 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber moni t or 1
195. 154. 38. 230 |France 147.237.72. 166 |aka.idf .il drop SAMrul e drop 1
185. 130. 5. 224 147.237.76. 196 |e. sviva.idf.i| dr op SAMrul e drop 1
61.216.2. 14 Tai vwan 147.237.77. 179 |e.nazi .idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
185. 130. 5. 224 147.237.8.27 |e.madimatal .idf.i|dr op SAMrule drop 1
208. 115. 113. 89 |Wited Sates|147. 237. 77. 216 [dover. i df .i | dr op SAMrul e drop 1
203.127.96. 216 |Sngapore  |147. 237. 77. 216 |dover. i df . Bad TCP sequence mﬁsggansm W th different monitor |1
37.26.149.168 |Israel 147. 237.72. 166 |aka. i df . Bad TCP sequence ﬁﬁ;ﬁfﬂsm with different moni tor |1
84.108.61.199 |l srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |1
185. 130. 5. 224 147.237.77. 212 |e. dover.idf .il drop SAMrul e drop 1
61.216.2.14 Tai wan 147.237.76. 44 |e.refuah.idf.il Geo-1| ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 1
167. 114. 156. 16 [Canada 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.54.25. 194 | srael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code B ock 3
] . . D stributed Lhaut hori zed URL Access on
204.13.200.200 |thited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
79.182.221. 233 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
68.191.69.219 |lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to wwuidf.il/894-en B ock
] . . D stributed Lhaut hori zed URL Access on
107.178.194.83 [lhited Sates [147.237.77.216|dover.idf.il v i dff . i 1/ 1133- 22638- he/ dover . aspx. B ock 2
] . . DO stributed Unaut hori zed URL Access on
66.230.230. 230 |lhited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
46.19. 85. 94 I srael 147.237.77. 216 |dover.idf .l Ml tipl e Abnormal |y Long Request from 46. 19. 85. 94 Bl ock 1
’ . . O stributed Unaut hori zed URL Access on
107.178.194.87 |Wnited Sates [147.237.77.216 |dover. i df .i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
66. 249. 93. 99 I srael 147.237.77. 216 |dover . i df . il Uhaut hori zed URL Access to waw i df.il/1294-he/ v i df . il B ock 1
46. 43.185. 41 LK!i“r:gegom 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Gonnecti on - Uhknown SSL Sessi on None 1
. ] D stributed Lhaut hori zed URL Access on
150. 70.173. 54  |Japan 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
46.19. 85. 94 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
79.176.73.236  |lsrael 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to waw idf.il/https:/wawnidf.il/ B ock 1
66. 249. 64. 233 |Israel 147.237.77. 216 |dover . i df . il Unaut hori zed URL Access to waw i df.il/navy/ B ock 1
46.19. 85. 94 I srael 147.237.77. 216 |dover.idf .l Mitiple I11egal HITP \ersion from4e6. 19. 85. 94 Bl ock 1
] . . DO stributed Unaut hori zed URL Access on
204.13.200.200 |thited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
. . D stributed Lhaut hori zed URL Access on
109. 201. 154. 230|Netherlands ~ |147.237.77. 216 |dover. i df .i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
68.180.228.112 |Wited Sates |[147.237.77.216|dover.idf.il Mil ti pl e Wnaut hori zed URL Access from 68.180. 228. 112 B ock 1
46. 43. 185. 41 Eiqlr:gegom 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs oS At ack None 1
187.60.107. 77 |Brazil 147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in wwvtikshuv.idf.il/site/general . aspx B ock 1
46. 19. 85. 94 | srael 147.237.77.216|dover. i df . il Abnormal |y Long Request et hod B ock 1
66.249.78.159 |[Israel 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to v idf.il/error. htm Bl ock 1
46.19. 85. 94 I srael 147.237.77. 216 |dover.i df . il Mil tiple Malformed URL from46. 19. 85. 94 Bl ock 1
; . . D stributed Lhaut horized URL Access on
208.184.112.74 |lhited Sates (147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
. . D stributed Lhaut hori zed URL Access on
150.70.97.85  [Japan 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
68.180.228.112 |lnited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin waw i df . il/1362- he/ dover. aspx B ock 1
54.152.151.136 [Lited Sates [147.237.72.166|aka.idf.il Unknown Paraneter anp;list in wawaka.idf.il/chinuch/klali/default.asp |None 1
187.60.107. 77 |Brazil 147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation docld in wwtikshuv.idf.il/site/general.aspx  |B ock 1
46. 19. 85. 94 I srael 147.237.77. 216 |dover.i df . il I11egal HITP \ersion B ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194.83 [lhited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
66.249.78.234 |lsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ edi i yoman/ enl arge. asp |B ock
46. 19. 85. 94 I srael 147.237.77. 216 |dover . i df . il Ml ti pl e Uhknown HTTP Request Method from 46. 19. 85. 94 B ock 1
. . D stributed Lhaut hori zed URL Access on
150.70.97.85  [Japan 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
23.251.86.72 Lhited Sates |147.237.77.74 |lawidf.il PHP At t enpt B ock 1
61.216.2. 14 Tai van 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 8.8. 8.8/ 404 B ock 1
’ . . O stributed Unaut hori zed URL Access on
192.99.41.217 |Wited Sates [147.237.77.216 |dover. i df .i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
46. 19. 85. 94 I srael 147.237.77. 216 |dover . i df . il Mal formed URL http/1.1 B ock 1
. . -|Uhaut hori zed URL Access to
66. 249. 79. 28 I srael 147. 237. 76. 147 [chi nuch. aka. i df . i vaw chi nuch, aka i df . i |/ shar ed/ user cont r ol s/ header upper / B ock 1
. ] Unknown HTTP Request Method / Shared/ dient Scripts/ S deBar/sideBar.js
46.19. 85. 94 I srael 147.237.77. 216 |dover . i df . i in URL vawidf il http/1 1 B ock 1
. . D stributed Lhaut hori zed URL Access on
150. 70. 173. 54  [Japan 147.237.77. 216 [dover. i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
23.251.86.72 Lhited Sates |147.237.77.74 |lawidf.il Unaut hori zed URL Access to www mag. i df.il/xnmirpc. php B ock 1
69.171.228.117 [Lnited Sates [147.237.72.166|aka.idf .l Untraceabl e SSL Sessions: sigal gs DS Atack None 1
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