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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address  |Site

|Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3229
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack drop 2
107. 150. 98. 128 Lhited Sates 147.237.76. 34 yohalan.idf.il |Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker GQountry Target Address Site |Sgnat ure Devi ce Action |Count

82.221.105. 6 I cel and 147. 237.76. 176 test.ncore.idf.il |[13840: TLS enSSL Heartbeat Packet B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry Signature
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il |Tehila - Perl LWP with fake user agent 3
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|Top Attackers In FW |

A tacker

Devi ce

Country ‘Target Address |[Ste Signature Action ‘Count
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
93. 173. 183. 142 |I srael 147.237.77. 170 |nmarachot . f .i1{Bad TCP sequence S rouranemt wth different moni tor |11
192.118.60. 69 |Israel 147. 237.77. 170 |mmar achot . i f .1 1|Bad TCP sequence mdgstvrf:;”lt wth different monitor |11
109. 66. 9. 107 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
91.200. 12. 7 Lkr ai ne 147.237.0.34 [tikshuv.idf.il |drop SAMrul e drop 8
46.19.85.106  [Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
46.19.85.106 [Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
172.56.40.190 |Wited Sates [147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
46.19.85.211 [israel 147.237. 77. 216 |dover.idf i | Bad TCP sequence Invalid ACK nunber alert 6
207.46.13.64 |Uited Sares 147,237, 76. 200 fei tan. aka idr. 1| | @M NG ENgine: TCP Invalid Jinvalid segnent retransnission drop 6
Ret r ansn ssi on Packet dropped.
46.19. 85. 211 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
41.33.232.66  |Egypt 147.237.77. 216 [dover.idf il Bl ock HTTP Non Gonpl i ant Fai l ed to handl e connection data noni t or 6
46.19. 85. 35 I 'srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Invalid ACK nunber alert 5
46. 19. 85. 35 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
91. 200. 12.7 Lkrai ne 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 4
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data noni t or 4
173.63.60.157 |Wited States  |147. 237, 77, 216 |dover. ir i1 | €M NG Engine: TCP Invalid invalid segnent retransnission drop 4
Ret r ansni ssi on Packet dropped.
46. 19. 86. 69 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 3
2.52.178.24  |israel 147.237.72. 166 |aka.i df . i Streaning Engine: TCP Invalid imvalid segnent retransmssi on drop 3
Ret r ansni ssi on Packet dropped.
109. 64. 218. 41 |Israel 147. 237. 72. 166 |aka i of . i Streaning Bngine: TCP Invalid  Jinvalid segnent retransnission drop 3
Ret r ansn ssi on Packet dropped.
5.22.130. 98 I 'srael 147.237. 77. 216 [dover.idf . il Bad TCP sequence Invalid ACK nunber noni t or 3
84.108. 207. 203 |l srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 2
178.39.218.11 |Saitzerland 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
94.230. 86. 170 |l srael 147.237. 77. 216 [dover.idf . il Bad TCP sequence Invalid ACK nunber noni t or 2
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
91.200. 12. 136 |[lkraine 147.237.0.34 |[tikshuv.idf.il |drop SAMrul e drop 2
66.249.78.146 |lhited Sates |147.237.72. 166 |aka.idf.il Streaning Engine: TCP Invalid imvalid segnent retransmssi on drop 2
Ret r ansni ssi on Packet dropped.
91.200.12. 136 |lkraine 147.237.77. 216 |dover.idf .i | drop SAMrule drop 2
85.177.83.219 |Ger many 147. 237.77. 170 |nsarachot . i of .i1{Bad TCP sequence mdgir:::]rit wth different monitor |2
5.22.131.119 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
77.178.72.247 |Ger nany 147.237.77. 216 |dover.idf.il  [Bad TOP sequence mﬁsrczlt;ansm wehdifferent | onitor |1
185. 130. 5. 224 147.237.77. 233 |atal .idf.il drop SAMrule drop 1
46.19. 85. 94 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
176. 228. 10. 245 |l srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Invalid ACK nunber noni t or 1
37.26.146. 188 |l srael 147.237. 72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or 1
185. 130. 5. 224 147.237.76.202|e.hal ag.idf.il |drop SAMrule drop 1
41.222.44.210 [Ngeria 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
5.102. 230. 151 |l srael 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 1
79. 183. 221. 241 [I srael 147.237. 77. 216 |dover.idf i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
37.26. 146. 223 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 1
84.228.118. 172 |I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 1
65. 55.212. 75 Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
185. 130. 5. 224 147.237.77. 121 |e.navy.idf.il drop SAMrul e drop 1
41.222.44.210 |Ngeria 147.237.72. 166 |aka. i df i Bad TCP sequence mﬁsggansm wehdifferent | onitor |1
8.37.227.68 gnoc;r;ynnus 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Response out of state noni t or 1
82.102. 169. 210 |l srael 147.237. 72. 156 |anan. i df .i | drop First packet isn't SN drop 1
185. 130. 5. 224 147.237.76.42 |refuah.idf.il drop SAMrul e drop 1
37.26. 146. 223 [l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
101. 198. 159. 31 |Chi na 147.237. 76. 200 |ei tan. aka. i df . i [|SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
46. 19. 86. 66 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
213.57.153.73 |[Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df . i|/mai n/ sachar/ undefined |B ock
109. 66. 205. 51 |l srael 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock
. . Unaut hori zed URL Access to
79.47.222.250 |italy 147.237.77. 216 |dover.idf . il ww i df i 1/si p_storagel files/ 2/ 4912. png Bl ock 2
94.159. 158. 124 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
. . DO stributed Unhauthori zed URL Access on
46. 19. 85. 34 I srael 147.237.77. 216 [dover. i df . il wwe i df i 1/ 1086- 23059- he/ dover Bl ock 2
46. 19. 85. 36 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
108. 38.192. 247 |Uhited Sates |147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock
] . . D stributed Uhauthorized URL Access on
158. 69. 215.68 [Lhited Sates |147.237.77.216|dover.idf.i| v i df i | / 1133 22638- hel dover . aspx. Bl ock 1
91. 87.217. 67 Bel gi um 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wau i df.il/newsite/hebrew nain.asp |B ock 1
66.249.78.160 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df . il/mai i kapat z Bl ock
176.13.5. 3 I srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock
wWaww. chamat z. aka. i d i
40.77.167.47  |Wited Sates [147.237.77.226(, Wnaut hori zed LRL Access to B ock 1
f.il wwv chanat z. aka. i df . i |/t enpl at es/ depar t nent sl obby/
54.211.179.53 |Wited Sates |147.237.77.216|dover. i df.i | Wnauthori zed UL Access to B ock 1
vy i df . i |/ shar ed/ user cont r ol s/ header upper /
] . . D stributed Lhaut hori zed URL Access on
204.13.200.200 |thited Sates (147.237.77.216 |dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
173.252.80.115 |Uhited Sates [147.237.72.166|aka.idf.il Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66.249.78.173 |[Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wwidf.il/anan B ock 1
Unhaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77. 216 |dover. i df . i | waw i df . i1/ sip_storagel fil es/ 9/ kkkkkkk=eb5da616kkkkkkk eb5da6 Bl ock 1
16
. . Unaut hori zed URL Access to
109. 66. 205. 51 |Israel 147.237.72. 156 [aman. i df . i | vw anan, i df i |/ si p storagel i1 es/ 4/ 70914, pdf A xsx2xahtt ps B ock 1
. . D stributed Lhaut hori zed URL Access on
83.130. 101. 105 |l srael 147.237.77. 216 |dover. i df .i | Wi of i1/t tps: /v df i1/ B ock 1
. . Unaut hori zed URL Access to
66. 249. 66.72 I srael 147.237.77. 176 Inat pash. idf.il waw cogat . i df . i |/ usefulinfornation/i dkoni ni pages/ 11052011. aspx Bl ock !
173.252.80.119 |lhited Sates |147.237.72.166|aka.idf.i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
5.175. 13. 138 Ger many 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Unhknown SSL Sessi on None 1
] . . D stributed Uhauthorized URL Access on
107.178.194.87 |[lhited Sates |147.237.77.216|dover.idf il v i df i | / 1133 22461- hel dover . aspx. Bl ock 1
- . Unhaut hori zed URL Access to
66.249.78.240 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ gi yus/ gener al . aspx B ock 1
R . . D stributed Uhauthorized URL Access on
197.231.221. 211|Liberia 147.237.77. 216 |dover . i df .il v i df i | / 1133 22461- hel dover . aspx. Bl ock 1
149.78.3.74 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
84.111. 48. 34 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
. . Unhaut hori zed URL Access to
66. 249.78.97 I srael 147.237.72. 166 [aka. i df . i | 147.237. 72. 166/ gi yus/ f or uni asp/ showf or um asp Bl ock !
173.252.90. 235 |lhited Sates |147.237.72.166|aka.idf.i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
31.13.97.103 Irel and 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
] . - D stributed Lhaut hori zed URL Access on
107.178.194. 87 |lhited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- hel dover . aspx. B ock 1
68.180.228. 112 |Wnited Sates |147.237.77.216|dover. i df .i | tnaut hori zed URL Access to wawidr.il/english/nevs/jenin.stnt g 1
target="_bhl ank
198. 20. 69. 74 Whited Sates [147.237.72.156|anan.idf.il Unaut hori zed URL Access to 147.237.72. 156/ robots. t xt B ock 1
] - . Unknown Paraneter anp;t in
150. 198. 17. 3 Wited Sates [147.237.72.166|aka.idf .il wiww aka. i o i |/ rai v rabanut / scri pt resour ce. axd None 1
85. 130. 207. 145 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 1
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
. . Unaut hori zed URL Access to
176.12.150.66 |l srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p, st or agel fi | es/ 8/ 1668. doc B ock 1
- - . Unhaut hori zed URL Access to
37.19.122.152 |[Israel 147.237.0.19 |nadimatal .idf.il naci matal i df i1/ shar ed aj ax/ updat enakat gaunt i ty. aspx B ock 1
69.171.228.117 |nited Sates |147.237.72.166|aka.idf.il Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
; . ] Unhaut hori zed URL Access to
52. 90. 147. 70 Lhited Sates [147.237.77.216|dover.idf.il Wit il/i /1 hel scrol I strech, gi ) Bl ock 1
204.13.200. 200 [United Sates |147.237.77. 216 |dover. i df . i | D stri buted Uhaut hori zed LR Access on Bl ock 1

waw i df . i | /1133-22461- he/ dover. aspx.
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