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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3103
79.181.162. 162 | srael 147.237.77. 216 dover.idf.il ock_Udp All _Nets dr op 6
77.247.178. 132 Net her | ands 147.237. 76. 148 gocenter. aka.idf.il B ock Np Al Net drop 1
42.2.176. 241 Hong Kong 147. 237.76. 86 navy. i df il Block Udp All Nets drop 1
77.247.178.132 Net her | ands 147.237.76. 147 chi nuch. aka.idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In ID|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste

|Signature |Count |
2.54.150. 218 147.237.72.166  [Israel aka.idf.il |PCLI CY- OTHER TCP packet with urgent flag attenpt 19
195. 34. 150. 18 147.237.77.216  [Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
195. 239. 16. 40 gz::;”i on 147.237.77.74 [lawidf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data  |nonitor (26
195. 239. 16. 53 g;:’:;”i on 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor 26
93.172.172. 106 |Israel 147. 237.72. 166 |aka. i of .11 Streamng Engine: TCP Invalid  invalid segrent retransmission. |, o 12
Ret ransm ssi on Packet dr opped.
109. 253. 131. 234]I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval id ACK nunber noni t or 12
46.19.86.136  |Israel 147.237.77. 243 |rbi e i i1 | €AM NG Engine: TCP Invalid - Jinvalid segnent retransmssion. |, o 12
Ret ransnm ssi on Packet dr opped.
109. 253. 131. 234|lI srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 12
79.181.162. 162 |Israel 147.237.76.42 |refuah.idf.il  |Bad TCP sequence mdﬁrsac';"y Wth different moni tor |11
37.26.149.243 |Israel 147,237, 77. 243 |mobi e i1 | S Ng Engine: TCP Invalid invalid segnent retransmssion drop 11
Ret ransn ssi on Packet dr opped.
2.54.150.218 | srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 10
217.132. 131. 205|I srael 147.237.77. 170 |maarachot . i f .l |Bad TCP sequence mdg?vrsin;"lt wth different moni tor |10
159. 203. 243. 144|wnited Sates  |147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid finvalid segnent retransnissi on drop 8
Ret r ansni ssi on Packet dr opped.
5.102. 254. 183 |l srael 147.237.77. 170 |naarachot.idf .i| [Bad TCP sequence Invalid ACK nunber noni t or 8
82. 80. 159. 12 I sr ael 147. 237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
46. 19. 85. 203 I srael 147. 237. 77. 216 |dover. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 7
208.54.44.200 |wited Sates [147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
46.19.85. 76 I 'srael 147.237. 77. 216 [dover. i df i | Bad TCP sequence Inval i d ACK nunber noni t or 7
46.19. 85. 124 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
46.19.85.76 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
5.22.130. 240 | srael 147.237.77. 170 |maarachot . i df .il [Bad TCP sequence Invali d ACK nunber noni t or 6
93.173.157.50 | srael 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Invalid  invalid segnent retransmssi on drop 6
Ret ransm ssi on Packet dr opped.
5.102. 254.215 |Israel 147,237, 72. 167 i shurimaka. i a1 [ @M NG Engine: TCP Invalid invalid segnent retransmssi on drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 76 I srael 147. 237. 77. 216 |dover. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect
77.126. 225. 245 |l srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid sequence nunber noni t or
46.19. 85. 124 I 'srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber alert
79.176.217.26 |israel 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Invalid invalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
46. 19. 85. 82 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber alert 6
194. 90. 89. 5 I'sr ael 147.237.72. 166 |aka.i df . Streaning Engine: TCP Invalid  invalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dr opped.
31.210.187.209 |(Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
5.102.254.194 [lIsrael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 85. 82 I srael 147. 237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |6
31.13.112.122 |lreland 147.237.0.34 |tikshuv.idf.il drop Frst packet isn't SN drop 6
46.120.130.11 |[israel 147. 237. 77. 170 |mmarachot . i of .11 [Bad TCP sequence mdgitrsaé:"y wth dfferent mnitor |6
2.54.180.255 | srael 147.237.77. 243 |rbi e i1 | €AM NG Engine: TCP Invalid - Jinvalid segnent retransmssion. |, o 6
Ret ransnm ssi on Packet dr opped.
71.199.155. 178 |Wnited Sates  [147.237. 77. 216 |dover. i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
5.102.254.124 |Israel 147. 237. 77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber nonitor |5
185. 3. 147. 137 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
77.127.52. 82 I sr ael 147.237.72. 166 [aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
41. 33.232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  [noni tor 5
46.117.157. 200 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
5.102.254. 124 |[Israel 147.237.76. 42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
173.252.89.56 |lhited Sates 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 4
31.13.112.118 |lreland 147.237.0.34 |tikshuv.idf.il drop Frst packet isn't SN drop 4
37.26.147.170 [Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence noni t or 4
84.108. 62. 4 I srael 147.237. 72. 166 [aka. i df .i Bad TCP sequence I'nval i d ACK nunber alert 4
31.210.187.251 |[lIsrael 147.237.77. 243 |nobi | e.idf . i Bad TCP sequence Invalid ACK nunber noni t or 4
190. 105. 168. 61 |Panama 147, 237.76. 200 |ei tan. aka i df i1 || €M NG Engine: TCP Invalid  Jinvalid segnent retransnissi on drop 4
Ret r ansni ssi on Packet dr opped.
31.13.112.119 [ireland 147.237.0.34 [tikshuw.idf.il |drop First packet isn't SWN drop 4
173.252.89.53 |lhited Sates 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 4
2.54. 156. 119 I sr ael 147. 237. 77. 216 |dover. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
79.180.30.220 | srael 147.237.0.19 |nadimatal .idf.il (100 M of the Sane Response Cbde (404) in Session from Bock |94
79. 180. 30. 220
2.54.159. 4 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 58
46. 19. 86. 57 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 35
79.180.30.220 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 35
2.54.159. 4 I srael 147.237.0.19 [madi matal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 27
176.13. 3. 179 I srael 147.237.77. 216 |dover.idf .il Ml tipl e Unauthorized URL Access from 176.13. 3. 179 B ock 18
109. 253. 158. 52 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 15
176.13.10. 217 |Israel 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 14
94.159. 146.15 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 12
m ny- kosher - kravi .
79.178.198. 118 |[Israel 147.237.0. 17 i dfnyi | Dstributed I11egal Parangeter Encodi ng None 7
. . Unaut hori zed Met hod PCBT for
85. 65.122. 174 |l srael 147.237.72.166 |aka. i df . i | v aka. i df i |/ nai n/ r abanut / cont act us. aspx B ock 6
m ny- kosher - kravi .
79.180.102.69 |lsrael 147.237.0. 17 i dfnyi | Dstributed I11egal Paraneter Encodi ng None 6
109. 64. 138. 171 |l srael 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 3
185.32.179.1 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 3
5.29.191. 102 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
2.52.7.125 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 3
82.81.160.227 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46. 19. 85. 155 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
Unhaut hori zed URL Access to
- - waw. aka. i df . i |/ &a=u&ed=0ahukewi f pj zuzy7kahwdubgkhd3ocpagf gg
95. 86. 115. 42 I srael 147.237.72.166 |aka. i df . i | umai &si g2=yj f yzuyj a8l 5dxl Anvo2bagusg=af gj cnhducr 3bgprikvhdyz9t B ock 3
7j scut sl og
46.19. 86. 136 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
109. 253. 222. 58 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
46.19. 85. 183 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
125. 46. 26. 253  |Chi na 147.237.76.31 |nakchal .idf.il Dstributed PHP Attenpt B ock 2
85.64.115. 240 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
; . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates [147.237.76.86 |navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 2
2. 54. 180. 255 I srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock
176. 12. 150. 205 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock
208.115.111. 72 |thited Sates |147.237.76.86 |navy.idf.il Mil tipl e Whauthorized URL Access from 208.115. 111. 72 B ock
m ny- kosher - kr avi . _ _
77.127.52.21 | srael 147.237.0. 17 Pdf il Dstributed I11egal Paraneter Encodi ng None 2
125. 46. 26. 253  |Chi na 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/wp-adnin/adnin-ajax. php  |B ock 2
] . - D stributed Lhaut hori zed URL Access on
204.13.200. 200 |lhited Sates|147.237.77. 216 |dover.idf . il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 2
46. 19. 85. 108 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 2
] . - D stributed Lhaut hori zed URL Access on
204.13.200. 200 |thited Sates|147.237.77. 216 |dover.idf.i| v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 2
37.26.149.243 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock
68.180.229. 173 |lhited Sates [147. 237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None
. - Unhaut hori zed URL Access to
46. 19. 85. 142 I sr ael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
80. 246. 136. 118 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
213.22.37.142 |Portugal 147.237.77. 176 |mat pash. i df . i | Dstributed PHP Attenpt B ock 1
. . Il'legal HITP Version __atuvc=1%Cl; __ at uvs=568998c60bb40af 9000;
46. 19. 85. 39 I srael 147.237.77. 216 |dover. i df . il " at ssc=f acebookBB2 B ock 1
89. 138. 188. 240 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SI Sessions: sigal gs oS Atack None 1
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/nmiluin B ock 1
. . D stributed Unhauthori zed URL Access on
37.26.147.130 [Israel 147.237.77. 216 [dover. i df . il we i df i 1/ 1086- 23050- he/ dover Bl ock 1
2.54.174. 170 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
173.252.90. 230 |Uhited Sates|147.237.72.166|aka.idf.il Untraceabl e SSL Sessi ons: si gal gs DS Attack None
46.19. 85. 61 I srael 147.237.77. 216 |dover. i df.i | Dstributed Ml formed UR B ock
. - D stributed Lhaut hori zed URL Access on
109. 201. 154. 234|Net herl ands  |147. 237. 77. 216 |dover . i df . i | v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
79.181. 70. 60 I srael 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
. ; . Unhaut hori zed URL Access to
223. 240.126. 139Chi na 147.237.77. 176 [nat pash. i df . i | wam cogat . i df . i | /901- 11435- he/ cogat . aspx/ t r ackback/ Bl ock !
. . DO stributed Lhaut hori zed URL Access on
37.46. 39. 84 I sr ael 147.237.77. 216 [dover. i df . il wowe i df i 1/ 1086- 23059- he/ dover Bl ock 1
107.178.194. 83 |[Uited States |147. 237. 77. 216 |dover. i df . i | Distributed Lhaut hori zed LR Access on Bock |1

waw i df . i | /1133-22461- he/ dover . aspx.
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