01-03-2016-22:04:03 to 01-03-2016-23:04:03

1"PT SwNn [ )

oV

www.gov.il

IDF Under Attack

Daily Report

|Top Targets |
2, 000+"
1, 500-
i M dover.idf.il
1 000k W akaidf.il
' B nobile.idf.il

Nunber
(6]
At acks

[Top Attackers |

Nunber
(6]
At acks

M nadi matal .idf.il
M naarachot . i df.il
Watal.idf.il
[ tikshuv.idf.il
Maman.idf.il

waw chanat z. aka. i df . i |
B mny-kosher-kravi.idf.il

Top Tar get

1, 600+

W 167. 114. 156. 16
2.52.176. 79

[ 79. 180. 30. 220
77.125. 6. 151
B 46. 19. 85. 202

M 46. 19. 85. 99

I 46. 19. 85. 229

M 185.32.179. 30
82. 145. 219. 86

> & D P o © M 109. 160. 151. 95
. N ) N
SR S N S A

Top Attackers



01-03-2016-22:04:03 to 01-03-2016-23:04:03

|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Signature

Device Action

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3150
79.183. 69. 132 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al _Nets dr op 3
223.14. 15. 239 Chi na 147.237. 76. 44 e.refuah.idf.il B ock Wdp Al Nets drop 1
77.247.178.132 Net her | ands 147, 237.76. 197 e hinush.idf.il Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In ID|

A tacker ) .
‘Target Addr ess count ry ‘Ste ‘Slgnature
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.i|Tehila - Perl LWP with fake user agent 12
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.i|Tehila - Perl LWP with fake user agent 4

SERVER APACHE Apache nod_ssl non- SSL connection to SSL port denial of
servi ce attenpt
66.249. 78. 160 [147.237.72.166 |hited Sates [akaidf.il |VWEB-Q3d redirect access 1

66.249. 78. 172 |147.237.72.166 |Lhited Sates |aka.idf.il
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
r eam n ine: TCP Invali i i ssi
77.125.6.151  |israel 147.237.77. 243 |mobi e iop i1 | SAMNG Engine: TP Invalid finvalid segnent retransnissi on. drop 48
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i Ssi
46.19.85.202  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g nval i d segnent retransmssi on. drop 30
Ret r ansmi ssi on Packet dr opped.
82.145.219.86 |Europe 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 30
Sreamng Engine: TCP Invalid i i ssi
85. 130. 224. 250 |Israel 147. 237.77. 243 |nubi 1 e.i df .i 9 =g nval i d segnent retransmssi on. drop 24
Ret ransmi ssi on Packet dr opped.
77.127.233.192 | srael 147.237.77. 170 |nmarachot . i of .i1 |[Bad TOP sequence SN retransnt wih different monitor 21
W ndow scal e
2.52.176.79 | srael 147.237.77. 216 |dover.idf.il SYN At t ack rej ect 20
5. 29. 75. 205 I srael 147. 237.77. 170 |nmarachot . i of .11 |[Bad TOP sequence S retransmt wth different monitor |20
W ndow scal e
Sreamng Engine: TCP Invalid i i ssi
46.19. 85. 99 I'srael 147. 237. 72. 166 |aka. i of . i 9 =g Inval i d segnent retransmssi on. drop 18
Ret ransmi ssi on Packet dr opped.
77.127.24.29  |israel 147.237.72. 166 |aka. i df .| Bad TCP sequence S retransmt wth different monitor |16
W ndow scal e
46.121.37.28 I srael 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 16
2.52.176.79 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber alert 15
2.52.176.79 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 15
46. 19. 85. 99 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 15
2.52.176.79 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 15
Sreaning Engine: TQP Invalid i i SSi
46.19.85.131  |Israel 147.237.77. 243 |nobile. i f . 9 =g nval i d segnent retransmssi on. drop 15
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
46.19. 86. 10 I srael 147. 237.77. 243 |nubi l e.i df .i 9 =g nval i d segnent retransmssi on. drop 15
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
109. 253. 210. 83 |1 srael 147.237.77. 243 |nobile. i f . 9 =g nval i d segnent retransmssi on. drop 14
Ret r ansni ssi on Packet dr opped.
] s SWNretransnit wth different .
99. 38. 63. 6 Lhited Sates |147.237.77.170|naarachot.idf.il |Bad TCP sequence wi ndow scal noni t or 14
37.26.148.185 |lsrael 147.237.0.34 |tikshuv.idf.il [drop First packet isn't SN drop 13
. . SWNretransnit wth different .
176.12.150. 67 |Israel 147.237.72. 166 |aka.idf.il Bad TCP sequence vi ndow scal e noni t or 13
79.179.120.43 I srael 147.237.77. 170 |nmarachot . i of .11 |[Bad TOP sequence S retransmt wth different monitor |13
W ndow scal e
41.33.231. 90 Egypt 147. 237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 12
R SYNretransmit wth different .
95. 90. 246. 52 Ger nany 147.237.77. 170 |naarachot . i df .11 |Bad TCP sequence wi ndow scal noni t or 12
212.76.127.111 |l srael 147.237.77. 233 |atal .idf. il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 12
2.52.176.79 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
5.28.139. 94 I srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 11
46. 19. 86. 146 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 11
s SWNretransnit wth different .
109. 67. 183. 181 |l srael 147.237.77. 170 |naarachot . i df .11 |Bad TCP sequence wi ndow scal noni t or 10
Sreaning Engine: TQP Invalid i i SSi
5.28.181. 88 I'sr ael 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 9
Ret ransm ssi on Packet dr opped.
185.3.144.112 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or
31.210.187.62 |lIsrael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
84.108. 62. 4 I srael 147.237.72. 166 |aka.i df i Bad TCP sequence noni t or
s SWNretransnit wth different .
46.120.130.11 |Israel 147.237.77. 170 |naarachot . i df .11 |Bad TCP sequence wi ndow scal noni t or 7
46. 19. 86. 146 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 85. 229 I srael 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 93 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber noni t or 6
46. 19. 85. 64 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85.15 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 104 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber alert 6
46. 19. 85. 80 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 19 I srael 147.237.0.19 |nadimatal.idf.i [SYN At ack SYN -> SYN-ACK -> RST rej ect 6
Sreanming Engine: TCP Invalid i i Ssi
84.228. 8. 62 I srael 147.237. 77. 243 |robi | e. i df . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
167.160. 116. 202|Uhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
217.132. 135. 246l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber aert
46. 19. 85. 15 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence I'nval i d ACK nunber noni t or
Sreaning Bngine: TQP Invalid i i SSi
109. 64. 170. 195 | srael 147.237.72. 166 |aka. i df . g =g nvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 104 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber noni t or 6
212.76.127.10 |lsrael 147.237.77. 233 |atal .idf. il Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data noni t or 6
46.19. 85. 229 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nvalid ACK nunber noni t or 6
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Acti on ‘Count
79.180.30. 220 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 63
46. 19. 85. 19 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 21
176.12. 141. 101 |Israel 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 9
46. 19. 85. 202 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 7
46. 19. 86. 70 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 6
109. 253. 210. 83 |l srael 147.237.77.243|nobi [ e. i df . i | O stributed Suspicious Response Code B ock 6
185.32.179.30 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 5
46. 19. 86. 10 I srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock 4
94.159.146.15 |[Israel 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 3
94.159. 146. 15 |l srael 147.237.77. 243 |nobi l e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/index Bl ock 3
109. 160. 151. 95 |l srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qde Character in LR B ock 3
77.125.129.113 [israel 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 3
176. 12. 146. 254 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.19. 85. 131 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
176.13.10. 143  |Israel 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 3
2.52.183. 40 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.19. 85. 131 I srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock 3
109. 253. 196. 208]l srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 3
185. 27. 105. 166 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
37.142.68.5 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
5.28.181. 88 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 2
46. 19. 85. 122 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
109. 160. 151. 95 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Abnormal Iy Long Request from 109.160. 151. 95 B ock 2
46. 19. 85. 254 I srael 147.237.77.216|dover.idf . il Ostributed Aonormal |y Long Request B ock 2
109. 160. 151. 95 |l srael 147.237.72. 166 |aka. i df . i | Mitiple Il1legal Byte Gode Character in Mthod from 109. 160. 151. 95 B ock 2
46. 19. 85. 254 I srael 147.237.77. 216 |dover . i df . i | Dstributed I11egal HITP \ersion B ock 2
2.52.35.54 I srael 147.237.77.216|dover.idf .il Unt raceabl e SSL Sessi ons: (pen Mbde None 2
95.35.171.87  |Israel 147.237.0.17 rriigfy-iliosher— Kravi | ributed I1legal Paraneter Encoding None |2
109. 253. 150. 218]I srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
84.228.8.62 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 2
109. 160. 151. 95 |Israel 147.237.72. 166 [aka. i df . i | Mil tiple Malformed URL from 109. 160. 151. 95 Bl ock 2
46. 19. 85. 254 I srael 147.237.77. 216 |dover.i df . i| Distributed Ml formed UR B ock 2
109. 160. 151. 95 |l srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unknown HTTP Request Method from 109. 160. 151. 95 B ock 2
46. 19. 85. 254 | srael 147.237.77.216|dover. i df .i | Distributed Unknown HTTP Request Met hod B ock 2
149.78.41.185 |Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 2
46.117.113. 183 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 2
NULL Character in Method 3nA¢A—AdiA¥[ [ #8] ]:&%AKA(M,@:—A...dA?Ai
109.160.151.95 [Israel  [147.237.72. 166 |aka. i df .i CLATAT) fre Ao fﬁ“ﬁg e Lo A [#2 1 Be g oek 1
A2 ACAL <RyA- P2A?A
85. 250. 89. 88 I srael 147.237.72. 156 [anan. i df . i | SSL Wntraceabl e Connection - Unknown SSL Sessi on None 1
50. 148. 136. 177 gq;:eeg 147.237.77. 216 |dover.i df . i | Distributed Uhauthorized URL Access on waw idf.il/error. htm Bl ock 1
Illegal Byte Code Character in Method RﬂA¢A—AA¢A¥[[#8]~] AANKAALA-
109. 160. 151. 95 |l srael 147.237.72. 166 [aka. i df . i | :Ai'fi/i)?]?)/;\?l[/[*#zﬁ[][zﬁ][] #El[ iﬁ?&%ﬁ%ﬂ Liiﬂ ]ﬁng[é[\gﬂ/%ngZ&A‘A_AcE Bl ock 1
f A»A? A? A'A2 ACAL <Ry A- P2A?A
79.182.110. 209 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None
77.127.176.190 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: sigal gs oS At ack None
149, 78. 195. 208 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mvde None 1
107.178.194.87 [J"1 1147 237, 77. 216 |dover . i df . D stri buted 1%15?;};%;;?%%&??512” Bock |1
66.249.78.159 |[Israel 147.237.77.216|dover.idf .i | Ostributed Waut hori zed URL Access on waw i df.il/error. htm Bl ock 1
Unknown HTTP Request Method 3nA¢A—AqA¥[ [ #8] lA%/\A*NAiA—A...
dAoABR 1 A : AL [ #27) 1 [ [ [ #30] ] SHAGEA [ #26] ] A [ [ #30] ] A%o
109. 160. 151. 95 |l srael 147.237.72. 166 [aka. i df . i | *[[#0]] A?[ [ #27]] A%d[ [ #14] ] AEA- AtA? [ [ #31] | ASAS\ GAuA° BAZAA™A-AE (Bl ock 1
f A»A?A?ATA2 ACAL <Ry A: P2A?A i n URL A th\”"w o
qni [ #15] ] xa [ #21] ] [ [ #29] ] r qAce] [ #23] ] AY! AVx'x! A¥r (/AYo
31.44.134.36 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Unaut hori zed URL Access from 31.44. 134. 36 B ock 1
2.54.142.254  [israel 147.237.77. 234 |hal ag. i df .i | o ;g;“;?dzg:l‘;"ftnzggsﬁiaﬁ osess f.’réi . Bock |1
84.108. 174. 179 |Israel 147.237.77. 216 |dover. i df .i | SSL Wntraceabl e Qonnection - Uhknown SSL Sessi on None 1
208.184.112.74 | "1 1147 237.77. 216|dover . i of . i | D stri utec 1?;;}2;&;;?&%&??;&” Bock |1
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