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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site

|Signature

|Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3002
109. 67. 125. 101 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 6
109. 67. 125. 101 | srael 147.237.0. 19 nadi matal .idf.il Bl ock Wp Al Nets drop 6
124. 232. 150. 230 Chi na 147. 237.76. 31 nakchal . i df .i | Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In ID|

A tacker

‘Target Addr ess count ry ‘Ste ‘Slgnature
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.i|Tehila - Perl LWP with fake user agent 12
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.i|Tehila - Perl LWP with fake user agent 4

_ .. |SERVER APACHE Apache nod_ssl non-SSL connection to SSL port denial of
66.249.78.172 |147.237.72.166 |Lited Sates |akaidf.il . - 1
servi ce attenpt
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
107.167.106.52 |Uited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 101
Sreanming Engine: TCP Invalid i i ssi
85. 130. 224. 250 |Israel 147. 237.77. 243 |nubi | e.i df .i 9 =9 Invalid segnent retransmssion. |, 75
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
109. 67.22.226 | srael 147. 237, 76. 200 [ei tan aka i of 1| S 2N NG Engi ne: TQP Invalid finvalid segnent retransnission. drop 75
Ret ransmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19.85.194  |israel 147. 237.77. 243 |nubi | e.i df .i 9 =9 Invalid segnent retransmssion. |, 48
Ret r ansni ssi on Packet dropped.
109. 67.183. 181 |Israel 147.237.77. 170 |nsarachot . i of .i1{Bad TCP sequence SNretransmt wih different — Jopniior  [a7
w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
84.100.8.29  |Israel 147.237.77. 243 |nubi le.i o . i1 9 =9 Invalid segnent retransmssion. |, 32
Ret r ansni ssi on Packet dropped.
87.69.153.95 I srael 147.237.77. 170 |nsarachot . i of .i1{Bad TCP sequence SNretransmt wih different — Jopniior  [2s
w ndow scal e
2.52.180. 185 | sr ael 147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 16
2.54. 180. 255 I sr ael 147.237.72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 16
107. 167.106. 52 |Uhited Sates 147.237.77. 176 |matpash.idf.il |SYN Att ack SYN -> SYN-ACK -> RST rej ect 15
o SWNretransnmit wth different )
79.179.168.32 |[Israel 147.237.77. 233 |atal .idf.i| Bad TCP sequence vi ndow scal e noni tor |13
79.179.168.32 |Israel 147.237.77.234|nalag.icf.il  |Bad TOP sequence SNretransmt wth different oo [12
w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
46.116.118. 103 | srael 147.237.77. 243 |nubi 1 e.i df .i 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
41.33.231. 90 Egypt 147. 237.77. 216 |dover. i of .i | Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data |ronitor 12
Sreanming Engine: TGP Invalid i i ssi
213.8.204.45  |israel 147. 237.77. 243 |mwbi l e, i f . 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
46. 18. 20. 88 ga:lcisgi':éa” Territory. |147. 237. 77. 176 |natpash. i f i1 |dr op First packet isn't SN drop 11
Sreanming Engine: TGP Invalid i i ssi
66.249.66.90  |Uited Sates 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 10
Ret r ansni ssi on Packet dropped.
85.130.183.92 |[lIsrael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 10
Sreaning Engine: TGP Invalid i i ssi
109. 253. 128. 118|i srael 147. 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. | 10
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
85. 250. 235. 111 |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. |, 10
Ret r ansni ssi on Packet dropped.
79.178.124. 220 |Israel 147.237.77. 170 |nsarachot . i of .i1|Bad TOP sequence SWretransmt with different —fonior 10
w ndow scal e
s SN retransnmit wth different .
78.192. 73. 64 France 147.237.77. 170 |marachot . i df .i1{Bad TCP sequence i ndow scal @ nonitor |10
5.28.186.247  |Israel 147.237.77. 170 |nsarachot . i of .i1|Bad TOP sequence SWretransmt wth different oo o g
w ndow scal e
46. 19. 85. 224 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
Sreaming Engine: TGP Invalid i i ssi
46.19. 86. 82 I'sr ael 147.237.77. 243 |nobi | e. i of .| 9 =g Invalid segnent retransmssion. | 9
Ret ransmi ssi on Packet dropped.
72.9.148.10 Lhited Sates 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 9
84.108.96.164 |l srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence Inval i d ACK nunber nonitor |8
31.210.187. 149 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |8
85.130.183.92 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
Sreaming Engine: TGP Invalid i i ssi
84.108. 46.247 |Israel 147. 237.77. 243 |nobil e. i f . | 9 =g Invalid segment retransmssion. |, 8
Ret ransni ssi on Packet dropped.
31.168. 154. 243 |Israel 147. 237. 77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> Timeout [reject 7
79.182.190. 140 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
84.108.96.164 |[lIsrael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Invalid ACK nunber aert 7
85. 130. 183. 92 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 7
Sreaming Engine: TGP Invalid i i ssi
2.54.175. 20 I srael 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
79.181.213. 202 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 228 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber aert
Sreaming Engine: TGP Invalid i i ssi
185. 89. 217. 228 147. 237.77. 243 |nobile. i f .| 9 =g Invalid segnent retransmssion. | 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
79.178.189. 163 I srael 147. 237.72. 166 |aka. i of . i1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
96.224.13.26  |lhited Sates 147. 237.77. 170 |naarachot . i of .i1{Bad TCP sequence SWretransmt wth different oo g
w ndow scal e
46. 19. 85. 89 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber aert 6
Sreaming Engine: TGP Invalid i i ssi
141.8.132.112 |Russian Federation  |147.237.72. 166 |aka idf. il 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 228 I srael 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |6
o SWNretransnmit wth different )
79.183.113. 113 |[Israel 147.237.77. 170 |marachet . i f .i1{Bad TCP sequence vi ndow scal e monitor |6
185. 120. 125. 32 147.237.77. 170 |nsarachot . i of .11{Bad TCP sequence SN retransmt wih different — Jopgiior o
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
79.179.5.133  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 89 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreanming Engine: TCP Invalid i i ssi
79.176.43.225 |israel 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109.64.36.19  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 6
Ret ransni ssi on Packet dropped.
79.177.203.190 |israel 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> Timeout [reject 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.54.24.110 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock 44
2.54. 150. 234 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 37
93.173. 43. 26 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 36
176.13.21. 94 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock 33
109. 253. 199. 194 /1 sr ael 147.237.77.243|nobi | e.i df . i | Paraneter Type Mol ation Password in nobil e.idf.il/sachar/login B ock 21
2.52.7.125 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 18
84.109. 8. 29 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code Bl ock 10
46.19. 85. 194 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 9
m ny- kosher - kr avi . , ,
109. 253. 131. 74 |l srael 147.237.0. 17 Pdf il Ostributed I11egal Paraneter Encodi ng None 9
46.117.113. 183 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
213.151.36.205 |[Israel 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock
m ny- kosher - kr avi . _ ,
94.159. 139. 143 |Israel 147.237.0. 17 Pdf il DOstributed |11egal Paraneter Encodi ng None 6
- . D stributed Lhaut hori zed URL Access on
2.54.47.13 I srael 147.237.77. 216 |dover . i df . i | i df i1/ 1086- 23059- he/ dover B ock 4
109. 253. 128. 118l sr ael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Gode B ock
213. 8. 204. 50 | srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Bte Gode Character in LRL B ock
104. 199. 141. 224 ;h;:ee: 147.237.77.216|dover. i df . i | Distributed Unknown HTTP Request Met hod B ock 3
212.76.102.19 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 3
2.54. 60. 158 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
85. 130. 224. 250 |[lIsrael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 3
84.108.233.55 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 3
46.116.118. 103 |Israel 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 3
176. 228. 130. 143|I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 3
46. 19. 85. 167 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 3
104. 199. 141. 224 ;“;tteeg 147.237.77. 216 |dover . i df . i | Oistributed Ml forned UR B ock 3
109. 65. 162. 244 || srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock
2.52.59. 204 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
85. 250. 235. 111 [l srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock
. . . Unaut hori zed URL Access to
212.76.102.19 |l srael 147.237.77. 243 |nobi l e. i df . i | nobi | e, o . i |/ cat egor yt enpl at es/ | i st chi | ddocunent s/ 1403 B ock 2
Lhited - . D stributed Lhaut hori zed URL Access on
204.13.200.200 g o 147.237.77.216|dover.i df .i | v i df i | / 1133 22638- he/ dover . aspx. Bl ock 2
46. 19. 86. 82 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Gode B ock 2
m ny- kosher - kr avi .
213.57.211.70 |lsrael 147.237.0. 17 i dfnyi | Dstributed I11egal Paraneter Encodi ng None 2
84.108. 46. 247 [Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 2
46. 19. 85. 122 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 2
213. 8. 204. 45 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 2
46.121.202.92 |Israel 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock 2
176. 13. 14. 53 I srael 147.237.77.243|nobi | e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 2
Unhaut hori zed URL Access to
. . wawy aka. i df . i1/ mai n/ gi yus/ &a=u&ved=0ahukewj s9pdyt 47kahxnvhokhr
31.44.134.36 I srael 147.237.72. 166 |aka. i df . i | hxbBogf ggi magsi g2= oodh8l | swi335neur Bwug&usg=af qj cnhcvyyg7wl B ock 2
cg- yhd5 amzoyodt wa
2.54.49. 152 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
84.110.212. 134 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
185. 120. 126. 34 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
46.121. 243. 200 |[Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
Lhited - . D stributed Lhaut hori zed URL Access on
107.178.195. 167 |5 - 147.237.77. 216 |dover . i df .i | v i df i | / 1133 22638- he/ dover . aspx. B ock 1
46. 19. 85. 174 | srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
80. 246. 136. 134 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
176.13. 15. 41 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Code B ock 1
37.142.230. 166 |lsrael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
. . D stributed Lhaut horized URL Access on
87.69.228.155 |[Israel 147.237.72. 166 |aka. i df . i | wiw aka, i df i |/ mai 1V gi yus/ waw navy. | df i | B ock 1
. . D stributed Unaut hori zed URL Access on
77.40.129.123  [Norway 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22461 he/ dover . aspx. B ock 1
66.249.78.146 |Israel 147.237.72. 166 |aka. i df . i | Uhknown Paraneter ca.. in v aka.idf.il/chinuch/klali/default.asp None 1
109. 65. 178. 223 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
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