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01-03-2016-20:04:03 to 01-03-2016-21:04:03

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 3643
66. 249. 78. 254 | srael 147.237.72. 166 aka.idf.il |TCP handshake viol ation, first packet not syn drop 505
168. 235. 196. 172 Lhited Sates 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 10
178. 95. 253. 233 Lkr ai ne 147.237.77.216 dover.idf.il |[SYN Hood out of context drop 8
109. 66. 17. 79 | srael 147.237.72. 166 aka.idf.il Bl ock Wp Al Nets drop 2
8.37.231.161 Anonynous Pr oxy 147.237.77. 216 dover.idf.il |F Dover _Under Attack Con Htp drop 2
131. 253. 25. 168 Lhited Sates 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 2
168. 235. 196. 172 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 2
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 2
149. 78. 192. 182 I srael 147.237.76. 42 refuah.idf.il|B ock Udp Al Nets drop 2




01-03-2016-20:04:03 to 01-03-2016-21:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Addr ess

|Site

|Sgna1ure

Devi ce Action |Oount |

61.160.194.235 |China 147.237.77.233 |atal .idf.il 9221: HITP. PUT Method Execution over HITP/ WbDAV B ock 1
123.126.113. 154 |China 147.237.77.216 |dover.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
198. 20. 69. 74 Lhited Sates 147.237.8. 27 e.nadi matal .idf.il |13840: TLS QpenSSL Heartbeat Packet B ock 1
198. 20. 69. 74 Lhited Sates 147.237.76.199 |e. nakchal .idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1




01-03-2016-20:04:03 to 01-03-2016-21:04:03

|Top Attackers In ID|

A tacker

‘Target Addr ess count ry ‘Ste ‘Slgnature
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.i|Tehila - Perl LWP with fake user agent 11
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.i|Tehila - Perl LWP with fake user agent 4

_ .. |SERVER APACHE Apache nod_ssl non-SSL connection to SSL port denial of
66.249.78.172 |147.237.72.166 |Lited Sates |akaidf.il . - 1
servi ce attenpt




01-03-2016-20:04:03 to 01-03-2016-21:04:03

|Top Attackers In FW |

A tacker ) . Devi ce

Attacker Address count ry ‘Target Address |[Ste Signature Action

8.37.231. 161 g”&;ymus 147. 237. 77. 216 |dover. i of . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 66

2.52.34. 146 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 48

107. 167. 109. 183|thited Sates [147.237. 77. 216 |dover. i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 46

. . SWNretransmt wth different .

217.132.54.39 |lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Vi ndow scal e noni t or 31
Sreaming Engine: TGP Invalid i i ssi

93.172.92.166 |Israel 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. | 30
Ret r ansni ssi on Packet dropped.

2.54.22.46 I sr ael 147.237. 72. 166 |aka.i of . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 26

220. 245.102. 195|Australia 147.237.77. 121 |e. navy.idf.il Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cenent |drop 22
Sreanming Engine: TCP Invalid i i ssi

87.68.35.249  |israel 147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. g, 21
Ret r ansmi ssi on Packet dropped.

107.167.104.70 |nited Sates [147.237. 77. 216 |dover. i df .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 19
Sreaming Engine: TGP Invalid i i ssi

2.54.151. 54 I'sr ael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. | 18
Ret r ansni ssi on Packet dropped.

167.114. 156. 16 |Canada 147. 237. 77. 216 |dover . i df .i | drop First packet isn't SN drop 17

2.54.22. 46 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber moni t or 16

2.54.22.46 I srael 147.237.72. 166 |aka.i of .i | Bad TCP sequence Inval i d ACK nunber alert 16

2.54.22.46 I sr ael 147.237. 72. 166 |aka.i of . i | Bad TCP sequence I'nvali d ACK nunber nonitor |16
Sreamng Engine: TCP Invalid i i ssi

79.181.26.190 |Israel 147.237. 77. 243 |robi 1 e. i df . i | 9 =9 Invalid segnent retransmssion. 15
Ret r ansni ssi on Packet dr opped.

80.179.102.94 |lIsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 13

41.33.231.90 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor 12
Sreaming Engine: TGP Invalid i i ssi

149.78.241.28 |Israel 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.

168. 235.196. 172|thited Sates  [147.237. 77. 216 |dover. i of .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 10
Sreamng Engine: TCP Invalid i i ssi

213.57.178.72 |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. 10
Ret r ansni ssi on Packet dr opped.

24.87.135.15 Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 9
Sreaning Engine: TCP Invalid i i ssi

2.54.52. 41 I srael 147.237.72. 167 |i shuri maka. i df . i | 9 =9 Invalid segnent retransmssion. 9
Ret r ansni ssi on Packet dr opped.

84.228.118.162 |Israel 147.237.77. 170 |mmarachot.idf.il  |Bad TCP sequence SN retransnit with different monitor (8
w ndow scal e

SWNretransmit wth different

109. 64. 149. 185 |l srael 147.237.77. 170 |naarachot.idf.il |Bad TCP sequence i ndow scal e noni t or 8
2.54.22. 46 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
172. 56. 26. 42 Lhited Sates [147.237.77.216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect
168. 235. 196. 172|lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop
80.179.102.94 i srael 147. 237. 72. 166 |aka. i f . Bad TCP sequence SINAX retransmt with different | oo g

w ndow scal e
Streaning Engine: TCP Invalid (invalid segnent retransnission.

176. 13.7.195 | srael 147.237.76. 200 |ei tan. aka.i df . il T droj 8
Ret r ansni ssi on Packet dr opped. P
87.69.224.18  |Israel 147.237.77. 170 |mmarachot.idf il |Bad TCP sequence SN retransnit with different monitor (8
W ndow scal e
R SN retransmit wth different .
217.132. 131. 205|I srael 147.237.77. 170 [mearachot . i df .il  |Bad TCP sequence i ndow scal noni t or 8
46. 19. 86. 8 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber monitor |7
2.52.34. 146 I srael 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 7
2.52.34. 146 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber alert 7
46. 19. 86. 197 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 7
. . SWNretransmt wth different .
192. 114.91. 211 |Israel 147.237.77. 170 |marachot.idf .il |Bad TCP sequence Vi ndow scal e noni t or 7
2.52.34. 146 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber monitor |7
2.52.34.146 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 7
79.178.203.50 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber aert 6
37.26.146.180 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
109. 186. 156. 236l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
37.26.149.223 |Israel 147.237.0.15 |kosher-kravi.idf.i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreaming Engine: TGP Invalid i i ssi
77.125. 4. 47 I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
79.178.203.50 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi
2.54.36. 76 I srael 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TQP Invalid i i ssi
188. 120. 149. 57 |Israel 147.237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
46.19. 86. 9 | srael 147.237.72. 166 |aka.i df i SYN At tack SYN -> SYN-ACK -> RST rej ect
41.33.232. 66 Egypt 147. 237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor
Sreaning Engine: TGP Invalid i i ssi
109. 66. 112. 249 |I srael 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dr opped.

46. 19. 85. 63 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Inval i d ACK nunber alert 6
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
2.52.59. 204 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 264
2.52.59. 204 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 193
79.178.62.195 [Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 148
46. 19. 85. 168 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 129
213.8.204. 35 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 112
77.125.9.212  |israel 147.237.0.34 |tikshuv.idf.il ;‘;?f\g?yg_o;l;he Sane Response Code (404) in Session from B ock 108
213. 8. 204. 35 I srael 147.237.0.19 |mnadimatal .idf.il D stributed Suspici ous Response Code B ock 100
217.132.118.97 [israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 70
217.132.118.97 [Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 60
46. 19. 85. 168 I srael 147.237.0.19 |mnadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 39
176. 228. 130. 143|I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 37
46.19. 86.0 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 34
2.52.148. 224 I srael 147.237.0.19 |mnadimatal .idf.il D stributed Suspici ous Response Code B ock 29
2.54.16. 82 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 27
46. 19. 85. 32 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 27
176.13.14.119 |israel 147.237.0.19 |mnadimatal .idf.il D stributed Suspici ous Response Code B ock 24
2.52.59. 204 I srael 147.237.0.19 |[nadimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 24
84.108. 237. 178 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 22
2.54.36.76 I srael 147.237.0.19 |mnadimatal .idf.il D stributed Suspici ous Response Code B ock 18
46.19. 86. 243 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 18
46. 19. 85. 68 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 18
2.54.24.110 I srael 147.237.0.19 |mnadimatal .idf.il D stributed Suspici ous Response Code B ock 13
85. 65. 16. 230 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 10
192. 115. 190. 190 srael 147.237.77. 243 |nobi l e. i df . i | Sosit |r;bi“éf?lﬁzthzgtrliiz§:exﬁ Access on B ock 10
2.54.24.130 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
79.178.62.195 |[Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock
109. 253.139.4 [ srael 147.237.0.17 g;nlyl kosher-kravi .| Dstributed I11egal Parameter Encoding None 6
2.54.52.185 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
109. 253. 209. 50 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Gode B ock 6
89. 139. 173. 253 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 6
77.126.68.151 |l srael 147.237.77.74 |lawidf.il Unaut hor i zed HTTP Met hod B ock 4
79.181.26.190 |Israel 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Gode B ock 3
213.57.178.72 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
5.22.131.79 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46. 19. 86. 116 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Gode B ock 3
2.52.7.125 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
5.29.222. 26 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
79.181.169. 135 |l srael 147.237.72. 166 |aka. i df . i | ma:;:ri c?f"‘i"l /mn'ai’n\fs‘);i;f;‘f Oirgot sassnord, asp None 3
192. 115. 190. 190 sr ael 147.237.72.166 |aka. i df . i | gglzt 'ﬁ'; ;ggf“lg%” zed Method for Known URL from B ock 3
80. 246. 136. 147 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
217.132.50. 157 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
149. 78. 237. 250 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.121. 30. 38 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 3
79.179.220.23 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
79.177.35.193 [Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.54.36.76 I srael 147.237.77.243|nobi l e.i df . i | Mil tiple Uauthorized URL Access from 2. 54.36. 76 B ock 3
46. 19. 86. 87 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
77.126.68.151 |[Israel 147.237.77.74 [lawidf.il Lhaut hori zed URL Access to wwwv | aw i df.il/sip_storagel/files/5/ B ock 3
Russi an ) . Unhaut hor i zgd LRL Apcess to _
93.100.131.49 - 27 " 147.237.77. 176 |mat pash. i df . i | wnw cogat . i df . i1 /si p_storage/ il es/6/3916. pdf #sear ch=1629+sunm |8 ock 2
ary+peri od: +l ast +12+nont hs
80. 246. 136.83 |l srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 2
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