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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  [Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3162
37.142. 64. 106 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 28

37.26. 148. 250 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6

66. 240. 219. 146 Lhited Sates 147. 237.76. 42 refuah.idf.il |Block Udp All Nets drop 1
82.221.105. 7 | cel and 147.237.76. 86 navy.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action ‘Count

207. 6. 162. 221 Canada 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste

|Signature |Count |
2.52.29. 207 147.237.77.216  |[Israel dover.idf.il |PCLI CY- OTHER TCP packet with urgent flag attenpt 24
41.33.231. 90 147.237.77.216  |Egypt dover.idf.il |Tehila - Perl LWP with fake user agent 11
195. 34. 150. 18 147.237.77.216  [Austria dover.idf.il |Tehila - Perl LWP wth fake user agent 4
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Devi ce

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Action

‘Count

2.54.52, 210 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | - dro 72
Ret r ansni ssi on Packet dr opped. P
Sreamng Engine: TCP Invalid i i ssi
77.125.245. 102 |Israel 147. 237. 76. 147 |chi nuch. aka. i df .| 9 =9 Inval i d segnent retransmssi on. drop 39
Ret r ansni ssi on Packet dr opped.
178.194.4.53  |Sitzerland  [147.237.77. 170 |maarachot.idf.il |Bad TCP sequence SWretransmt wth different monitor 31
w ndow scal e
5.102.254.204 |l srael 147.237.77. 170 |nmarachot.idf.i1 |Bad TCP sequence Inval i d ACK nunber noni t or 28
172.56.41.171 |Wited Sates |[147.237.72.166 |aka idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 22
2.54.128.185 I srael 147. 237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 21
Sreamng Engine: TCP Invalid i i ssi
46.19. 86. 88 I srael 147.237.0.34 |tikshuv.idf.il 9 =9 Inval i d segnent retransmssi on. drop 21
Ret r ansni ssi on Packet dr opped.
109. 64. 59. 87 I srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d AGK nunber noni t or 20
85. 130. 218. 168 |l srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d ACGK nunber noni t or 17
85. 130. 218. 168 |l srael 147.237.0.34 |[tikshuv.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 16
94.194.73.101 |Uted 147.237. 77. 170 |naarachot i df.il [Bad TCP sequence SN retransmt wih different moni tor |16
Ki ngdom wi ndow scal e
S SWNretransmit wth different .
79.180.165. 40 |Israel 147.237.77. 170 [mearachot.i of .il |Bad TCP sequence vi ndow scal e noni t or 16
2.52.29. 207 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 15
79.176.233.54 |Israel 147.237. 72. 166 [aka.i of .i | Bad TCP sequence Inval i d ACGK nunber noni t or 15
85.130. 218. 168 |l srael 147.237.0.34 |tikshuv.idf.il dr op First packet isn't SYN drop 15
2.52.148. 17 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 14
37.26.148.237 |Israel 147.237.0.19 |nadimatal.idf.il |Bad TCP sequence aert 14
37.26.148.237 |Israel 147.237.0.19 |nadimatal.idf.il |Bad TCP sequence noni t or 14
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 13
5.102. 254. 85 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 13
185. 3. 144. 98 I srael 147.237.72. 166 |aka.i of .i1 Bad TCP sequence Inval i d ACK nunber noni t or 13
Sreamng Engine: TCP Invalid i i ssi
217.132.23.251 | srael 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Inval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
85. 64.190. 177 |Israel 147.237.72. 166 |aka. i df . 9 =9 Inval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
Sreamng BEngine: TCP Invalid i i ssi
46.19.85.244  [Israel 147. 237.77. 243 |nobi l e. i f . | 9 =g Inval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
109. 253. 213. 204 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
212.143.56.55 | srael 147.237.77. 170 |maarachot.idf il [Bad TCP sequence SN retransmt wih different monitor |12
w ndow scal e
C e SWNretransnmit wth different .
132. 74. 214. 202 |Israel 147.237.77. 170 [maarachot. i of .il |Bad TCP sequence i ndow scal e noni t or 11
109. 253. 213. 204/l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 11
. . SWNretransnmit wth different .
79.181.207.5 | srael 147.237.77. 170 |naarachot.idf.il |Bad TCP sequence vi ndow scal e noni t or 9
85.250.2.183 | srael 147. 237.77. 170 |maarachot i df il [Bad TCP sequence S retransmt wth different monitor |9
w ndow scal e
Sreaning Engine: TGP Invalid ' i ssi
217. 132. 136. 221 i srael 147. 237.77. 243 |mobi l e. i o i 9 =9 Inval i d segnent retransmssi on. dr op 9
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 168 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 9
Sreamng BEngine: TCP Invalid i i ssi
5.22.129.231  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.
37.26.148.237 |lIsrael 147.237.0.19 |nadimatal.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 9
79.180.97. 148 [lIsrael 147.237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> RST alert 8
2.54.23.168 I srael 147. 237. 72. 166 |aka.i of .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 8
79.180.97. 148  |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
Sreaning Engine: TCP Invalid i i ssi
24.24.148.183 |Uited Sates |147.237.77. 243 |nobile.idf.il 9 =g Inval i d segnent retransmssi on. drop 8
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 168 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber aert 8
Sreanming Engine: TCP Invalid i i ssi
5.29.140.128  |Israel 147.237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segent retransmssion. drop 8
Ret r ansni ssi on Packet dropped.
2.52.29. 207 I srael 147. 237. 77. 216 |dover .i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
46. 19. 85. 122 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval id ACK nunber noni t or 7
80. 246. 136. 122 [l srael 147.237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 7
37.26. 148. 250 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
S SWNretransmit wth different .
80. 179. 13. 39 I srael 147.237.77. 170 [mearachot.i of .il |Bad TCP sequence vi ndow scal e noni t or 7
109. 64. 149. 185 |Israel 147.237.77. 170 |maarachot . i f .1 [Bad TOP sequence S retransmt wth different moni tor |7
w ndow scal e
46. 19. 85. 200 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
109. 67. 147. 138 I srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
149. 78. 219. 159 |l srael 147. 237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 162 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
37.26.148.237 |lIsrael 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 261
37.26.148.237 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 190
2.54.24.110 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 162
176.13.0.1 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 97
176.13.0.1 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 92
85. 65. 16. 230 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 91
176.13.5.34 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 74
37.26.148.237 |israel 147.237.0.19 |nadimatal.idf.il ;3?2'\:?4;'(2;?‘3 Sane Response (ode (403) in Session from B ock 72
176.13.14.119 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 63
79.183. 216. 2 I srael 147.237.0.34 |ti kshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 62
149. 88.74. 195 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 48
79.182. 143. 228 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 30
2.54.55. 166 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 12
37.26.148.237 |[Israel 147.237.0.19 |[nadimatal .idf.il Suspi ci ous Response Code B ock 11
176. 12. 146. 141 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 11
2.54.56. 164 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 11
109. 253. 150. 183]I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock
185. 120. 125. 12 147.237.72. 166 [aka. i df . i | Mil ti pl e Unaut hori zed LRL Access from 185. 120. 125. 12 B ock
93.157.100. 74 |Pol and 147.237.72. 166 [aka. i df . i | Mil ti pl e Lhaut hori zed URL Access from 93.157. 100. 74 Bl ock
85. 250. 230. 240 |l srael 147.237.0. 17 2; niyl- kosher -kravi .| Ostributed |11 egal Paraneter Encoding None 4
46. 19. 86. 190 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 4
149.78.46.127 | srael 147.237.0. 17 g; nlyl kosher - kravi . i ?;;”Eéser:e:ﬁ’:wﬁ iogf""'tii o %ﬂ%;ﬁﬂﬁrianni - B ock 4
109. 253. 194. 239|1 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
84.108.124.45 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.19. 85. 147 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
93.172.29.159 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
109. 253. 136, 125I srael 147.237.0.17 (rjnfrrlyl kosher - kravi . i Dstributed I11egal Parameter Encoding None 3
109. 253. 159. 135]I srael 147.237.0.19 |[nadimatal .idf.il Distributed Suspici ous Response Code B ock
37.142.68. 26 I srael 147.237.77.243|mobi l e. i df . i | Paraneter Type Mol ation Enail in nobile.idf.il/sachar/creat eaccount B ock
109. 253. 214. 15 |l srael 147. 237.77. 243 |nobi | e. i df . i | ﬁbﬂf o _Tiyf’fs;ﬁcgl;f icﬁgng?gﬁx%d n B ock 3
195. 154. 226. 90 |France 147.237.77.216|dover . i df . i Dstributed I11egal HITP \Version B ock 3
2.52.169.73 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
217. 132. 136. 221l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 2
46. 19. 85. 244 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 2
176.13.1.120 I srael 147.237.72.166|aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS A tack None 2
46.19. 86. 154 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs oS Attack None 2
109. 65. 167. 119 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
37.26.147.250 |lIsrael 147.237.72.166|aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS A tack None 2
79.179.208.48 | srael 147.237.72. 166 |aka. i df . i | m;:(:_”it;d_ ma:;h%izyi‘ilgtﬁfzit el A Bl ock 2
109. 253. 214. 15 |Israel 147.237.77.243|nobi l e.i df . i | Ostributed Uhauthorized LRL Access on nobile.idf.il/sachar/index |B ock 2
185. 120. 125. 32 147.237.72.167 i shuri maka. i df . i | Igg.’\gg fgs.tg; Sane Response (ode (404) in Session from B ock 2
24.24.148.183 |lLhited Sates|147.237.77.243|nobil e.idf . i | D stributed Suspicious Response Gode B ock 2
Unknown Par arret er
79.178.37. 88 I srael 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acekbl der $bt nAt udaPrint in None 1
wane aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
176.12.136. 111 |[lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
46.19. 85. 89 I srael 147.237.77.216|dover.idf .il Distributed Ml formed LR B ock 1
Paraneter Type Mol ation
94.159.159.30 |[Israel 147.237.77.216|dover.i df . il ct| 00$Cont ent P acetbl der 1$ucArti ¢l eLobbyCont rol $I mageBut tonl. x i n [Bl ock 1
waw i df . i |/ 1380- he/ dover . aspx
84.109. 145. 248 |l srael 147.237.72.166|aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
68.180.229.173 |lnited Sates|147.237.72. 166 |aka. i df . il Untraceabl e SS. Sessi ons: si gal gs oS Attack None 1
149.78.79.191 |Israel 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
2.54.138. 201 I srael 147.237.72.166|aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS A tack None 1
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