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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3212
84.109. 13. 208 | srael 147.237.72. 166 aka.idf.il B ock_Udp All _Nets drop 15

109. 66. 160. 66 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3

8. 37.228. 20 Anonynous Pr oxy 147.237.77. 216 dover.idf.il |F Dover Uhder Attack Con Htp drop 2

52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry Signature
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il |Tehila - Perl LWP with fake user agent 2
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|Top Attackers In FW |

Attacker Address Atacker

Target Address

dte

Signature

Devi ce

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Action

109. 66. 158. 73|I srael 147.237.72. 167 |i shuri maka. i df . i > dro 234
Ret r ansni ssi on Packet dropped. P
8. 37. 228. 20 é{”;(’;ym’us 147. 237. 77. 216 |dover. i df .i SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 82
8. 37. 228. 20 g”&;ymus 147. 237. 77. 216 |dover . i of . i | drop Frst packet isn't SWN drop 68
s SN retransmit wth different .
149. 88. 205. 69 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 38
185.120. 125. 43 147.237.77. 170 |nsarachot . i f .il |Bad TCP sequence S retransmt with different monitor |33
w ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
2.52.143.138 I srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 28
107.167.108.45 |[Lnited Sates [147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 19
o SN retransmit wth different .
217.132. 131. 205|I srael 147.237.77. 170 |mearachot . i of .i1 [Bad TCP sequence vi ndow scal e noni t or 14
173.252.121. 115|thited Sates |147.237.72. 166 |aka.idf.il dr op First packet isn't SWN drop 14
s SWNretransnmit wth different .
149. 88. 5. 240 I srael 147.237.77. 170 |mearachot . i of .i1 [Bad TCP sequence i ndow scal noni t or 13
2.52.148.15 I srael 147. 237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 13
173.252.121. 119|thited Sates |147.237.72. 166 |aka.idf.il drop First packet isn't SWN drop 12
Sreanming Engine: TCP Invalid i i ssi
109. 66. 158. 73 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransission. drop 12
Ret r ansmi ssi on Packet dr opped.
85.250. 157. 191 |israel 147. 237.77. 170 |nmarachot . i of .11 [Bad TCP sequence SN retransmt wrth different nonitor |12
w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
85. 64. 248. 8 I srael 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g Invalid segnent retransmssion. drop 12
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
80. 246. 136. 200 |Israel 147. 237. 77. 243 |robi | e. i of . i | g =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
12.26.51. 99 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
217.194. 199. 151 |l srael 147.237.72. 166 |aka. i df i drop First packet isn't SWN drop 10
e SN retransmit wth different .
212. 143. 233. 133l srael 147.237.77. 170 |mearachot . i of .i1 [Bad TCP sequence vi ndow scal e noni t or 10
Sreaning Engine: TCP Invalid i i ssi
66.249.65.103 |lWited Sates |147.237.77.234|nalag.idf. il g =g Invalid segnent retransmssion. drop 10
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109.67.48.56  |Israel 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. drop 9
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
77.125.9.212  |israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
e SN retransmit wth different .
132.66.100.56 |l srael 147.237.77. 170 |mearachot . i of .i1 [Bad TCP sequence vi ndow scal e noni t or 9
2.52.2.59 | srael 147.237.72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect
46. 19. 86. 21 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or
87.68.145.23  |Israel 147.237.77. 170 |naarachot . i of .11 |Bad TCP sequence S retransmt wth different monitor |9
w ndow scal e
37.46.39. 55 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 9
Sreanming Engine: TCP Invalid i i ssi
2.54.28. 29 I srael 147.237.0.19 |nadimatal .idf.il 9 =g Invalid segnent retransnssion. drop 9
Ret r ansmi ssi on Packet dr opped.
173.252.121. 116|lhited Sates 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 8
46. 19. 86. 201 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber noni t or 8
2.52.2.59 | srael 147.237.72. 166 |aka. i df i SYN At t ack rej ect 8
172.56. 3. 96 Lhited Sates [147.237.72.166 |aka. idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
46. 19. 85. 76 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 7
109. 64. 149. 185 |Israel 147.237.77. 170 |naarachot . i of .11 |Bad TCP sequence S retransmt wth different monitor |7
w ndow scal e
Sreaning Engine: TGP Invalid i i ssi
46.19.85.232  |israel 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 202 I srael 147.237.77. 216 |dover.idf . il Bad TCP sequence Inval i d ACK nunber alert
207.232.21.105 |Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
Sreanming Engine: TCP Invalid i i ssi
62.90.35.162  |Israel 147.237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
46.19. 85. 217 I srael 147.237. 77. 216 |dover.i df .i Bad TCP sequence Inval id ACK nunber aert 6
172.85. 9. 66 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
46. 19. 85. 202 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or 6
79.180.12.109 |l srael 147.237.72. 166 [aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
Sreaning Engine: TGP Invalid i i ssi
5.22.130.171  |israel 147. 237. 72. 166 |aka. i f . i1 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 217 I srael 147.237.77. 216 |dover.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 6
84.94.164. 24 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Inval i d ACK nunber noni t or 6
80. 246. 139. 222 |l srael 147. 237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 6
79.176.9. 182 I srael 147.237.0.34 |tikshuv.idf.il [SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Acti on ‘Count
46. 19. 86. 70 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 276
46. 19. 86. 207 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) Bl ock 177
176.13.17.153 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 170
46. 19. 86. 70 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 164
176.13.17.153 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 135
109. 253. 134. 238|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 105
2.54.28.29 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 104
46. 19. 86. 207 I srael 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code Bl ock 104
46.19. 85. 93 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 84
46. 19. 86. 70 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 75
46. 19. 85. 93 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) Bl ock 74
176.13.17.153  |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 59
109. 253. 128. 70 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 50
176.13.5. 210 I srael 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code Bl ock 42
46.19. 85. 232 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 24
46. 19. 86. 224 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 24
109. 67. 48. 56 I srael 147.237.72. 166 |aka. i df . i | Mul tipl e Unaut hori zed Method for Known URL from 109. 67. 48. 56 Bl ock 13
46.19. 86. 203 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 13
46.19. 85. 19 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 9
46. 19. 85. 62 I srael 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code Bl ock 8
109. 253. 202. 69 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 5
176.12. 146. 110 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
109. 253. 138. 132I srael 147.237.77. 243 |nobi l e. i df . i | nl'ggultgoir(;le??/ geggf;zmztes” <t ohi | ddocunent </ 1152 Bl ock 3
2.54.15. 43 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Gode Bl ock 3
37.26.148.211 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.23.127 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
109. 253. 140. 75 |l srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code Bl ock 3
80. 246. 136. 200 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 3
46.19. 86. 160 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
46. 19. 85. 47 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code Bl ock 3

2. 54. 50. 50 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46. 19. 86. 56 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
79.178.13.216 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip storagelfiles/8/ Bl ock 3
109. 253. 203. 165l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.16. 229 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
37.26.146.222 |Israel 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Gode Bl ock 3
84.108.5.0 | srael 147.237.72. 166 |aka. i df . i | Di stributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 2
52.90. 147. 70 Uhited Sates |147.237.77.216|dover.idf.il Ml tipl e Unaut horized URL Access from 52.90.147. 70 Bl ock 2
93.172.238.83 |Israel 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessions: Uhknown SSL Sessi on None 2
107.178.194.83 |ited Sates [147.237.77. 216 |dover. idf. il [DS!1UeC lfggfggzgfﬁeﬁvﬁf?;pﬁn B ock 2
213.151.38.51 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 2
208.184.112.74 United Sates |147.237. 77. 216 |dover. i df .i | D stri bt oc 1?;;2%;?&%&??:&” Bl ock 2
79.180. 166. 161 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock
68.180.228.112 |lnited Sates [147.237.77.216|dover.idf.il Paranet er Type M ol ati on PageNumin waw i df . i|/1362- he/ dover . aspx Bl ock

85. 64.248. 8 | srael 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Code Bl ock
82.81.193.82  |Israel 147.237.72.166 |aka. i df . i | \;':,arwagt;ef dfé??/ﬂﬁ/\gaﬂhi'ﬁlgi'graﬂom Jordlvegister . aspx None 2
107.178.194.87 |Wited Sates [147.237.77. 216 |dover. i df .i | D stri bt oc 1?;;2%;?&%&??:&” Bl ock 2
84.110.212.189 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
212.25.82.123 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: Uhknown SSL Sessi on None

2.54.15. 141 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
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