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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS5- Tool - Swi t chbl adG dest - r eset 3106
81.218. 241. 25 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS renegoti ation-d i dest - r eset 204
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-Q i dest - reset 83
31.168. 133. 226 I srael 147.237.72. 167 ishurimaka.idf.il |Bock Wdp Al Nets drop 3

208. 67. 1. 60 Lhited Sates 147.237.76. 31 nakchal .i df . il Block Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

5.9.111.70 Ger many 147.237.77. 216 dover.idf.il C1000106: HITP: naj esti ¢ bot B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
212.199.152. 167  [147.237.77.216  |[Israel dover.idf.il portscan: TGP D stributed Portscan 1
176.13.1. 3 147.237.77.216  |Israel dover.idf.il portscan: TCP D stributed Portscan 1
109. 64. 53. 253 147.237.77.216  |Israel dover.idf.il portscan: TGP D stributed Portscan 1
212.199.121.158  [147.237.77.216  |[Israel dover.idf.il portscan: TGP D stributed Portscan 1
178. 214. 90. 116 147.237.77.176  |Palestinian Territory, Qcupied natpash.idf.il |ET SCAN NVAP -sA (2) 1
109. 226. 49. 100 147.237.77.216  |Israel dover.idf.il portscan: TGP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address Atacker

‘Tar get Address ([Ste

Signature

Country
132.64.31.80  [Israel 147.237.77. 170 |nmarachot . i f .il |Bad TCP sequence S retransmt with different monitor |75
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
79.181. 113. 137 |Israel 147. 237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. drop 42
Ret r ansni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
s SWNretransnmit wth different .
79.178.170. 236 |Israel 147.237.77. 170 |n@arachot .i df .il |Bad TCP sequence vi ndow scal e noni t or 27
37.26.146.195 |l srael 147.237.77.170 |nmarachot.. i of .i1 |Bad TCP sequence SN retransnit with different monitor |26
w ndow scal e
107. 167. 109. 160|Wited Sates [147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 23
Sreaming Engine: TGP Invalid i i ssi
2.54.37.177 I'sr ael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmission. dr op 21
Ret r ansni ssi on Packet dropped.
46.19. 85. 163 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 20
s SWNretransmit wth different .
212.29.252.81 |[lIsrael 147.237.77. 170 |naarachot .i df .il |Bad TCP sequence i ndow scal e noni t or 19
Sreanming Engine: TCP Invalid i i sSi
132.70.66.11 [ srael 147. 237.77. 243 |nobi l e.i df .1 9 =g Invalid segnent retransmssion. drop 18
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 140. 98 | srael 147. 237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmission drop 16
Ret r ansni ssi on Packet dropped.
81.218. 241. 25 | srael 147.237.72. 167 |ishuri maka. i df . i [dr op Frst packet isn't SYN drop 16
s SWNretransnmit wth different .
109. 253.129. 70 |l srael 147.237.77. 170 |n@arachot .i df .il |Bad TCP sequence vi ndow scal e noni t or 15
79.182.183.171 |Israel 147.237.77. 170 |nmarachot . i df .i1 |Bad TCP sequence SN retransnit with different monitor |15
w ndow scal e
s SWNretransnmit wth different .
132.66.23.108 |l srael 147.237.77. 170 |n@arachot .i df .il |Bad TCP sequence vi ndow scal e noni t or 13
5.28.172.249  |israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence SN retransnit with different monitor |13
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
37.26.149. 187 |Israel 147. 237.77. 243 |nubi 1 e.i df .i 9 =9 Invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
79.182.14.243 i srael 147.237.77. 170 |nmarachot . i df .i1 |Bad TCP sequence SN retransnit with different monitor |12
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
37.26.146.235 | srael 147.237.72. 167 | shuri maka. i df . i 9 =9 Invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
37.26.147.221 [Israel 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
41.191.97.56 Ghana 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 10
2.54.195. 10 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 10
2.52.178. 222 I srael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect
37.26.147.223 |Israel 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect
s SWNretransmit wth different .
192.117. 36. 138 |l srael 147.237.77. 170 |naarachot .idf .il |Bad TCP sequence i ndow scal e noni t or 9
46.19. 86. 116 I srael 147.237.72. 166 |aka.i df .i Bad TCP sequence Inval i d ACK nunber noni t or 9
Sreaning Engine: TQP Invalid i i ssi
66.249.66.90  |lnited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransnission drop 8
Ret r ansni ssi on Packet dropped.
192.115.88.194 |Israel 147.237.77. 170 |nmarachot . i of .i1 |Bad TCP sequence SN retransnit with different monitor |8
w ndow scal e
s SWNretransnmit wth different .
79.176.149. 202 |l srael 147.237.77. 170 |n@arachot .i df .il |Bad TCP sequence vi ndow scal e noni t or 7
5.102. 254. 157 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
37.26.147.240 |l srael 147.237. 77. 216 |dover.idf .i | SYN At tack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi
37.26.148.175 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
80. 246. 133. 124 |Israel 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber aert
31.168.124. 133 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 201 I srael 147.237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TCP Invalid i i sSi
79.181. 223. 244 |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
5.22.130.129  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
79.181.12.142 |israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
109. 253. 210. 57 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber alert 6
Sreanming Engine: TCP Invalid i i ssi
2.54. 29, 140 I'sr ael 147.237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
80. 246. 133. 124 |l srael 147.237.76.30 [hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaming Engine: TGP Invalid i i ssi
77.125.98.185 |Israel 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmission. drop 6
Ret r ansni ssi on Packet dropped.
109. 253. 210. 57 |Israel 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber noni t or
5.22.131.123 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreanming Engine: TQP Invalid i i ssi
2.52.19.87 I'sr ael 147.237.72. 167 |i shuri maka. i df . i 9 =g nvalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
87.68.246.25  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
2.54. 58,120 I sr ael 147.237.77. 243 |nobi | e. i of .| 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
31. 168. 216. 108 |Israel 147.237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
46.19.86.8 I srael 147. 237. 77. 216 [dover.i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
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A tacker

Attacker Address count ry ‘Target Address |Ste Signature

Streaning Engine: TCP Invalid Inval i d segnent retransnission.

2.52.31.220 I srael 147.237.72. 167 |i shuri maka. i df . i ..
Ret ransm ssi on Packet dr opped.
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|Top Attackers In V\AF|

At acker

Devi ce

ount ry Target Address |Site Sgnature Action ‘Count

46.19.86.220 |lsrael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 12
194. 90. 176. 233 [l srael 147.237.72. 166 |aka. i df . i | Ml tiple Unhauthorized URL Access from 194. 90. 176. 233 B ock 9
46.19.85.166 [Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 4
109. 253. 209. 23 |l srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code Bl ock 4
2.54.59,. 213 I srael 147.237.77.243|nobi | e.i df . i | Paraneter Type M ol ation Password in nobile.idf.il/sachar/login B ock 4
132.70.66.11 |Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspi ci ous Response Code B ock 4
109. 253. 140. 98 |l srael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Code Bl ock 4
2.54.37.177 I srael 147.237.77.243|nobi | e.i df . i | Distributed Suspici ous Response Qode B ock 4
46.19.86.243 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 4
176.13.5.5 | srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code Bl ock 4
2.54.38.13 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 4
176. 12. 140. 244 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 4
46. 19. 86. 22 | srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code Bl ock 4
176. 12. 142. 115 [l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 3
37.26.149. 187 |[Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 3
194. 90. 176. 233 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to v aka.idf.il/sip_storage/files/1/ Bl ock 3
79.183. 135. 113 |I srael 147.237.72. 166 |aka. i df . i | Ml tiple Unhauthorized URL Access from 79. 183. 135. 113 B ock 3
2.52.63. 153 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
178. 255. 215. 87 |France 147.237.77.216|dover. i df . il Mil ti pl e Uhaut hori zed URL Access from 178. 255. 215. 87 Bl ock 2
46. 19. 85. 46 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
185. 32. 179. 239 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46.19.86.207 |lsrael 147.237.0.19 |madimatal .idf.i |0 stributed Suspicious Response Code Bl ock 2
176.13.4.252 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
46.19.85.115 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
2.52.178.219 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for v aka. i df.il/mai n/ gi yus/ Bl ock 2
185. 32. 179. 248 [l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
176.13.15.44 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
84.108.28.75 |lsrael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 2
176. 13. 5. 34 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
37.26.149. 240 |Israel 147.237.77.243|nobi l e.i df . i | Distributed Unaut hori zed URL Access on rnobi | e. i df.il/nekudot/i ndex B ock 2
84.111.248.7 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 2
80. 246. 140. 253 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
176.12. 142.37 |lIsrael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
185. 32. 179. 194 |l srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 2
46.19.85.162 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
46.19. 86. 94 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 1
109. 65. 177.16 |l srael 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to ww refua. atal .idf.il/xnirpc. php B ock 1
5.22.130.253 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
79.183.205.93 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
91.121.83.118 |France 147. 237.77. 216 |dover . i df . i | D stri bt oc 1?;;}:;2;;?&%&?232” Bl ock 1
2.54.58. 120 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspi ci ous Response Code B ock

73.136. 215. 236 |Lhited Sates [147.237.77.216|dover.idf.il Enail collector robots 14 B ock
2.52.63.153  |Israel 147.237.77.233|atal . i df . i | ?‘r"otr;ﬂ.eglz':.uégf’ulgghlw fwi dth Uhi code Encodi ng on LRL/ Faramet er (+) Bl ock 1
66.249. 64.193 I srael 147.237.77. 243|nwbi l e i df i1 [adPorized tg‘egpgfy‘im 0 oo/ <t chi | deocument o/ 1674 Bl ock 1
132.70.66. 9 | srael 147.237.77.243|nobi l e.i df . i | Distributed Whaut hori zed URL Access on nobil e.idf.il/nekudot/i ndex B ock 1
37.26.148.229 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None 1
84. 109. 132. 144 I srael 147.237.72. 166 |aka. i df . i | 'C)L'rigezj/ i?ta;e:ﬁd:ngsz;g?/zgtj;kﬁ f’ nai v kapat 2/ [ res B ock 1
195, 154. 226. 90 [France 147.237.77.216|dover . i df . il I11egal HITP \ersion HITH B ock 1
80. 246. 136. 163 [l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
109. 253. 137. 56 |l srael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Code Bl ock 1
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