01-03-2016-10:04:06 to 01-03-2016-11:04:06

@
1"PT SwNn ()

Ov IDF Under Attack

www.gov.il Da.||y Report

|Top Targets |

2. 000+

M dover.idf.il
M aka.idf.il

B naar achot . i df . i |
M nobi le.idf.il
M refuah.idf.il
M nadimatal .idf.il
[ ishurimaka.idf.i
Maman.idf.il
O SR R K S S ) 3 navy. i df.il

: N A A S & OIS B tikshuv.idf.il

Nunber
a 500+"
At acks

Top Tar get

M 167. 114. 156. 16
82. 145. 209. 106

I 2.54.146. 243
212.199. 154. 194

Ws7.71.4.25

M 46.19.85. 34

I 207.232.27.5

W 41.33.231. 90
46. 19. 86. 55

@éo ) M 46.19.85.79

Nunber
(6]
At acks

Top Attackers



01-03-2016-10:04:06 to 01-03-2016-11:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DC5- Tool - Swi t chbl adG dest - r eset 3069
212.199. 154. 194 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ati on-d i dest - r eset 251
207.232. 36. 181 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 118

82. 145, 209. 106 Eur ope 147.237.76. 42 refuah.idf.il |Block Ip Vb In drop 95

81. 218. 146. 238 | srael 147.237.77. 216 dover.idf.il |Bock Wdp All Nets drop 5

31.168. 133. 226 | srael 147.237.72. 166 aka.idf.il Bl ock_Ulp Al _Nets drop 3

198. 20. 69. 98 Lhited Sates 147. 237. 76. 201 e.atal.idf.il [Bock Wp Al Nets drop 1

116. 26. 30. 139 Chi na 147.237.76. 86 navy.idf.il Bl ock_Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count

106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il |CL03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

Ste

Signature

198. 20. 69. 98 147. 237.77. 227 Lhited Sates e. hanaz. i df .i | ET DROP Bshiel d B ock Listed Source 1
185. 130. 5. 224 147.237.0. 35 akavs. i df . il ET SCAN NVAP -sS wi ndow 1024 1
185. 130. 5. 207 147.237.77.61 e.cogat.idf.il ET SCAN Potential SSH Scan 1
89. 138. 118. 191 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
66. 249. 64. 181 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 1
46.121. 90. 138 147.237.77. 216 I 'srael dover.idf il portscan: TCP D stributed Portscan 1
2.52.31.95 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
185. 130. 5. 231 147. 237. 76. 148 gocenter. aka. i df .i | ET SCAN Potential SSH Scan 1
185. 130. 5. 207 147. 237.77. 226 waw chanat z. aka. i df . i | ET SCAN Potential SSH Scan 1
185. 130. 5. 207 147. 237. 76. 202 e halag.idf.il ET SCAN Potential SSH Scan 1
82. 80. 135. 253 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
62. 90. 131. 174 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
5. 39. 222. 253 147. 237.8.27 Net her | ands e.nadimatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

‘ Target Address

dte

Signature

Country

SN retransmt wth different

87.71.4.25 | srael 147.237.77. 170 |mearachot . i of .i| [Bad TCP sequence . noni t or 43
w ndow scal e
o SN retransmit wth different .
207.232.27.5 I srael 147.237.77. 170 |naarachot .i df .il |Bad TCP sequence i ndow scal e noni t or 36
41.33.231.90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 34
46. 19. 85. 79 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 28
Sreaming Engine: TGP Invalid i i ssi
46. 19. 85. 34 I'sr ael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. dr op 27
Ret r ansni ssi on Packet dropped.
212.199. 154. 194l srael 147.237.72. 166 |aka i of .i | drop First packet isn't SN drop 23
2.54.146. 243 I srael 147.237. 77. 216 |dover.idf . i | SYN At tack SYN -> SYN-ACK -> RST rej ect 19
Sreanming Engine: TQP Invalid i i ssi
46.19.85.232  |Israel 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. drop 18
Ret r ansmi ssi on Packet dropped.
S SWNretransnmit wth different .
109. 64. 66. 235 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 16
Sreanming Engine: TQP Invalid i i ssi
77.126.88.191 | srael 147.237.72. 167 i shuri maka. i df . i 9 =g Invalid segnent retransmssion. drop 15
Ret r ansmi ssi on Packet dropped.
2.54.173.199 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 15
79.182.212.134 |Israel 147.237.77. 170 |nmarachot . i of .i1 |Bad TCP sequence SN retransmt wth different monitor |13
w ndow scal e
. . SN retransmt wth different .
84.228.163. 243 |lsrael 147.237.77. 170 |maarachot. i of .il [Bad TCP sequence i ndow scal e noni t or 13
Sreaming Engine: TGP Invalid i i ssi
46.19.85.180  |Israel 147.237.77. 243 |nobile. i f . | 9 =g Invalid segment retransmission. drop 12
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 160. 151. 25 |l srael 147. 237.77. 243 |mobi l e, i f . 9 =9 Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
2.54.13.11 I srael 147.237.72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 12
62.0.229. 129 | srael 147.237.72. 156 |anan. i df . il drop First packet isn't SN drop 11
2.54.146. 243 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 10
2.54.146. 243 I srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 10
2.54.146. 243 I srael 147.237.77. 216 |dover.idf .il SYN Attack rej ect 10
2.54.146. 243 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 10
Sreaming Engine: TGP Invalid i i ssi
79.178.170. 236 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 9
Ret r ansni ssi on Packet dropped.
. . SN retransmt wth different .
212.179.28.34 |lsrael 147.237.77. 170 |maarachot. i of .il [Bad TCP sequence i ndow scal e noni t or 9
Sreaming Engine: TGP Invalid i i ssi
82.166.137.92 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 9
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
37.26.147.144  |israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
2.54.2.43 I srael 147.237.72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 9
Sreanming Engine: TCP Invalid i i sSi
62.0.67. 217 I srael 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
s SWNretransmit wth different .
85. 64. 164. 21 I srael 147.237.77. 170 |naarachot .i df .il |Bad TCP sequence i ndow scal e noni t or 8
105. 196. 255. 70 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
s SWNretransnmit wth different .
62.219. 114. 144 |Israel 147.237.77. 170 |n@arachot .i df .il |Bad TCP sequence wi ndow scal e noni t or 8
Sreanming Engine: TQP Invalid i i ssi
176.13. 4. 25 I'sr ael 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. drop 8
Ret r ansmi ssi on Packet dropped.
193. 43. 245. 250 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
213. 140.59. 140 |Ageria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
192.114.91. 248 |Israel 147.237.77. 170 |nmarachot . i f .il |Bad TCP sequence S retransmt with different monitor |7
w ndow scal e
98.210.169.38 |[Lhited Sates |147.237.77.170 |maarachot.idf.il [Bad TCP sequence StNretransmt wth different monitor |7
w ndow scal e
217.194.207. 24 |Israel 147.237.72. 166 |aka.i df .i | drop First packet isn't SWN drop 7
46. 19. 86. 29 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 7
37.26. 147. 217 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 6
Sreaning Engine: TCP Invalid i i ssi
46.19.86.26  |Israel 147.237.77. 243 |nubi le.i o . i1 9 =9 Invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
212.199. 103.57 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
82. 80. 196. 44 | srael 147.237.72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
46. 19. 85. 106 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 86. 55 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi
213.57.7. 4 I'srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 189 I srael 147.237.77. 216 |dover.i df . i | Bad TCP sequence Inval i d ACK nunber alert
46. 19. 86. 29 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber aert
Sreamng Engine: TCP Invalid i i ssi
176.12. 137. 165 | srael 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dr opped.
105. 196. 255. 70 |Egypt 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
46. 19. 85. 189 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
176.13.22.146 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code Bl ock 12
87. 69. 39. 95 I srael 147.237.72. 166 |aka. i df . i | Mul ti pl e Unaut horized Method for Known URL from 87.69. 39. 95 B ock 11
46.19. 85. 34 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code B ock

109. 253. 208. 33 |Israel 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code Bl ock
2.54.184. 51 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
100.65.43.7  |israel 147.237.76.42 [refuah.idf.il  [Ta @ e Bhe i\Adfo_' & /' fggﬂﬁ?ﬁ;ﬁlﬂx""cem der 13t xt LastNane in Bl ock 5
81.218.241.25 |[lIsrael 147.237.77. 216 |dover.i df . il Mil tipl e Unaut hori zed URL Access from 81.218. 241. 25 Bl ock 5
37.26.148.144 |[israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 4
2.54.25.194 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 4
109. 253. 156. 92 |l srael 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code B ock 4
37.26.146.247 |[israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 4
109. 253. 200. 80 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 4
46. 19. 86. 209 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 4
46.19. 85. 232 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code B ock 4
46. 19. 85. 180 I srael 147.237.77.243|nobi l e.i df . i | O stributed Uhaut hori zed LRL Access on nobi | e. i df . il/sachar/i ndex B ock 4
195.200.205.2 [Israel 147.237.72.166 |aka. i df . i | m;&;?tdfﬂ H“;“;f;r;rgi/ﬂe;c;ess on Bl ock 3
2.54.3.157 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46. 19. 86. 229 I srael 147.237.72. 166 |[aka. i df . i | Uhtraceabl e S3. Sessions: sigal gs DoS Attack None 2
46. 19. 86. 49 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
212.143. 112. 217|I srael 147.237.76.31 |nakchal .idf.il Distributed Wauthorized HTTP Met hod B ock 2
2.54.60. 109 | srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 2
109. 253. 221. 226|1 sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46. 19. 86. 157 I srael 147.237.77.243|nobi l e. i df . i | O stributed Uhaut hori zed LRL Access on nobi | e. i df . il/sachar/i ndex B ock 2
176.12.137. 165 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 2
2.54.179. 154 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
204.13.200.200 |United Sates [147.237.77. 216 [dover. i df .i Dstri buted H‘;;_t;;’;g_eﬂeﬁv’;c_f:pf” Hock |2
5.28.177. 111 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
79.177.112.50 [israel 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
176. 13. 3. 157 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
2.54.60. 150 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.19. 85. 196 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.117.156. 160 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i|D stributed Unaut hori zed URL Access on ww chi nuch. aka. i df . i1/404. ht m|Bl ock 2
109. 253. 130. 170|I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
87.69. 39. 95 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 87.69. 39. 95 B ock 2
66.249.78.159 |[Israel 147.237.77. 216 |dover.i df . il Ml tipl e Unaut horized URL Access from 66. 249. 78. 159 B ock 2
46.19. 85. 11 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
80. 246. 139. 224 [Israel 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
37.26.147.254 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
176.13.22.146 |lIsrael 147.237.77. 243 |nobi | e. i df . i | D stributed Whauthorized URL Access on nobil e.idf.il/sachar/index Bl ock 2
176.12.144.9 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
89.138.67.108 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
46.19. 85. 136 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46. 19. 85. 179 I srael 147.237.77.243|nobi | e. i df . i | O stributed Unhaut hori zed LR Access on nobi | e. i df . il/sachar/i ndex B ock 2
212.179. 159. 253|l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to www aka. i df.il/main/scripts/css3pie. htc Bl ock 2
46.210. 136. 252 [l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
109. 160. 151. 25 |l srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code B ock 2
176. 12. 144. 159 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
82.81.193.82  |Israel 147.237.76.31 [nakchal .idf.i| ~[rareer Dpe Molgn on search in aspx B ock 2
107.178.194.87 |Uhited Sates [147.237.77. 216 |dover. i df .il Dstri buted H‘;;_t;;’;g_eﬂeﬁv’;c_f:pf” Hock |2
79.181.181. 213 |l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 79.181. 181. 213 Bl ock 2
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