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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DOB- Tool - Swi t chbl adG dest - reset 3239
111.89.110. 173 Japan 147.237.76. 39 nobi | e. nei tav.idf.il B ock_UWp Al _Nets dr op 1

66. 240. 219. 146 Lhited Sates 147. 237. 76. 202 e halag.idf.il Bock Np Al Net drop 1

146. 185. 239. 100 Russi an Federation 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
72.35.229.13 Lhited Sates 147.237.76. 147 chi nuch. aka.idf.il B ock Wp Al Nets drop 1
72.35.229.13 Lhited Sates 147.237. 76. 148 gocenter. aka. i df.il B ock Wp Al _Nets drop 1

204. 42. 253. 2 Lhited Sates 147.237.76. 198 e.yohal an.idf.il B ock_Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

|signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
82. 166. 247. 251 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
66.249. 93. 121 147.237. 0. 34 Lhited Sates tikshuv.idf.il ET SCAN NVAP -sA (2) 1
46. 19. 85. 75 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stri buted Portscan 1
2.54.156. 26 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
132. 70. 66. 14 147.237. 72. 166 I 'srael aka idf.il portscan: TCP DO stributed Portscan 1
108. 234. 117. 248 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP DO stri buted Portscan 1
89. 139. 129. 115 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
79.181. 169. 135 147.237. 72. 166 I 'srael aka idf.il portscan: TCP DO stributed Portscan 1
46. 19. 85. 138 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
37.142.68.0 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
201. 232. 25. 160 147.237.0. 19 Col onbi a medi matal .idf.il ET SCAN NVAP -sS w ndow 4096 1
167. 114. 156. 16 147.237.77. 216 Canada dover.idf.il portscan: TCP O stributed Portscan 1
109. 65. 34. 55 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
91. 231. 192. 149 147.237. 72. 166 I 'srael aka idf.il portscan: TCP DO stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
46.19. 86. 173 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 16
85.65.57. 8 I srael 147.237.77. 170 |naarachot . i of .11 |[Bad TCP sequence S retransmt wth different monitor |12
w ndow scal e
31.210.187.33 |Israel 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 128 | srael 147.237.77.233|atal .idf.il drop First packet isn't SYN drop
reaming BEngine: TCP Invali i i SSi
2.54.154.243  |israel 147.237.77. 243 |moti 1o ior iy |1 SAMNG Engine: TP Invalid  invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
S SWNretransnmit wth different .
212.117. 143. 250! srael 147.237.77. 170 |naarachot .idf.il |Bad TCP sequence v ndow scal @ noni t or 6
192. 117. 162. 218|I srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Inval i d sequence nunber noni t or
2.54.41.129 I srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
46. 19. 86. 119 I srael 147.237.77. 216 [dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or
reaming BEngine: TCP Invali i i SSi
2.52.173.244  |Israel 147.237. 72. 166 |aka. i df . Streaning Engine: TCP Invalid  |imvalid segnent retransnissi on drop 6
Ret ransm ssi on Packet dr opped.
Vb Server Enforcenent HITP Ceni
207. 241. 229. 190|Uni ted Sates |147. 237. 72. 166 |aka i of .i _ Veb Servers S ow HITP Denial of | oo 6
Mol ation Service
46. 19. 85. 163 I srael 147. 237. 72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreanming Engine: TCP Invalid i i ssi
46.19.86.114  |israel 147. 237. 77. 243 |nubil e, i of . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
31.210.187.87 |[lIsrael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
176.13. 0. 130 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber noni t or
46. 19. 85. 159 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid AGK nunber aert
192.114.91. 249 |Israel 147.237.77. 170 |naarachot . i of .11 |Bad TCP sequence S retransmt wth different monitor |5
w ndow scal e
5.29.129.52 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACGK nunber noni t or 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
46. 19. 85. 159 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 85. 163 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber noni t or 5
2. 54, 26. 104 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
176. 13. 0. 130 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber aert 5
5.102.254.166 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACGK nunber noni t or 4
46.19. 85. 128 I 'srael 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout alert 4
46. 19. 86. 197 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 4
. . SWNretransmit wth different .
37.26.147.146 |lsrael 147.237.77. 170 |marachot . i of .il [Bad TCP sequence vi ndow scal e noni t or 4
91.200.12. 7 Lkr ai ne 147.237.76.42 |refuah.idf.il drop SAMrul e drop 4
176.13.4.239  [Israel 147.237.76.42 |refuah.idf.il  |Bad TCP sequence SWretransmt with different monitor 4
w ndow scal e
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 4
192. 115. 177. 203|I srael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46.19. 85. 128 I srael 147.237.77. 233 |atal idf. il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
79.176.81.176 |lsrael 147. 237. 72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
167.114. 156. 16 |Canada 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46.19. 85. 77 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid AGK nunber aert 4
Sreanming Engine: TCP Invalid i i ssi
212.179. 159. 253 |l srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansmi ssi on Packet dr opped.
91.200.12.7 kr ai ne 147.237.77. 233 |atal .idf.il dr op SAMrul e drop
5.29.139. 62 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid AGK nunber noni t or 4
46.19.85.128 | srael 147.237.77. 233 |atal i df i1 Bad TCP sequence SINHAK retransmt with different oo o g
W ndow scal e
46.19. 85. 77 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 4
Sreanming Engine: TCP Invalid i i ssi
176.13.15.251 |israel 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansmi ssi on Packet dr opped.
79. 180. 210. 216 |l srael 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
Sreanmng Engine: TCP Invalid i i ssi
109. 253. 202. 177|1 srael 147.237.77. 243 |nobi 1 e.i o i 9 =9 nval i d segnent retransmssi on. drop 4
Ret ransmi ssi on Packet dr opped.
46.19. 86. 173 I srael 147.237.72. 167 |i shurimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TCP Invalid i i ssi
109. 66. 205.56 |l srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
37.26.146.240 |israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
84.228.26.69  |Israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i sSi
2. 54. 156. 26 I srael 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19. 85. 49 I'srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
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212.25.84.200 |Israel 147.237.77. 176 |nat pash. i df . i | ;iz,l\z?ysgzége sane Response (ode (404) in Session from Bl ock 18
2.54.163. 172 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 6
2.54.58. 53 I st ael 147.237.77. 243|nobi L e. i off i1 |2 o™ ?LfT???s\;cﬂa?Bic%gn?;ﬁtsﬁsfrd n Bock |4
176.13. 0. 130 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 4
109. 253. 131. 157 ]I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 4
2.54.57.220 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
217.132.119. 136l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
77.127.229.207 |[israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 3
138.134.102. 16 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to www aka. idf.il/main/scripts/css3pie. htc B ock 3
109. 253. 198. 252|1 sr ael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
176.13.16.210 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
80. 246. 140. 176 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
109. 253. 146. 119|1 srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 2
46.19. 86. 49 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
2.54.187. 154 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
204.13.200.200 |Uited Sates [147. 237.77. 216 |dover . idf i1 | o0 e 1?;;}:;;5?&%\2??;{;” Bock |2
95. 86. 97. 136 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Gode_Qust om Tenpor ary Bl ock

46. 19. 86. 62 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
204.13. 200. 200 [United Sates |147. 237. 7. 216 |dover . i df . i | Dstri uted 1?;;};%;;?&%\/’;‘??:&” Bock |2
46.19. 85. 75 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
176. 12. 144. 159 |l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode Bl ock 2
109. 253. 193. 125]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 2
194. 90. 15. 61 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka. i df .il/sip_storage/files/2/ Bl ock 2
2.54.26.184 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Qode Bl ock 2
46.19.85.8 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
185.32.179.34 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
2. 54. 60. 109 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Code Bl ock 2
46.19. 85. 98 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
87.68. 157. 70 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
2.54.34.76 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode Bl ock 2
46.19. 86. 124 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
185.32.179.84 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
79.176.206.82 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx Bl ock 1

Unknown Par arret er
213.57.62.242 |lIsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaPrint in None 1
waw aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx

37.26.148.151 |l srael 147.237.72. 166 |aka. i df . i | \Z‘;‘rwaﬁ;ri d’f%ﬁdl ?‘r:aﬁ'n\/";;i;;’/”f oirgot passuord, asp None 1
2.54.183.125 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S At ack None 1
109. 253. 131. 157 ]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None
66.249. 78. 240 I srael 147.237.72. 166 |aka. i df . i | ﬂ?ugggr;éeisgl‘l ﬁfgf;sa;; i es/ 1/ 6301 pek Bl ock 1
198. 71.227. 4 Lhited Sates |147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/wp/wp-admin/ Bl ock 1
2.54. 49. 252 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Code Bl ock 1
94.230.93.213 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
46.19. 86. 169 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode Bl ock 1
46.19.85. 41 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Gode_Qust om Tenpor ary Bl ock 1
157. 55. 39. 169 Lhited Sates |147. 237.76. 86 |navy. idf.il Unaut hori zed URL Access to 147.237.76. 86/ robot s. t xt B ock 1
31.210.187.87 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
74.6.53. 162 Lhited States [147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/wp-admn/ Bl ock 1
66.102.9. 81 Lhited Sates |147.237.77. 216 |dover. i df . il Uhaut hori zed URL Access to waw i df.il/1294-en/wwn i df.il/english B ock 1
185. 32. 179. 209 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
2.54.154. 70 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
107.178.194. 87 |Uited Sates [147. 237.77. 216|dover . idf i1 |0 o0 oS 1?:;}:;;;;?&%\/’2??;&” Bock |1
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