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|Top Attackers | n DDoS- Def ence |

Attacker Address
167. 114. 156. 16

|Attacker Country

|Target Address

| site

|Signature |Device Action  |Count |

Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3025
82.80.217.70 | srael 147.237.72. 167 i shurimaka.idf.il B ock_Udp All _Nets drop 3
79.182.8.181 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

158. 69. 200. 205 Lhited Sates 147.237.77. 216 dover.idf.il C1000106: HITP: naj esti ¢ bot B ock 1




01-03-2016-07:04:01 to 01-03-2016-08:04:01

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
61.216.2. 14 147. 237. 77. 121 |Tai wan e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
50.204.188. 142 |147.237.0.19 |Uhited Sates [nadimatal.idf.il ET SCAN NVAP -sS wi ndow 4096 1
212.199. 145. 22 |147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
172.98.197. 114 |147.237.77.216 dover.idf.il ET SCAN NVAP -sS w ndow 4096 1
109. 253. 132. 98 |147. 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
82.117.208. 243 |147.237.76. 201 eatal.idf.il ET SCAN NVAP -sS w ndow 1024 1
79.179.37.217  |147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
61.216. 2. 14 147, 237. 77. 216 | Tai wan dover.idf.il SER\/ER APAO—E.Apache mod_ssl non-SS. connection to S8 port 1
deni al of service attenpt
61.216. 2. 14 147.237.76.38 |Tai wan e.emeitay.idf.il SERVER APACE Apache od_ssl non- S8 connection to SSL port |,
deni al of service attenpt
46. 19. 85. 215 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
209. 126. 116. 147|147.237. 76.30 |lhited Sates |himush.idf.il ET SCAN NVAP -sS w ndow 1024 1
185.130.5.224 |147.237.76. 202 e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
172.98.197. 114 |147.237.77.216 dover.idf.il ET SCAN NVAP -sS wi ndow 3072 1
84.228.14. 32 147.237.77. 216 (I srael dover.idf.il portscan: TGP D stributed Portscan 1
82.117. 208. 243 |147.237.0. 17 mny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
79.177.188. 234 |147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1




01-03-2016-07:04:01 to 01-03-2016-08:04:01

|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
212.235.98.139 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SWretransmt wth different —Jopyior  [s2
W ndow scal e
141.0. 15. 36 Eur ope 147.237.77.234 |hal ag.idf.il drop First packet isn't SYN drop 56
Sreaning Engine: TGP Invalid i i ssi
46.19.86.177  |Israel 147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. g 42
Ret ransm ssi on Packet dropped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
37.26.147.146 |Israel 147. 237. 77. 170 |nar achot . i of . i Bad TCP sequence S retransmt wih different 4o (30
W ndow scal e
Sreamng Engine: TCP Invalid i i ssi
46.19.85.220  |israel 147. 237.77. 243 |mobi l e, i f . i 9 =g Invalid segnent retransmssion. |, 27
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
176.13.8.8 I'sr ael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. |, 18
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.66.90  |Uited Sates  |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 14
Ret r ansnm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
5.20.157.134  |Israel 147.237.77. 243 |nobile. i of . 9 =g Invalid segnent retransmssion. |, 12
Ret ransm ssi on Packet dropped.
. ) SYNWACKK retransmt with .
37.26.147.223 |lsrael 147.237.72. 156 |anan.idf . il Bad TCP sequence di fferent w ndow scal e noni t or 12
79.179.56.51 I srael 147. 237. 77. 170 |nmar achot . i of . i Bad TCP sequence Sretransmt wih different o f12
W ndow scal e
. . SYNretransmt wth different .
80. 246. 130. 250 |lsrael 147.237.77. 170 |maar achot . i df . i | Bad TCP sequence wi ndow scal e noni t or 12
Sreaming Engine: TGP Invalid i i sSi
66.249.78.146 |lnited Sates  |147.237.72. 166 |aka.idf. il 9 =g Invalid segnent retransmssion. |, 10
Ret ransm ssi on Packet dropped.
82.102.169. 113 |l srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> Tinmeout |[reject 9
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
reamng BEngine: TCP Invali i i ssi
2.54.40. 127 I'sr ael 147.237.77. 243 |nobi l e.i df .i1 Streamng Engine: TCP Inval i djinvalid segnent retransnission drop 9
Ret ransm ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
2.54.145. 85 I srael 147. 237.77. 243 |nubi | e.i df .i 9 =g Invalid segnent retransmssion. |, 9
Ret r ansn ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
37.142.137.228 |Israel 147.237. 77. 243 |robi 1 e i of . i | 9 =g Inval id segnent retransmssion. | 8
Ret ransm ssi on Packet dr opped.
46. 19. 85. 182 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber noni t or
46. 19. 85. 86 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber alert
Sreamng Engine: TCP Invalid i i ssi
2.54.149.108  |Israel 147. 237.77. 243 |nobile. i f .| 9 =g Inval id segnent retransmssion. |, 6
Ret r ansm ssi on Packet dropped.
2.54.27.51 I srael 147. 237.72. 156 |anan. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 86 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
80. 246. 137. 126 |l srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 109 I srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
195.34.150.18 |Austria 147.237.77. 216 |dover. i df .| Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor |4
212.199. 251. 235/l srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 160 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber alert 4
46. 19. 85. 50 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence I'nval i d ACK nunber alert 4
. . SYNretransmt wth different .
147.235.8.70 | srael 147.237.77. 170 |maarachot . i df . i | Bad TCP sequence wi ndow scal e noni t or 4
85. 64. 68. 249 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
46. 19. 85. 160 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 50 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber noni t or
37.26.147.146 | srael 147.237. 77. 170 |nmar achot . i of . i Bad TOP sequence SN retransmt wth different ) oy 4
W ndow scal e
122.248.98. 158 |Myannar 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
176.13.11.233 [Israel 147.237.0.17 [V kosher-kravi.id |pad TCP sequence Inval i d ACGK nurber moni tor |3
Sreamng Engine: TCP Invalid i i ssi
2.52.144.124  |israel 147. 237.72. 166 |aka i of . i | 9 =g Inval id segnent retransmssion. |, 3
Ret r ansnm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
82.102. 169. 113 | srael 147.237.72. 166 |aka.i df . 9 =g Inval id segnent retransmssion. |y, 3
Ret r ansm ssi on Packet dropped.
5.102. 254. 146 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |3
Sreamng Engine: TCP Invalid i i ssi
109.64.103.77 |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansnm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.54.150. 12 I'srael 147.237.72. 166 |aka i df . 9 =g Inval id segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
46. 19. 86. 125 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber nonitor |3
Sreaming Engine: TGP Invalid i i sSi
62.90.35.105  |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
. . SYNretransmt wth different .
192.116. 127. 113|I srael 147.237.77. 170 |maarachot . i df . i | Bad TCP sequence wi ndow scal e noni t or 3
Sreaming Engine: TGP Invalid i i sSi
37.26.148.130 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
62.219.35.178 | srael 147. 237. 72. 166 |aka. i o . i 9 =g Inval id segnent retransmssion. |, 3
Ret r ansm ssi on Packet dropped.
46. 19. 85. 8 I srael 147.237.77. 216 |dover. i df .| Bad TCP sequence I'nval i d ACK nunber alert
212.29. 252. 81 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
95. 38. 61. 199 IF;.$B| :i' e |1a7.237.77. 216 [dover i f i Bad TCP sequence Inval i d ACK nunber aert 2
212.199. 251. 235]l srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST alert 2




01-03-2016-07:04:01 to 01-03-2016-08:04:01

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site dgnature Action ‘Count
46. 19. 86. 243 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock

31. 168. 23. 59 I srael 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut hori zed URL Access from 31.168. 23. 59 B ock
176.13.8.8 I srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock
208.115.111. 72 [lhited Qates [147.237.76.86 [navy.idf.il nma\?;trg]f' izﬁdgiﬁ‘s/ﬁcocrisr;;s%/show or tm asp Bl ock 6
85.250. 216.93  [Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 6
2.52.61.143 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 6
46. 19. 85. 220 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspi ci ous Response Code B ock 5
104.155.236.4 |Uited Sates [147.237.72. 166 |aka.idf . il Ml tipl e Unaut hori zed URL Access from 104. 155. 236. 4 B ock 4
46. 19. 85. 148 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 4
5.29.157. 134 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 4
2.54. 40. 127 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
2.54.149.108 | srael 147.237.77. 243 |nobi | e. i df . i | m;ﬂt:(:r(;leef , t:egpgf;sem e/l stchi | ddocurent s/ 1152 Bl ock 3
176.13.7.125 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
37.142.137.228 |[israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
204.13.200. 200 [United Sates |147.237. 7. 216 |dover . i df . i | D stri bt ec 1?;;}2;&;;?%%&??;&” Bl ock 2
2. 54. 146. 239 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 2
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 2
87.69.211.182 |[lIsrael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in UR. from87.69.211. 182 B ock 2
2.54.179. 154 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 2
84.228.41.216 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code Bl ock 2
37.26.147.177 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
2.54.147. 141 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 2
79.182.218.194 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code Bl ock 2
37.26.148.199 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 2
2:54.149.14 | srael 147.237.0. 17 :‘T] in|y- kosher-kravi. 1 ?rzyafrlf;:r:erT{?va io(lifa.tii IO/r; e?pllaa/?:sTxA:_;iDrﬂ:g(/)t\lria?ni ng. aspx Bl ock 2
2.54.60. 150 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock

109. 253. 130. 202|1 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock

46.19. 85. 220 I srael 147.237.77.243|nobi | e. i df . i | Suspi ci ous Response Code B ock
204.13.200. 200 [United Sates [147.237. 7. 216 |dover . i df . i | D stri bt ec 1?;;}2;;5?%%&??;&” Bl ock 2
2.54.145. 85 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
213.8.204.35 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code Bl ock 2
46.19. 85. 230 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SI. Sessions: sigal gs oS Attack None 1
81.223.254.34 |Austria 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to /robots. txt B ock 1
31.168. 23. 59 I srael 147.237.77.216|dover.idf .il Unaut hori zed URL Access to ww i df.il/inmages/ shared/ hone. png  |B ock 1
109. 65. 116. 245 |Israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
46.120.13.129 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
40.77.167.5 Lhited Sates [147.237.72. 156 |anan. i df .| Uhaut hori zed URL Access to list.ips.gov.il/robots.txt Bl ock 1
213. 8. 204. 55 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
79.182.108.35 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
178.255. 215. 87 |France 147.237.77. 216 [dover . i df . i | mﬁ Z(;r.lizle/dattz_llpicieksosr/tkokkkkkk=b866a561kkkkkkk_b866a561 Bl ock !
66.249.66.28  Israel 147.237.77. 216 |dover . i df . i | e R e s e/ dover . aspx Bl ock 1
2.54.26.188 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None

109. 253. 140. 73|I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None
107.178.194.79 |United Sates |147.237.77. 216 |dover. i df .i | D stri uted lLfs"";_tgg;;?ﬂeﬁvﬁ‘ff;pﬁ” Bl ock 1
46. 19. 85. 254 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
176.13.9.172 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
66.249.78.166 | srael 147.237.77. 216 |dover . i df . | g ﬁyi’gﬁgﬂeﬂg&fﬂ‘;’lmn n Bock |1
61.216.2.14  |Taiven 147. 237.77. 216 |dover . i df . i | %&mﬂfﬁfﬁﬂfg' Protocol violation None 1
109. 66. 127. 98 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
213.57.208. 197 |lsrael 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
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