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|Target Address |Site

|signature

|Device Action |Count |

167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3331
81.218. 241. 25 | srael 147.237.72. 166 aka. idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 94
208. 67. 1. 60 Lhited Sates 147.237.76. 34 yohal an.idf.il Block Np All Net dr op 1
125. 31. 154. 18 Korea, Republic of 147. 237.76. 34 yohal an. i df . | Block Wdp All Nets drop 1
185. 130. 5. 228 147. 237. 76. 200 eitan aka. idf.il Bl ock Udp All _Nets drop 1
125. 31. 154. 18 Korea, Republic of 147.237.76. 39 nobi | e.neitav.idf.il |Bock Udp Al _Nets drop 1
199. 99. 200. 64 Lhited Sates 147. 237. 76. 200 eitan aka. idf.il Block Np Al Net drop 1
54.72.0.55 Irel and 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
125. 31. 154. 18 Korea, Republic of 147.237. 76. 86 navy.idf.il Bl ock Udp All Nets dr op 1
199. 99. 200. 64 Lhited Sates 147.237.76. 201 eatal.idf.il Bock Np Al _Net dr op 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature
66. 249. 64. 186 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 98

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent
66. 249. 64. 165 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2)

4
2
209. 126. 116. 147 147. 237. 77. 205 Lhited Sates prisha.idf.il ET SCAN NVAP -sS wi ndow 1024 1
1
1
1

168. 62. 238. 153 147. 237. 77. 227 Lhited Sates e hanaz.idf.il ET SCAN NMVAP -sS w ndow 1024
168. 62. 238. 153 147. 237. 76. 30 Lhited Sates hi nush. i df .i | ET SCAN NVAP -sS wi ndow 1024
168. 62. 238. 153 147. 237. 76. 201 Lhited Sates e.atal.idf.il ET SCAN NVAP -sS wi ndow 1024
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrul e drop 36
Sreamng Engine: TCP Invalid ' i ssi
66.249.66.90  |Lnited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 14
Ret r ansmi ssi on Packet dr opped.
79.179.56.51  |Israel 147. 237. 77. 170 |naar achot . i of . i Bad TCP sequence SN retransnt wih different monitor |12
W ndow scal e
R SYNretransmt wth different .
31.154.34.118 |[lIsrael 147. 237. 77. 170 |naarachot . i df .i | Bad TCP sequence i ndow scal monitor |11
46. 19. 85. 84 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber aert 6
46.19. 85. 84 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber monitor |6
81. 218. 241. 25 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf .il dr op First packet isn't SN drop 4
195.34.150.18  |Austria 147. 237. 77. 216 |dover . i df . | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nenitor |4
Sreanming Engine: TCP Invalid i i ssi
37.26.148.172 |israel 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Bngine: TQP Invalid i i SSi
81.218.141.87 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
reaming BEngine: TCP Invali i i ssi
207.46.13.22  |Uited Sates [147.237.77. 243 |nobil e idf i Streaning Engine: TCP Invalid finvalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
37.73. 205. 54 kr ai ne 147.237.77. 216 |dover.idf .il SYN At ack SYN -> SYN-ACK -> RST rej ect 2
82.102. 169. 113 [l srael 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN - > SYN-ACK -> Ti neout rej ect 2
5.22.131.114 | srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invali d ACK nunber noni t or 2
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
Sreaning Engine: TGP Invalid i i sSi
66.249.66.93  |lited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid ' i ssi
46.121.228.47 |israel 147. 237.77. 243 |mobi l e. i i 9 =g Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dr opped.
o SYNtACK retransmt wth .
82.102. 169. 113 |l srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence di fferent vi ndow scal monitor |2
79.176.124. 225 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber monitor |2
54.183.171.81 |Wited Sates |147.237.77. 178 |e. natpash.idf . il Geo- | ocati on enf or cenent i?olr gzi'n?n I nbound drop 2
Sreaning Bngine: TQP Invalid i i SSi
66.249. 78.146  |Uhited Sates |147.237.72. 166 |aka. i df .il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dr opped.
51. 36. 68. 125 LKTI;;(cijom 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 2
85. 65. 47. 143 I srael 147.237.72. 166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 2
R SYNretransmt wth different .
79.177.2.136 I srael 147. 237. 77. 170 |naarachot . i df .i | Bad TCP sequence i ndow scal monitor |2
54.183.208. 137 |Wited Sates |147.237.77. 178 |e. natpash.idf.il Geo- 1 ocati on enf or cenent ﬁ?o'r ggﬁ;ﬂo” | nbound drop 2
46.19. 86. 119 I srael 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
176.13. 6. 68 I srael 147. 237. 77. 170 |nar achot . i of . i Bad TCP sequence SN retransmt wth different monitor |2
W ndow scal e
Sreaming Engine: TCP Invalid ' i ssi
157.55.39.130 |Wnited Sates |147. 237.72. 166 |aka i of i 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.
80.179.9.7 I srael 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
184. 105. 139. 119|Wnited Sates [147.237.0.200 [rau.icf.il Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
169.229.3.91  |Wited Sates [147.237.76. 196 [e. sviva idf. il Geo- 1 ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
46.19. 86. 156 | srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invali d ACK nunber noni t or 1
121.18.231.86 |China 147.237.72. 156 |aman. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect
208.115. 113. 89 |thited Sates |147. 237.77. 226 "‘f"l’“ chamat z. aka. df . o SAMrule drop 1
46.19. 85. 19 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber monitor |1
185. 130. 5. 224 147.237. 76. 199 |e. nakchal .idf.il drop SAMrul e drop 1
74.82.47.42 Lhited Sates |147.237.77.234 |hal ag.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 96 |lhited Sates [147.237.76. 148 |ggcenter.aka.idf.il dr op drop 1
54.72.0.55 Irel and 147.237.77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
168.62. 238. 153 |Wnited Sates [147.237.76.201 (e atal .idf.il Geo- | ocati on enf or cenent ﬁ?o'r ggﬁ;ﬂo” | nbound drop 1
R SYNretransmt wth different .
46. 19. 85. 237 I srael 147. 237. 77. 170 |naarachot . i df .i | Bad TCP sequence i ndow scal monitor |1
96. 56. 10. 27 Lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SN drop 1
208.115.113.89 [Uhited Sates |147.237.72.166 |aka idf.il drop SAMrule drop 1
81.169. 237. 146 |Ger many 147.237.8.46 |e.chinuch.idf.il drop SAMrul e drop 1
184. 105. 139. 119|wnited Sates [147. 237. 76. 202 [e. hal ag. i of . 1 Geo- | ocati on enf or cenent ﬁ?o'r ggﬁ;ﬂo” | nbound drop 1
169. 229. 3. 91 Lhited Sates [147.237.77. 170 |naarachot . i df .i | drop SAMrul e drop
121.18.231.86 |China 147.237. 72. 156 |aman. i df .| SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
185. 130. 5. 224 147.237.77. 178 |e. nat pash. i df .i | drop SAMrul e drop 1
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A tacker
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Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
85. 65. 127. 79 | srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized Method for Known URL from 85.65.127.79 |B ock 6
87.69.211.182 |[Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from87.69.211. 182 B ock 5
m ny- kosher - kravi . i d , _
217.132.101. 33 |Israel 147.237.0. 17 £l Mitiple Illegal Paraneter Encoding from217.132.101. 33 None 4
109. 253. 156. 154|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 4
. - . Unaut hori zed URL Access to
46.121.228.47 |Israel 147.237.77.243|nobi | e.i df . i | nobi | e, i o . | |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1560 B ock 3
46.121.228. 47 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
46. 19. 85. 20 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
185. 120. 126. 44 147.237.0.19 |nadimatal .idf.il Dstributed Suspici ous Response Code Bl ock 2
109. 253. 198. 115|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
2.52.169. 73 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
] . . D stributed Lhaut hori zed URL Access on
204.13.200.200 [Wwited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . D stributed Lhaut horized URL Access on
37.187.129. 166 |France 147.237.77. 216 |dover . i df . i Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
109. 160. 149. 117]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
85. 65. 127. 79 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for wwu aka. i df . i/ mai n/ sachar/ B ock 1
157.55.39. 130 |lhited Sates [147.237.72.166|aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
104.155.236.4 |Uhited Sates |147.237.72.166|aka. i df .i | Uhaut hori zed LRL Access to aka.idf.il/wp-admn/ Bl ock 1
67.19.79. 218 Lhited Sates |147.237.76.200[ei tan. aka.idf.il Uhaut hori zed URL Access to /robots. txt B ock 1
207.46.13.75 Uhited Sates |147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 1
40.77.167. 37 Uhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df .il/1503-en/ dover. aspx. Bl ock 1
. . D stributed Unaut hori zed URL Access on
109. 201. 152. 248|Netherl ands ~ |147. 237.77. 216 [dover . i df . i | Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
87.69.211.182 | srael 147.237.72.166 |aka. i df . i | Illegal Byte Qode Character in URL /mainkapatz//res Bl ock 1
our ces/ i mages/ i nner page/ goback. gi f
157. 55. 39. 210 Lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wanidf.il/error.htm B ock 1
] . - D stributed Lhaut hori zed URL Access on
107.178.194.83 |lhited Sates [147.237.77.216|dover.idf.il v i df i | / 1133 22638- he/ dover . aspx. B ock 1
68. 180. 228. 112 [Lnited Sates |147.237.77. 216 |dover. i df. il Paraneter Type Mol ation PageNumin Bl ock 1
wwy i df . i1/1399-en/ dover . aspx
207.46.13.123 |[thited Sates |147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 1
64. 251. 27. 99 Lhited Sates |[147.237.72.156|anan. idf.il Unaut hori zed URL Access to /robots. txt B ock 1
2.52.144. 38 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 1
’ . - Unaut hori zed URL Access to
107.178.194. 87 |Uited Sates |147.237.77.216|dover.idf.il v i df i | / 1133 22461~ hel dover . aspx. B ock 1
79.176.124. 225 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
46.19. 86. 119 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessions: sigal gs DS Atack None 1
] . . D stributed Lhaut hori zed URL Access on
207.244.70.35 |lhited Sates |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . . Unaut hori zed URL Access to
91.200.12.73 Ukrai ne 147.237.77. 176 [nat pash. i df . i | ww cogat . i df . il /sip _storagelfil es/6/3916. pdf / t r ackback/ Bl ock !
Unaut hori zed URL Access to
66. 249. 66. 69 | srael 147.237.77. 176 |[nat pash. idf.il wawv cogat . i df . i1/ usefulinformation/idkoni m pages/ 23012011nasai |B ock 1
yot . aspx
] . . D stributed Lhaut hori zed URL Access on
204.13.200.200 |[hited Sates |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461 he/ dover . aspx. B ock 1
109. 66.127.98 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
46.121. 68. 45 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
m ny- kosher - kravi . i i i
217.132.101.33 [ srael 147.237.0.17 ny-kosher -kravi . id|i1legl Parameter Encoding rnd in . None 1
foil mny-kosher-kravi . i df.il/aj ax/ creat ecapt chai nage. aspx
109. 253. 221. 234/l sr ael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 1
104.155.236.4 |Uhited Sates |147.237.72.166|aka. i df .l Ml tipl e Unaut horized URL Access from 104. 155. 236. 4 Bl ock
66.249.78.146 |lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock
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