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|Top Attackers | n DDoS- Def ence |

|Attacker Country

Attacker Address

Target Address

Device Action

Count

Signature

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3083
80. 82. 64. 177 Net her | ands 147.237.76. 197 e. hinush.idf.il B ock_Udp Al _Nets dr op 1
208. 67. 1. 60 Lhited Sates 147.237. 76. 42 refuah.idf.il Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




01-03-2016-05:04:04 to 01-03-2016-06:04:04

|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Ste

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
199. 191. 56. 188 147.237.76. 44 Lhited Sates e.refuah. idf.il ET SCAN NMAP -sS wi ndow 1024 1
172. 98. 200. 238 147.237.77. 226 waw chanat z. aka. i df . i | ET SCAN NMAP -sS w ndow 4096 1
168. 62. 238. 153 147. 237.76. 199 Lhited Sates e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 114 147. 237. 77. 205 kr ai ne prisha.idf.il ET SCAN NMAP -sS wi ndow 1024 1
199. 191. 56. 188 147.237.76. 44 Lhited Sates e.refuah.idf.il ET SCAN NVAP -sS wi ndow 3072 1
172. 98. 200. 238 147. 237.77. 226 Wi chamat z. aka. i df i | ET SCAN NMAP -sS wi ndow 3072 1
168. 62. 238. 153 147.237.76. 198 Lhited Sates e.yohal an.idf .i | ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Action
41.33.231. 90 Egypt 147. 237.77. 216 |dover.idf.il drop SAMrul e drop 36
46. 19. 86. 193 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 14
107.195. 44. 214 |Wnited Sates [147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 13
79.179.56.51  |Israel 147. 237. 77. 170 |naarachot . i df i Bad TCP sequence SWretransmt wth different oo [12
w ndow scal e
208.115.111. 68 |[Wnited Sates |[147.237.77.74 |lawidf.il drop SAMrule drop 11
46. 19. 85. 53 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
46. 19. 86. 193 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
207.46.13.75  |Wited Sates |147.237.77.243|nobile.idf.il 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dr opped.
46.19. 85. 94 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d AGK nunber noni t or
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
195.34.150.18 |Austria 147.237.77. 216 |dover.idf . i1 Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |[nmonitor
Sreamng Engine: TCP Invalid i i SSi
199.30.25.105 |Wited Sates |147.237.76. 200 |ei tan. aka. idf.il 9 =g Invalid segnent retransmssion. |, 4
Ret ransm ssi on Packet dr opped.
s SYNretransmt wth different .
79.179.59.225 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e monitor |3
Sreamng Engine: TCP Invalid i i SSi
66.249.64.198 |lited Sates |147.237.77.243|nobile.idf. il 9 =g Invalid segnent retransmssion. g, 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
66.249.64.80  |UWited Sates |147.237.76. 200 |eitan. aka idf.il 9 =g Inval i d segnent retransmssion. |, 2
Ret ransni ssi on Packet dr opped.
185. 130. 5. 224 147.237.76.39 |nobile.meitav.idf.il |drop SAMrul e drop 1
168. 62. 238. 153 |Lhited Sates |147.237. 76. 199 |e. nakchal .i df il Geo-| ocati on enf or cenent ﬁfo'rgzi'mo” I nbound drop 1
81.169. 237. 146 |Ger many 147.237.76.38 |e.e.neitav.idf.il drop SAMrul e drop 1
216.218.206.78 |lhited Sates |147.237.77.226 V‘:V‘I"“ chanat z. aka. 1df o At t ack SYN -> SYN-ACK -> RST rej ect 1
185. 130. 5. 224 147.237.77. 234 |hal ag.idf .i| drop SAMrul e drop 1
37.142.137.25 |lsrael 147.237.72. 166 |aka.idf il Bad TCP sequence Invali d ACK nunber noni t or 1
185.3.144.122 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber monitor |1
149.78.159.86 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert 1
67.180.178.222 |Lhited Sates [147.237.77.216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Tineout [reject 1
207.46.13. 1 Lhited Sates |147.237.77.74 [lawidf.il drop First packet isn't SN drop 1
46. 19. 85. 83 I srael 147.237.72. 166 |aka.i df . i | Bad TCP sequence I'nval i d ACK nunber monitor |1
185. 130. 5. 224 147.237.76.86 [navy.idf.il drop SAMrul e drop 1
Anonynous s - .
8.37.227.81 Pr oxy 147.237.72. 166 |aka. i df . i | Bl ock HTTP Non Conpl i ant Response out of state noni t or 1
168.62. 238. 153 |Wnited Sates [147.237.76. 202 |e. hal ag. i of . Geo- | ocati on enf or cenent ﬁ?o'r ggﬁ;'mo” I nbound drop 1
82.211.19.129 |Ger many 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
193. 200. 241. 195|Ger many 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |[reject 1
185. 130. 5. 224 147.237.0.15  |kosher-kravi.idf.il drop SAMrul e drop 1
149.78.159.86 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d AGK nunber monitor |1
67.227.163.231 |Lhited Sates [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |[monitor |1
185. 130. 5. 224 147. 237.77. 216 |dover.idf.il drop SAMrul e drop 1
31.210. 187. 107 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber monitor |1
184. 105. 139. 104|lnited Sates |147.237.77.233[atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
101. 198. 159. 31 |Chi na 147.237.0.34  |tikshuv.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
46.120.17.242  |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d AGK nunber monitor |1
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 1
185. 130. 5. 224 147.237.8.27 |e.nadimatal .idf.il drop SAMrul e drop 1
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 178 I srael 147.237.77. 216 |dover.idf . il Bad TCP sequence I'nval i d ACK nunber alert 1
185. 130. 5. 224 147. 237.77. 227 |e. hanaz. i df . i | drop SAMrul e drop 1
37.26.146.239 |lsrael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139, 107|Wited Sates |147. 237.76. 197 |e. hi rush.i of .| Geo- | ocati on enf or cenent g;’o'r ggi;:mon I nbound drop 1
107.150.60.76 [lhited Sates [147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
45.79. 168. 168 147.237.77. 176 |nat pash. i of . | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |[monitor |1
185. 130. 5. 224 147.237.76.34 |yohal an.idf.il drop SAMrul e drop 1
168. 62. 238. 153 |[hited Sates [147.237.76.177 |ncore.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1




01-03-2016-05:04:04 to 01-03-2016-06:04:04

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
] . . D stributed Unauthori zed URL Access on
208.184.112.74 |lhited Sates|147.237.77. 216 |dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
79.183.129.194 [israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock
66.249. 78.159 |l srael 147.237.77.216|dover.i df .l Lhaut hori zed URL Access to wanidf.il/error. htm B ock
; . . D stributed Lhaut horized URL Access on
107.178.194.87 |lhited Sates|147. 237.77. 216 (dover.idf . il v i df i | / 1133 22638- he/ dover . aspx. Bl ock 1
79.179.59.225 [Israel 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1274-he/ at al . aspx B ock 1
66.249.66. 191 |lsrael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147. 237. 76. 42/ 1730- he/ r ef uah. aspx B ock 1
m ny- kosher - kr avi . j i
176.12.144.80 |Israel 147.237.0.17 |" Y llegal Paraneter Encoding rnd in . None |1
idf.il mny-kosher -kravi . i df .i1/aj ax/ creat ecapt chai nage. aspx
104. 130. 141. 191 |Uhited Sates|147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to refua.atal.idf.il/bl og/ wo-admn/ B ock 1
. . D stributed Lhaut hori zed URL Access on
66. 249.78. 240 | srael 147.237.72.166 [aka. i df . i | 147.237. 72. 166/ gi yus/ f or uni asp/ showf or um asp Bl ock !
2.54.50. 124 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
109. 253. 144. 137|I srael 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
- - Unhaut hori zed URL Access to
66.249.78.146  [Israel 147.237.72. 166 |aka. i df . i | v aka, i o .1/ gi yus/ gener al . . . 067&doci d=31516 B ock 1
193.143.77.10 |Pol and 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/wp/wp-admin/ B ock 1
; . . D stributed Lhaut hori zed URL Access on
107.178.194.79 |lhited Sates|147. 237.77. 216 (dover. i df.il v i df i | / 1133 22638- hel dover . aspx. Bl ock 1
68.142.232.21 |lnited Sates|147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/ol d/wp-admn/ B ock 1
23.254.113.26 |Wited Sates|147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua.atal .idf.il/wp-admn/ B ock 1
] - - D stributed Lhaut hori zed URL Access on
208.184.112. 74 |Wnited Sates|147.237.77.216|dover.idf .il v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
157. 55. 39. 32 Lhited Sates|147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/nai n/ hone/ def aul t. aspx Bl ock 1
87.68.153.211 |[lIsrael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in wwatal .idf.il/1437-he/at al . aspx B ock 1
. . Ml tiple Ful I width/Hal fw dth Lhi code Encodi ng on URY Par anet er (+)
66.249.78.159 [l srael 147.237.77.216|dover . i df . i £ om 66. 249. 78. 159 B ock 1
199. 188. 204. 160|United Sates|147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua.atal.idf.il/wordpress/wp-adnin/ B ock 1
] - - D stributed Lhaut hori zed URL Access on
107.178.194.83 |Lhited Sates|147. 237.77. 216 (dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
68.180. 231. 40 [Lnited Sates|147.237.77.74 [lawidf.il Wnauthori zed URL Access to Bock |1
wwy | aw i df . i | / consol e/ core/ doc_ngr/ doc_ngr. asp
. . . Unknown Par anet er searchText in
66.249.64.80  |Israel 147.237.76.200(ei tan. aka.i df . il Wi ei tan. aka i df .1/ 1001-en/ ei t an. aspx None 1
213.57.238.57 |[Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Gonnection - sigal gs DoS Attack None 1
157.55.39. 137 |Uited Sates|147.237.72.166|aka. i df .i | Lhknown Paraneter KEY in aka.idf.il/ishurinicityofficers/ None 1
. - . Unaut hori zed URL Access to
91.200.12.73  |kraine 147.237.77. 176 [nat pash. i df . i | wiw cogat i df i /i p storagelfil es/ 63916, pdf /t r ackback/ Bl ock 1
66.249.78. 159 |lsrael 147.237.77.216|dover. i df . il Mil ti pl e Unaut horized URL Access from 66. 249. 78. 159 B ock 1
] - - D stributed Lhaut hori zed URL Access on
204.13.200. 200 |thited Sates|147.237.77.216(dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
’ . . D stributed Unaut hori zed URL Access on
107.178.194. 87 |Wnited Sates|147.237.77. 216 [dover. i df .i | v i dff i 1/ 1133- 22461 he/ dover . aspx. Bock |1
68.197.130. 139 |[lLhited Sates|147.237.72.166|aka. i df . il Lhaut hori zed URL Access to wwy aka. i df.il/main/ B ock 1
Unaut hori zed URL Access to www atal .idf.il/1498-he/ atal . aspx Bt
. . N2NDYDY: BTy B2 N?2E2 BYD, N... B, N2N?D»bub” b¥E? b° v, N?N...
66.249. 66. 125 [l srael 147.237.77.233|atal .idf.il P® BYE? BYRED, N, DLNED, B B° D DYAKDL B* PUBYBURED® B> NED® K Bl ock 1
N.D, DY
] . . - Unaut hori zed URL Access to
157.55.39.205 |Lhited Sates|147.237.76.200(ei tan. aka. i df . il v ei tan. aka, i df i1/ 1105- en/ cont act us. aspx Bl ock 1
93. 180. 68. 68 Net herl ands |147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to refua. atal.idf.il/test/wo-admn/ B ock 1
207.46.13.123 |Wnited Sates|147.237.77.216|dover.idf . il Unaut hori zed URL Access to waw i df . i/ hi mush/ sitel he/ hi nush. asp B ock 1
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