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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3260
208. 67. 1. 60 Lhited Sates 147.237.76. 196 e.sviva.idf.il B ock Np Al Net drop 1

46. 166. 188. 68 Net her | ands 147.237.76. 44 e.refuah.idf.il |Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Address |Site |Sgnature Devi ce Action |Oount‘

198. 58. 86. 14 Lhited Sates 147.237.77.216 |dover.i df.i19813: HITP. WrdPress Thene Divi Directory Traversal Ml nerability B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address At acker Signature
Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
211. 44, 250, 196 |147. 237. 76. 199 Ok‘f’rea RepUBI i C 1 eichal i of i ET SCAN Potential SSH Scan 1
Russi an . . . .
5.141.118.168 (147.237.76.196|_ -~ e.svivaidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
5.141.118. 168 |147.237.76. 44 gjzg'ion erefuah.idf.il ET SCAN Potential SSH Scan 1
211. 44, 250. 196 |147. 237. 76. 197 Efrea’ Republ i C o i rush. i f i | ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77. 178 |Chi na e. nat pash. i df . i1 ET SCAN Potential SSH Scan 1
5.141.118.168  |147.237. 72, 217 |8 an eid.il ET SCAN Potential SSH Scan 1
Feder at i on
211. 44. 250. 196 |147.237.76.177 Okfrea Republic | e idh il ET SCAN Potential SSH Scan 1
59. 45, 79. 117 147.237.77.74 |China lawidf.il ET SCAN Potential SSH Scan 1
5.141.118.168 |147. 237. 72, 156 | XSS " anan. i df i ET SCAN Potential SSH Scan 1
Federati on
211. 44,250, 196 |147. 237.76. 148 Okfrea’ Republic | center. aka.idf. il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8.50 [China e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
5.141.118.168 |147.237.0.16 23:::;'}0” ny-kosher-kravi.idf.il  |ET SCAN Potential SSH Scan 1
211. 44. 250. 196 |147. 237. 76. 86 Efrea’ RepUbI T C )y, i of i ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0.17 |[China mny-kosher-kravi .idf.il |ET SCAN Potential SSH Scan 1
5.141.118.168  |147. 237. 77, 243|XSSIan nobi | e.idf.il ET SCAN Potential SSH Scan 1
Feder at i on
120. 214. 107. 1701147 237 8. 28 | il ks idh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net 1
. . . . . O. 1 ha €. NDDI | e-KS. | . . .
Gonnections, Potential Scan or Brute Force
5.141.118. 168 |147.237.77.170 gg::;”ion naar achot . i df . i | ET SCAN Potential SSH Scan 1
118.69. 191. 166 [147.237.76.31 |V etnam nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
211. 44,250,196 |147. 237. 76. 201 Okfrea’ Republic 1o atalidh.il ET SCAN Potential SSH Scan 1
Russi an ! . . .
5.141.118.168 [147.237.76.197|_ -~ . e hinush.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237. 77. 226 |Chi na v chanat z. aka. i df . il |ET SCAN Potential SSH Scan 1
5.141.118.168 |147.237. 76, 177 |8 " ncore.idf il ET SCAN Potential SSH Scan 1
Federati on
211. 44,250, 196 |147. 237.76. 198 Okfrea' RepUDIIC o el an. i of i ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.77. 212 |Chi na e. dover.idf.il ET SCAN Potential SSH Scan 1
5.141.118. 168 |147.237.76.34 ?éj:::ﬂm yohal an.i df . i ET SCAN Potential SSH Scan 1
211. 44, 250, 196 |147. 237.76. 196 okfrea’ Republ i C o Svivaidt.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237. 77. 121 |Chi na e navy.idf.il ET SCAN Potential SSH Scan 1
5.141.118.168  |147. 237. 72. 166|255 &1 aka.idf.il ET SCAN Potential SSH Scan 1
Feder at i on
211. 44. 250. 196 |147.237.76.176 ok‘f’rea RepubliC [ ot ncore.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 176 |Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
5.141.118.168 |147.237.0.34 |sSian ti kshuv. i df i ET SCAN Potential SSH Scan 1
Federati on
211. 44,250, 196 |147. 237. 76. 147 Okfrea' RepUbI i C | i ich, aka i df i1 ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0.35 |China akaws. i df .il ET SCAN Potential SSH Scan 1
209. 126. 116. 147|147. 237. 76. 42 |lLnited Sates refuah.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0.15 |China kosher-kravi . i df.il ET SCAN Potential SSH Scan 1
183 56.204.80  |147 237 8. 27 | vadimatal idf il ET SCAN Behavi oral Lhusual |y fast inbound Tel net 1
. . . . . O. I na e. I m . . . .
Gonnections, Potential Scan or Brute Force
5.141.118. 168 |147.237.77.178 gjzg'ion e. nat pash. i df . i | ET SCAN Potential SSH Scan 1
118. 69. 191. 166 [147.237.76.31 |V etnam nakchal .idf.il ET SCAN NVAP -sS w ndow 4096
211. 44. 250, 196 |147.237. 76. 202 Okfrea RepUDI I C | oy ag. i i ET SCAN Potential SSH Scan 1
Russi an . . .
5.141.118.168 [147.237.76. 201 . eatal.idf.il ET SCAN Potential SSH Scan 1
Feder at i on
104. 219. 238. 10 [147.237.0.34 tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker ) . Devi ce
Attacker Address count ry Target Address |Ste Signature Acti on
41.33.231. 90 Egypt 147. 237. 77. 216 |dover.i df .i | drop SAMrule drop 30
160.39.34.32  |Wnited Sates |147.237. 7. 170 |naarachot i f i Bad TCP sequence SiNretransmt wth different | oo 13
w ndow scal e
190. 140. 57. 223 |Pananma 147. 237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 12
. . SYNretransnmit wth different .
79.179. 56. 51 | srael 147.237.77. 170 |maar achot . i df . i | Bad TCP sequence Vi ndow scal e noni t or 12
46. 19. 85. 181 I srael 147.237.77. 234 |hal ag.idf.i | Bad TCP sequence Invalid ACK nunber nonitor |10
46.19. 85. 181 I srael 147.237.77.234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
46. 19. 85. 99 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACGK nunber noni t or
46. 19. 85. 99 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber alert
Sreanming Engine: TCP Invalid i i ssi
46.19. 86. 31 I'srael 147. 237.77. 243 |nobi l e i f . 9 =g Invalid segnent retransmssion. . 6
Ret r ansni ssi on Packet dropped.
168.235.196. 90 |Lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 5
46. 19. 86. 106 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
79.176.178.63 |lIsrael 147.237.77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 86. 250 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |4
195.34.150.18 |Austria 147. 237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor (4
Sreamng Engine: TCP Invalid i i ssi
199.30.25.53  |wnited Sates [147.237.76. 200 [ei tan aka idf il 9 =g Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dr opped.
54.183.189. 131 |lWhited Sates |147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenment S;?O'rggi:]fn I nbound drop 2
185. 100. 86. 86 147.237.77. 216 |dover.idf .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
54.183.179. 194 |UWited Sates |147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenment Geo-I ocati on i nbound drop 2
enf or cenent
178.32.53. 53 Eiqlr:gegom 147.237.77. 216 |dover.idf . il Drectory Traversal directory traversal overflow noni t or 1
169. 229. 3. 91 Lhited Sates [147.237.76.39 |mobile neitav.idf.il [drop SAMrul e drop
109. 201. 152. 5  |Netherl ands 147.237.77. 216 |dover.idf.il O rect ory Traver sal directory traversal overflow noni t or
77.247.181. 165 |Net herl ands 147.237.77. 216 |dover.idf .i Drectory Traversal directory traversal overflow noni t or 1
184. 105. 139. 124|Wnited Sates  |147.237.0. 16 ir'l’"k°5her'krav"'df' SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
169.229.3.91 Lhited Sates |[147.237.77.243|nobile.idf.il dr op SAMrule drop 1
37.187.129. 166 |France 147.237.77. 216 |dover. i df .i | Drectory Traversal directory traversal overflow noni t or 1
93. 115. 95. 202 g”&;ymus 147. 237. 77. 216 |dover. i df . i | SYN At t ack SYN -> SYN-ACK -> Timeout  |reject 1
: s SWNretransmit wth different
64.19. 78. 242 Wited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence wi ndow scal aert 1
184.105.139. 75 [lhited Sates |[147.237.77.205 |prisha idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.19. 85. 181 I srael 147.237.77. 234 |hal ag.i df .il Bad TCP sequence Inval i d AGK nunber aert 1
169. 229. 3. 91 Lhited Sates |147.237.76.200|eitan. aka.idf.il drop SAMrul e drop 1
149. 202. 47. 181 |Ger many 147.237.77. 216 |dover.idf.il D rect ory Traver sal directory traversal overflow noni t or 1
193. 90. 12. 86 Nor way 147.237. 77. 216 |dover. i df .i | Drectory Traversal directory traversal overflow noni t or 1
184. 105. 139. 126|lhited Sates [147.237.72. 166 |aka. idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
171.25.193.20 [Sweden 147.237.77. 216 |dover.idf.il Directory Traversal directory traversal overflow noni t or 1
169.229.3.91 Lhited Sates [147.237.8.46 [e.chinuch.idf.il dr op SAMrul e drop 1
216.218.206. 74 |Wited Sates |147.237.77.178|e natpash.idf.il Geo- | ocati on enf or cenent S;?o'rggi'nf” I nbound drop 1
Anonynous s : ] .
93.115. 95. 216 Proxy 147.237.77. 216 |dover.idf .i | Drectory Traversal directory traversal overflow noni t or 1
185. 130. 5. 224 147.237.76.42 |refuah.idf.il drop SAMrul e drop 1
64.19.78.242  |[lnited Qates |147. 237.77. 216 |dover. i df il Bad TCP sequence SWretransmt with different | onior 1
w ndow scal e
184.105. 139. 83 |lhited Sates [147.237.0.34 |[tikshuv.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
169.229.3.91  |Wited Sates [147.237.76.202 e hal ag.idf.il Geo- | ocati on enf or cenment Geo-I ocati on i nbound drop 1
enf or cenent
5.29. 36. 236 I srael 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d AGK nunber noni t or
153.183.9. 157  |Japan 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber alert
184. 105. 247. 239|thited Sates |[147.237.0.19 |nadimatal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
51. 255. 202. 66 Eiqlr:gegom 147.237.77. 216 |dover.idf . il Drectory Traversal directory traversal overflow noni t or 1
176.10.99. 207  [Snitzerland 147.237.77. 216 |dover. i df .i | D rectory Traversal directory traversal overflow noni t or 1
41.33.232. 66 Egypt 147.237.77. 216 |dover.idf i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |monitor 1
169. 229.3.91 Lhited Sates |147.237.72. 156 |anan.idf.il dr op SAMrul e drop 1
216.218.206. 102|hited Sates |147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

Devi ce

A tacker

count ry Target Address |Site Sgnature Action ‘Count
] . . DO stributed Unaut hori zed URL Access on
107.178.194.79 |Lnited States  |147.237.77.216|dover. i df . il v i dff i 1/ 1133- 22638- hel dover . aspx. B ock 2
’ - . D stributed Lhaut hori zed URL Access on
107.178.194. 87 |Lhited Sates  |147.237.77.216|dover. i df .il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
] . . DO stributed Unaut hori zed URL Access on
208.184.112.74 [Wited States  [147.237.77.216 |dover. i df .i | v i dff i 1/ 1133- 22461- hel dover . aspx. B ock 2
109. 253. 222. 76 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
176.12.137.88 |[Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock
64.19.78.242 |wnited Sates [147.237.77.216|dover.idf.il Dstributed Whaut horized URL Access on 147.237.77. 216/ B ock
. . URL is Above Root Drectory
149. 202. 47. 181 |Ger many 147.237.77.216|dover.i df .i | v i o i1/ ./ shared/cl i entscri pts/j query/j query-1 4.2, min. | s B ock 1
69. 197. 169. 202 |Uhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/wp-1ogin. php B ock 1
. ny- kosher - kravi . i df . .
184.105. 139. 68 |Lhited Sates [147.237.0. 16 i Unaut hori zed URL Access to 147.237.0. 16/ B ock 1
. . Unaut hori zed URL Access to
66.249.78.97 [israel 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or Um asp B ock 1
. . D stributed Lhaut hori zed URL Access on
149. 202. 98. 160 |Ger many 147.237.77.216|dover.i df .i | v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
78.79.28.241  [Sweden 147.237.77. 216 |dover.i df . i Uhaut hori zed LRL Access to wawidf.il/arr/ B ock 1
40.77.167.37 |wnited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df . i|/hebrew news/ netuni mstm |B ock 1
’ - . D stributed Lhaut hori zed URL Access on
204.13.200. 200 [Wited Sates [147.237.77.216 |dover. i df .i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
109. 67. 212. 205 |I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages/ shar e bul | et 1. gi f Bl ock 1
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 66. 249. 78. 234 B ock 1
157.55.39. 210 |thited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw idf.il/aman B ock 1
84.111.124. 171 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS Atack None 1
46.19. 86. 31 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 1
68.180.229. 173 |Lhited Sates [147.237.72.166|aka.idf.il Untraceabl e SSL Sessions: sigal gs oS Atack None 1
157.55.39. 237 |UWited Sates |147.237.72.166|aka.idf.il Uhaut hori zed LRL Access to ww aka. i df.il/tenpl ates/inner. asp B ock 1
- . D stributed Lhaut hori zed URL Access on
94.242.246.24 |Luxenbourg [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
46. 19. 86. 31 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 1
’ - . D stributed Lhaut hori zed URL Access on
208.184.112. 74 |Wnited Sates |147.237.77.216|dover.idf .il v i dff . i 1/ 1133- 22638- he/ dover . aspx. B ock 1
136. 243. 48. 82 |Ger many 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to www i df.il/894-en/i df gdover. aspx Bl ock 1
69. 197. 169. 202 |Lhited Sates [147.237.77.216|dover.idf .il PHP Att enpt B ock 1
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