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|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il|DOS- Tool - Swi t chbl adG dest - r eset 3083
66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il |TQP handshake viol ation, first packet not syn dr op 983
0.0.0.0 147.237.77. 216 dover.idf.il|HTTP Page H ood Attack

drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site ‘Sgnai ure Devi ce Action |Oount

69. 30. 215. 142 Lhited Sates 147.237.77. 74 lawidf.il CL000106: HTTP. naj estic bot B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

‘Ste

Signature

66.249. 66. 64  |147.237.77.233|lhited Sates |atal.idf.il ET SCAN NVAP -sA (2) 8
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
62. 210. 100. 170 |147.237.0.17 |France mny-kosher-kravi.idf.il [ET WEB_SERVER ol dFusi on admi ni strator access 1
172. 98. 200. 238 |147. 237. 8. 14 e.orchot.idf.il ET SCAN NVAP -f -sS 1
41.33.231.90 [147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 1
94.230. 85. 236 [147.237. 77. 216 || srael dover.idf.il portscan: TCP DO stributed Portscan 1
91.201. 236. 113 [147. 237. 76. 39 |lkrai ne mobi | e. nei tav. i df.il ET SCAN NMAP -sS wi ndow 1024 1
91.201. 236. 113 [147.237.0.19  |lkrai ne madi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
78.193.2.8 147.237.0.19 |Rance madi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
189, 62. 143, 123 |147. 237 8. 27 |mrazi| o radimatal idf i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
62. 210. 100. 170 |147.237.0.34 |France tikshuv. idf.il PCLI CY- OTHER Adobe (ol dFusi on adnin interface access 1
at t enpt
183.60.48.25  [147.237.76. 198 |Chi na e.yohal an.idf .il ET SCAN Potential VNC Scan 5900- 5920 1
62.210. 100. 170 |147.237.0.19 |France nadi matal .idf.il PCLI G- OTHER Adobe (ol dFusi on adm n interface access 1
at t enpt
183.60.48.25 |147.237.76.31 |China nakchal . i df i ET SCAN Potential WNC Scan 5900- 5920 1
62.210. 100. 170 [147.237.0.17 |Fance mny-kosher-kravi .idf.il PCLI Cy- OTHER Adobe ol dFusion admin interface access 1
at t enpt
172. 98. 200. 238 |147. 237. 8. 14 e.orchot.idf.il ET SCAN NMAP -sS wi ndow 2048 1
61.240. 144. 65 |[147.237.8.46 [China e.chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
114241 8 219 |147. 237 8. 28 |cni na o nobi | e ks, i df | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
91. 201. 236. 114 |147. 237.72. 14 |krai ne dover.idf.il (ol d) ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
91. 201. 236. 113 [147. 237. 76. 39 |lkrai ne nobi | e. nei tav.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
20,178, 209. 60 |147. 237 76.30 |1 5 ael b s i i | ET DC5 Large anount of TCQP Zer oWndow - Possible Nkiller2 1
DDos attack
183.60.48.25  [147.237.76. 199 |Chi na e. nakchal .idf .i | ET SCAN Potential VNC Scan 5900- 5920 1
62. 210. 100. 170 [147.237.0.34 |Fance tikshuv.idf.il ET VBB SERVER (ol dFusi on adnini strat or access 1
183.60.48.25 |147.237.76.86 |China navy.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
62. 210. 100. 170 [147.237.0.19 |Fance nadi matal .idf.il ET VBB SERVER (ol dFusi on adnini strat or access 1
183.60.48.25 [147.237.0.17 |China mny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41.33.231. 90 Egypt 147. 237. 77. 216 |dover . i of . i | drop SAMrul e drop 35
Sreaning Engine: TCP Invalid i i ssi
109. 64.24.122  |Israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 Invalid segnent retransmssion. |, ., 21
Ret r ansni ssi on Packet dropped.
109.64.81.139  |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SN retransnt wih different monitor |19
w ndow scal e
C e SWNretransnmit wth different .
79.179. 56. 51 I srael 147. 237. 77. 170 |n@ar achot . i df . i | Bad TCP sequence vi ndow scal e nonitor |12
Sreaning Engine: TCP Invalid i i ssi
46.19.85.207  |Israel 147.237.77. 243 |robi L e, i of . i1 9 =g Invalid segnent retransmssion. g, 12
Ret ransmi ssi on Packet dropped.
5.22.130. 103 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber moni tor |9
Sreaming Engine: TGP Invalid i i ssi
37.26.146.222 |israel 147.237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. |, 9
Ret ransni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 186. 120. 2441 sr el 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
84.229.127.57 | srael 147. 237. 77. 170 |nar achot . i of . i Bad TCP sequence S retransmt with different monitor |6
w ndow scal e
Sreaning Engine: TGP Invalid i i ssi
46.19.86.152 | srael 147. 237.72. 166 |aka. i of . i1 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 6
Sreanming Engine: TCP Invalid i i sSi
185.3.144.42  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dropped.
46. 236. 24. 52 LKTI;;gom 147. 237. 77. 170 |naar achot . i f . | drop First packet isn't SIN drop 5
78.53.74.195  |Ger many 147.237.77. 170 |naar achot . i df . i | Bad TCP sequence SWretransmt with different —foon o g
w ndow scal e
2.54.166. 199 I srael 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 4
78.27.105.231  |Finland 147. 237. 77. 170 |nar achot . of . i Bad TCP sequence SN retransnt wih different monitor |4
w ndow scal e
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .i | B ock HTTP Non Conpl i ant Failed to handl e connection data [nonitor |4
Sreaming Engine: TGP Invalid i i ssi
185.3.147.127 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
46. 249. 251. 203 |Nor way 147.237.77.74 |lawidf.il drop Frst packet isn't SN drop 3
Sreamng Engine: TCP Invalid i i ssi
79.180. 145. 123 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |y ., 3
Ret r ansni ssi on Packet dr opped.
149. 78. 32. 249 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 3
Sreaning Engine: TCP Invalid i i ssi
79.176.3.203  |Israel 147.237.72. 166 |aka. i of . i | 9 =9 Invalid segnent retransmssion. |, ., 3
Ret r ansni ssi on Packet dropped.
46. 19. 85. 28 | srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or
75.126.221.55 |[Uhited Sates [147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [noni tor
o SN retransmit wth different .
149. 78.138. 192 | srael 147. 237. 77. 170 |n@arachot . i df . i | Bad TCP sequence vi ndow scal @ nonitor |3
Sreaning Engine: TCP Invalid i i sSi
79.177.171.169 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
46.19. 85. 36 I srael 147. 237.77. 226 ;"”W“Cha”atz'aka' 'df-11gad TOP sequence Invalid ACK nunber monitor (3
C e SWNretransnmit wth different .
84.229.38.122 |Israel 147. 237. 77. 170 |n@arachot . i df . i | Bad TCP sequence vi ndow scal e nonitor |2
Sreaning Engine: TCP Invalid i i ssi
66.249.78.146 |Wnited Sates [147.237.72. 166|aka idf.il 9 =g Invalid segnent retransmssion. g, 2
Ret ransmi ssi on Packet dropped.
89. 138. 50. 32 I srael 147.237. 72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber moni tor |2
78.178.40.181  |Turkey 147.237.77. 216 |dover.idf .il dr op SAMrul e drop 2
75.126.221.55 |lhited States [147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |[monitor |2
94.230. 86.129 |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber moni tor |2
5.22.131.42 I srael 147.237.72. 156 |anan.i df .il Bad TCP sequence Invalid ACK nunber nonitor |2
149. 88. 7. 145 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
149. 88.62. 118 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber moni tor |1
209. 126. 116. 147|Wited Sates [147.237.8.14 e orchot.idf.il Geo- | ocati on enf or cenent Sg?olrgzi'n?” i nbound drop 1
101.198. 159. 31 |Chi na 147.237. 76. 200 |eitan. aka i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
42.62.74.76 Chi na 147.237. 72. 156 |anan. i df . il dr op First packet isn't SYN drop 1
169. 229. 3. 91 Lhited Sates |147.237.77.61 |e.cogat.idf.il drop SAMrul e drop 1
169.220.3.91  |United Sates [147.237.0.17 [TV kosher-kravi- 1d 14r op SAMrul e drop 1
185. 130. 5. 224 147.237.77.235|sviva. i df .il dr op SAMrul e drop 1
46.19. 85. 36 I srael 147.237.77. 226 :’W"“Cha”atz'aka' Tt T sy At tack SYN -> SYN-ACK -> RST rej ect 1
169. 229. 3. 91 Wited Sates |147.237. 77. 234 |hal ag.idf .| drop SAMrul e drop 1
23.252.189.61 [lWited Sates [147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
81.169. 237. 146 |Ger many 147.237.8.46 |e.chinuch.idf.il drop SAMrul e drop 1
169.229.3.91  |Wited Sates [147.237.72. 217 e i cf .l Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
157.55.39. 167 |Uhited Sates [147.237.76.200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
209. 126. 116. 147|Wited Sates [147.237.8.24 |elifestyle.idf.il Geo- | ocati on enf or cement gﬁ?;'rggi'mon I nbound drop 1
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

Country Action
79.177.1.223  |israel 147.237.0.34 |tikshuv.idf.il Too Miny of the Sane Response Code (404) in Session from Bock |12
79.177.1.223
176. 13. 8. 59 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 8
208.115.111. 72 |Uhited Sates |147.237.76.86 |navy.idf.il tnaut hori zed UR. Access to Bock |6
navy.idf.il/giyus/forunasp/ showf orum asp
109. 65. 32. 102 |l srael 147.237.77.243|nobi l e.i df . i | Ml tiple Uhauthorized URL Access from 109. 65. 32. 102 B ock
109. 66. 111. 119 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
176.13.17. 74 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None
. . . Unhaut hori zed URL Access to
109. 65. 32. 102 |l srael 147.237.77.243|nobi l e.i df . i | nobi | e, i o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 B ock 3
46. 19. 85. 207 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock
37.142.64.5 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
82. 80. 159. 29 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None
] . . DO stributed Uhauthorized URL Access on
107.178.194.87 |Wnited Sates |147.237.77.216|dover.idf.il v i dff i | / 1133- 22638- hel dover . aspx. Bl ock 2
37.26.147.245 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
84.228.55.163 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DS Attack None
79.183.17.245 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None
- - Unhaut hori zed URL Access to
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai v gi yus/ gi yus/ gener al . aspx B ock 1
109. 92. 148. 174 147.237.77. 176 |nat pash. i df . i | Distributed Wauthorized URL Access on ww cogat . i df . il/xmirpc. php |Bl ock 1
. . O stributed Whaut hori zed URL Access on
46.166. 190. 150 |Netherlands  |147.237.77.216|dover. i df .i | v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
] . . O stributed Whaut hori zed URL Access on
107.178.194.79 |Wnited Sates |147.237.77.216|dover.idf.il v i dff i | / 1133- 22461- hel dover . aspx. Bl ock 1
79.183.31.12 I srael 147.237.72.166|aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS Atack None 1
207.46.13.105 |Wited Sates [147.237.72.166(aka.idf.il Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock
68.180.228. 112 |lLhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwu i df.il/894-he B ock
. ; . Unaut hori zed URL Access to
66. 249. 65. 86 I srael 147.237.76. 147 chi nuch. aka. i df . i | wawe chi nuch. aka. i df . i |/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
41.44.136.222 |Egypt 147.237.77.216|dover.idf.il PHP At tenpt B ock 1
Anonynous . . D stributed Uhauthorized URL Access on
93.115.95.216 |5 o 147.237.77. 216|dover . i df . i | v i dff i |/ 1133 22638- hel dover . aspx. Bl ock 1
. . . . |Paraneter Type Mol ation ctl 00$Cont ent A acetbl der 1$t xt Password i n
2.54, 55,53 I srael 147.237.76.39 |nmobil e. neitav.idf.i nobi | e. nei tay. i o i |/t enpl at es/ | ogi n. aspx B ock 1
192.116. 1. 27 I srael 147.237.77.216|dover . i df . i Lhaut hori zed URL Access to waw idf.il/adnin Bl ock 1
. . DO stributed Whaut hori zed URL Access on
79.176.57. 41 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl el shar ed/ reset . css B ock 1
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
109. 253. 147. 111|I srael 147.237.72.166|aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
] . . DO stributed Whaut hori zed URL Access on
107.178.194.83 |[lhited Sates |147.237.77.216(dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
m ny- kosher - kr avi . _ . -
62.210. 100. 170 |France 147.237.0. 17 df il Uhaut hori zed URL Access to 147.237.0. 17/ cfide/ adnmini strator/ B ock 1
37.142.64.8 I srael 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None
208.115.111.72 |thited Sates [147.237.76.86 [navy.idf.il Mil tiple Unauthorized URL Access from 208.115. 111. 72 B ock
185. 32.179. 146 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 1
. . DO stributed Whaut horized URL Access on
77.40.129. 123  |Nor way 147.237.77.216|dover.i df . il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
66. 249. 66. 21 I srael 147.237.76.31 |nakchal .idf.il Distributed Unauthorized URL Access on 147.237.76.31/robots. txt  |B ock 1
41.44.136.222 |Egypt 147.237.77.216|dover.i df . i Uhaut hori zed URL Access to waw idf.il/xmrpc. php B ock 1
Unknown Paraneter catld in
94.159.211.96 |Israel 147.237.72. 166 |aka. i df . i | v aka. i df . i1/ mai n/ gi yus/ mai n/ gi yus/ r esour ces/ i nages/ nast er / f avi co |[None 1
n. gif
. . DO stributed Uhauthorized URL Access on
5.29.116. 23 I srael 147.237.77.233(atal .idf.il 147, 237.77. 233/ 1136- hel at al . aspx Bl ock 1
194. 72. 238. 241 z‘;;gom 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to / Bl ock 1
79.177.1. 223 I srael 147.237.0.34 |tikshuv.idf.il Too Many 404: Response Code per Session B ock 1
66.249.78.146 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka.idf.il/giyus/general /default.a  |B ock 1
157. 55. 39. 75 Lhited Sates |[147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robot s. t xt B ock 1
62. 210. 100. 170 |France 147.237.0.19 |nadimatal .idf.il Uhaut hori zed URL Access to 147.237.0. 19/ cfi de/ adni ni strat or/ B ock 1
84.108. 34.58 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code Bl ock 1
37.142.68.55 I srael 147.237.77. 176 [mat pash. i df . i | Distributed PP Atenpt Bl ock 1
185. 32.179. 210 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Gode B ock 1
. . O stributed Whaut horized URL Access on
77.40.129.123  |Nor way 147.237.77. 216 |dover . i df . i | v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
66. 249. 66. 61 I srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to wawi i df . il/894-en/i df gdover. aspx B ock 1
Unaut hori zed URL Access to
. . waw. navy. i df . i1/1295- he/ navy. aspx&a=u&ed=0ahukewj r - ef On4zka
95.86.71.99 | srael 147.237.76. 86 [navy. i df. i hwcuhokhx26adqqgf ggi maa&usg=af qj cngn7j hlgyOaygvvkj wj aonxyt 4ba B ock !
g
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