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|Top Attackers | n DDoS- Def ence |

Site

Attacker Address |Attacker Country |Target Address

Signature

Device Action |Count |

78.53. 74. 195 Ger many 147.237.77.170 naar achot . i df . il HTTP- POST- Segnent ed- DoS dest - r eset 4515
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 3087
54.72.0. 55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
208. 67. 1. 60 Lhited Sates 147.237.76. 202 e halag.idf.il Bock Np All _Net drop 1
94. 56. 148. 188 Lhited Arab Emrates 147.237.77. 226 ww chanat z. aka. i df . i | L4 Source or Dest Port Zero drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
66.249.78.146 |147.237.72.166|Wited Sates |aka idf.il ET SCAN NVAP -sA (2) 2
180. 150. 177. 188|147. 237. 77. 233 |Chi na atal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
113. 240. 35. 140 |147.237.8.50 [China e.tikshuv.idf.il |ET SCAN Potential SSH Scan 1
61.240. 144. 67 |147.237.72. 167 |Chi na ishurimaka.idf.i|ET SCAN NMAP -sS wi ndow 1024 1
4138 198. 6 147. 237.76. 34 |Egypt yohal an.i o1 ET SCAN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
222.134.35.175 [147.237.72.167|China ishurimaka.idf.i|ET SCAN Potential SSH Scan 1
222.134.35.175 |[147.237. 72. 156 |Chi na aman.idf.il ET SCAN Potential SSH Scan 1
185.130. 5. 224  |147.237.77. 235 sviva.idf.il ET SCAN NMAP -sS wi ndow 1024 1
168. 62. 238. 153 |147.237.77.74 |thited Sates [lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
61.240.144.66 [147.237.76.30 [China hi nush. i df . i | ET SCAN NVAP -sS w ndow 1024 1
222.134.35.175 |147.237.72.217|China eidf.il ET SCAN Potential SSH Scan 1
222.134.35.175 [147.237.72.166|Chi na aka idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
78.53.74.195 Ger many 147.237.77. 170 |nmar achot . i of . i [|dr op First packet isn't SN drop 444
78.53.74. 195 Ger many 147.237.77. 170 |nmar achot . i df . i [|dr op drop 75
87.69.86.107  |Israel 147.237.77.233|atal .idf.il  [Bad TCP sequence S retransmt wth different monitor |38
w ndow scal e
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf .i | drop SAMrule drop 36
Sreaming Engine: TGP Invalid i i ssi
37.26.146.222 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. 27
Ret r ansn ssi on Packet dropped.
176.13.7.24  [israel 147.237.76.42 |refuah.icf.il [Bad TOP sequence S retransmt with different monitor 18
w ndow scal e
. . SN retransmit wth different .
79.179. 56. 51 I srael 147.237.77. 170 |naarachot .i df . i [|Bad TCP sequence vi ndow scal e monitor |12
79.182. 191. 156 || srael 147.237.77. 170 |nmarachot . i of .i1{Bad TCP sequence S retransmt with different monitor 12
w ndow scal e
78.53. 74. 195 Ger many 147.237.77. 170 |maarachot . i of .il|Bad TCP sequence Inval i d ACK nunber moni t or 10
78.53. 74. 195 Ger many 147.237.77. 170 |maarachot . i of .il|Bad TCP sequence Invalid ACK nunber alert 10
37.26.146.222 |Israel 147.237.8.45 |eeitanidf.il |Bad TCP sequence Invalid ACK nunber noni t or
37.202.81.60  [Jordan 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval id ACK nunber noni t or
79.176.149. 202 I srael 147.237.77. 170 |nmarachot . i of .i1{Bad TCP sequence SN retransnit with different monitor |8
w ndow scal e
78.178.40.181 |Turkey 147.237.77. 216 |dover.idf.il drop SAMrul e drop
212. 143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop
188. 225, 171. 13| A eStinian Tervitory.l, y7 o357 77170 |mmarachet i of.i1|Bad TOP sequence SN retransnit with different moni tor |7
Cceupi ed w ndow scal e
o SN retransmit wth different .
89.139. 183. 173 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence vi ndow scal e monitor |7
Sreamng Engine: TCP Invalid i i ssi
185.3.144.42  |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. 6
Ret r ansnm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
94.230.86.163 |Israel 147.237. 77. 243 |robi 1 e. i df . i | 9 =g Invalid segnent retransmssion. 6
Ret r ansn ssi on Packet dr opped.
213.57.182. 163 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence Inval i d ACK nunber alert 6
185. 3. 147.128 |l srael 147.237.77. 170 |naarachot . i df .1 1[Bad TCP sequence Invalid ACK nunber noni t or 6
213.57.182. 163 |[lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber noni t or 6
146. 185. 56. 98 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
o SN retransnmit wth different .
78.53. 74. 195 Ger nmany 147.237.77. 170 |naarachot .i df .i[|Bad TCP sequence vi ndow scal nonitor |5
87.69. 16. 88 I srael 147. 237.77. 170 |nmarachot . i of .i1{Bad TCP sequence SN retransnit with different monitor |5
w ndow scal e
o SN retransnmit wth different .
37.142.238.26 |Israel 147.237.77. 170 |naarachot .i df .i[|Bad TCP sequence vi ndow scal @ nonitor |5
79.18.121.230 |[italy 147.237.77. 216 |dover.idf .i SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 5
. . SWNretransmit wth different .
77.125. 146. 109 |lsrael 147.237.77. 170 |maarachot . i of .i1|Bad TCP sequence vi ndow scal e noni t or 4
109. 95.47.212 |Wkraine 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval id ACK nunber noni t or
31.210.187.126 |Israel 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber noni t or
o SN retransnmit wth different .
149. 78.54. 10 I srael 147.237.77. 170 |naarachot .i df .i[|Bad TCP sequence vi ndow scal @ nonitor |4
109. 95.47.212 |lkraine 147.237.77. 216 |dover.idf .i SYN At tack SYN -> SYN-ACK -> Ti neout rej ect
195.34.150.18 |Austria 147.237.77. 216 [dover.idf.il  [Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nenitor
. . SWNretransmit wth different .
46.120.130.11 |Israel 147.237.77. 170 |naarachot .i df . i [|Bad TCP sequence vi ndow scal e monitor |4
37.202. 81. 60 Jor dan 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber alert 4
Sreanmng Engine: TCP Invalid i i ssi
79.180.2.5 I'srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. 3
Ret r ansnm ssi on Packet dr opped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf . i SYN At tack SYN -> SYN-ACK -> RST rej ect 3
Sreanmng Engine: TCP Invalid i i ssi
149.78.42.118 |l srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
79.183.38.156 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmssion. | 3
Ret ransnm ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
77.126.16.229  |israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
2.52.27.218 I srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segment retransmssion. | 3
Ret ransn ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
2.54.190. 7 I'srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansm ssi on Packet dr opped.
37.202.81. 60 Jor dan 147.237.77. 216 |dover. i df .i SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreamng Engine: TCP Invalid i i ssi
80. 178. 205. 110 |l srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. 3
Ret r ansm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
84.228.178.98 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. 3
Ret r ansm ssi on Packet dr opped.
157.55.39.105 |lhited Sates 147.237.77.74 |lawidf.il dr op First packet isn't SN drop
37.26.149.243 |[lsrael 147.237.72. 166 |aka. i df . il SYN At t ack SYN -> SYN-ACK -> RST rej ect
95. 35. 94. 228 I srael 147.237. 72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreanmng Engine: TCP Invalid i i ssi
46.19.85.223  |israel 147.237.77. 243 |nobi l e. i of . | 9 =g Invalid segnent retransmssion. 3
Ret r ansnm ssi on Packet dr opped.
5.22.129.81 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber moni t or 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
109. 64. 24. 106 |l srael 147.237.0.34 |tikshuv.idf.il Distributed Too Many of the Same Response Code (404) Bl ock 22
. - Unhaut hori zed URL Access to
66.249. 78.254 |l srael 147.237.72. 166 |aka. i df . i | v aka. i df . i 1/ consol e/ cor e/ doc. nur/ gener al . aspx B ock 10
217.147. 85, 245 |Wted 147.237.72. 166 |aka. i df . i | PHP At tenpt Bock |6
Ki ngdom
217. 147. 85. 245 z‘;;gom 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from 217. 147. 85. 245 B ock 5
31.210.187. 228 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 4
m ny- kosher - kr avi .
185. 120. 125. 39 147.237.0. 17 i dfnyi | Dstributed I11egal Parangeter Encodi ng None 4
Unaut hori zed URL Access to
. . wawy i df . i 1/ 1133-20782- he/ i df gdover . aspx&a=u&ed=0ahukewi bj vaw
213.151. 46.190 |[lIsrael 147.237.77. 216 |dover.i df .i | nyzkahul bbokhxnsaz8qf ggdmag&usg=af qj cnf | j qv2qj or ypza36zef xmm B ock 2
z45wg
79.183. 62. 16 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
. . Parameter Read Qnly Molation in
84.228.221. 162 |Israel 147.237.72. 166 |aka. i df . i | v aka. i df i |/ mai v sachar / r egi st at i onwi zar o st ep3. aspx None 2
79.177.210.98 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None
46.19. 86. 243 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
37.26.149.245 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode Bl ock
. . Paraneter Read Qnly Molation in
84.228.221.162 |[Israel 147.237.72. 166 |aka. i df . i | W aka i of i |/ nai 1V sachar / egi strati onvi zardi regi st er. aspx None 2
66. 249. 78. 95 I srael 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to 147.237.77. 216/ 1133- he/ dover . aspx B ock 1
46. 19. 86. 29 I srael 147.237.72. 166 |aka. i df . i | Unhtraceabl e S3. Sessions: sigal gs oS Attack None 1
. . D stributed Lhaut hori zed URL Access on
87.69.86.107  |Israel 147.237.77.233|atal . i df il 147, 237. 77. 233] 1134- hel at al . aspx B ock 1
5.102.218.205 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
195. 154. 227. 118|France 147.237.0.34 |tikshuv.idf.il I11egal HITP \ersion HITH B ock
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147. 237. 72. 166/ edi mi yonan/ enl ar ge. asp |B ock
156.33.241.7  |Wited Sates [147. 237. 77. 176 |nat pash. i df . i | Paraneter Type Mol ation Searchext in Bock |1
wwyv cogat . i df . i |/938-en/ cogat . aspx
- . D stributed Lhaut hori zed URL Access on
46.166. 186. 231 |Netherlands [147.237.77.216 |dover.idf.i| v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
94.230.86. 163 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response CGode Bl ock 1
37.123.117.68 z‘;;gom 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw | aw i df.il/xmrpc. php B ock 1
Unaut hori zed URL Access to
212.76.100.29 [Israel 147.237.77.216|dover.i df . i | www. i df . i | /1038- he/ dover . aspx&a=u&ed=0ahukewj 6t 7agkyzkahwj uh |B ock 1
gkhvowaaogf ggoman&usg=af gj cnepj i ai x3qor r zuj i W VWKX6xr nsw
2.52.14. 216 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
178. 255. 215. 87 |France 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
109. 64. 168. 119 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
66.249.78.102 [Israel 147.237.77. 216 |dover.i df .i | Unhaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 1
46.19. 86. 113 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None 1
. . DO stributed Lhaut hori zed URL Access on
89.139.3.173  [Israel 147.237.77.233(atal .idf.il 147, 237.77. 233/ 1136- hel at al . aspx B ock 1
31.44.143.141 |[Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed LRL Access to waw anan. i df.il/https:/ww aman.idf.il/ [B ock 1
195. 154. 227. 118|France 147.237.0.34 |tikshuv.idf.il Miltiple I11egal HITP Version from195. 154. 227. 118 B ock 1
80.246.136.77 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 1
176.12.157.55 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS A tack None 1
. . Unknown Paranet er Scri pt Manager 1 H ddenFi el d in
95. 86. 116. 52 I srael 147.237.72. 166 |aka. i df . i | v aka. i df i |/ i 1/ har edi i cont act Us. aspx None 1
. . D stributed Uhauthorized URL Access on
46.166. 190. 172 |Netherlands [147.237.77.216 |dover.idf.i | v i df i | / 1133 22638- hel dover . aspx. B ock 1
84.228.221.162 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
37.142.68.78 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
. . Unknown Par anet er ct | 00$ct | 00$cphMai n$TochenPl acetol de in
212.199.57. 205 I srael 147.237.72. 166 [aka. i df . i | viw aka. i df . i | / nai n/ gi yus/ user det ai | s/ updat euser det ai | s. aspx None !
2.54.24.78 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
185. 32.179. 210 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode Bl ock 1
m ny- kosher - kr avi . _ .
79.178.39.5 | srael 147.237. 0. 17 df il Miltiple Illegal Paraneter Encoding from79.178.39.5 None 1
109.66.102.29  |Israel 147. 237.72. 166 |aka. i df . i | Dstributed Paraneter Pead Only Mol ati on None |1
wan aka. i df . i |/ mai n/ sachar/ f or got passwor d. aspx par anet er
- . Unhaut hori zed URL Access to
66.249.78.109 |Israel 147.237.77. 216 |dover . i df . il 147. 237.77. 216/ 1133- 19926- he/ dover . aspx Bl ock 1
89.139.183. 173 [Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
84.109.37.244 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx Bl ock 1
198. 20. 69. 74 Lhited Sates |147.237.0.19 |nadimatal .idf.il Unaut hori zed LRL Access to 147.237.0. 19/ B ock 1
68.180.229.239 [lnited Sates |147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df.il/defaul t. aspx B ock 1
176.12. 157. 120 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
107.178.194.79 |United Sates |147. 237. 77. 216 |dover. i df . i | Distributed Uhauthori zed URL Access on Bock |1

waw i df . i |/ 1133- 22461- he/ dover. aspx.
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