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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 3078
84.108. 209. 133 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 6

70. 39. 185. 210 Satel lite Provi der 147.237.77. 216 dover.idf.il F Dover Under Attack Con Htp dr op 2

207. 244. 76. 203 Lhited Sates 147. 237.76. 86 navy.idf.il Block Wdp All Nets drop 1

93.174. 93. 181 Net her | ands 147.237.76. 202 e halag.idf.il |Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 64. 186 |147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 2
89.248.162. 131 |[147.237.0.15 [Netherlands kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
59. 45, 79. 117 147.237.0.15 [China kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
180.97.221.22 |147.237.77. 216 |Chi na dover.idf.il SQ generic sql wth comments injection attenpt - G 1
par anet er
61.240.144. 65 |147.237.72. 167 |Chi na i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
31.193.128. 243 |[147.237.77.233 E;ir:;cci]om atal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
180.97.221.22  |147.237.77. 216 |Chi na dover.idf.il SQA 1=1- possible sgl injection attenpt 1
59. 45. 79. 117 147. 237.77. 234 |Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
180.97.221.22 |147.237.77. 216 [Chi na dover.idf.il ET VEB SERVER Possible M'SQ. SQLi- Attenpt | nfor mat i on 1
Schema Access
59. 45. 79. 117 147. 237.77. 212 |Chi na e.dover.idf.il ET SCAN Potential SSH Scan 1
173.65.3. 44 147.237.0.17 |lhited Sates |mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 201 |Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
113. 240. 35. 140 |147.237.8.27 |China e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76. 44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
104. 219. 238. 10 |147. 237. 76. 86 navy. i df il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147. 237.72. 167 |Chi na i shurimaka.idf.il ET SCAN Potential SSH Scan 1
195. 142. 117. 226|147. 237. 8. 27  [Turkey e.nadimatal .idf.il ET SCAN NVAP -sS w ndow 3072 1
89.248.162. 131 [147.237.0.34 |[Netherlands  |tikshuv.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8.50 |China e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
194. 165. 155. 114|147. 237. 76. 42 |Jordan refuah.idf.il ET SCAN NMAP -sS wi ndow 4096 1
89.248.162. 131 |147.237.0.17 |Netherlands mny-kosher-kravi .idf.il |[ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
180. 150. 177. 188|147. 237. 76. 38 |Chi na e.eneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
31.193.128. 243 [147.237.77.233 LK?i;gegom atal.idf.il ET SCAN NMAP -sS wi ndow 2048 1
180.97.221.22  [147.237.77. 216 |Chi na dover.idf.il A Injection - Select From 1
59. 45. 79. 117 147. 237. 77. 235 |Chi na svivaidf.il ET SCAN Potential SSH Scan 1
180.97.221.22  |147.237.77. 216 |Chi na dover.idf.il ET VBB SERVER Possi ble SQL Injection Attenpt UNON SHHECT |1
31.193.128. 243 |[147.237.77.233 E?i;;gom atal.idf.il ET SCAN NVAP -f -sS 1
59. 45. 79. 117 147. 237. 77. 227 |Chi na e. hanaz. i df . il ET SCAN Potential SSH Scan 1
180. 97.221.22 |147.237.77. 216 |Chi na dover.idf.il ET WEB SERVER WSQ SELECT CONCAT S I njection Attenpt 1
59. 45. 79. 117 147. 237.77. 179 |Chi na e.mazi.idf.il ET SCAN Potential SSH Scan 1
113. 240. 35. 140 |147.237.8.28 |China e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 200 |Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
113. 240. 35. 140 |147.237.8.24 |[China elifestyleidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.76.38 |China e.enmeitav.idf.il ET SCAN Potential SSH Scan 1
101 24,109 91 |147. 237 76.31 |cni na vekehal i df i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
59. 45. 79. 117 147.237.72. 14 |China dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
89.248.162. 131 |[147.237.0.34 |[Netherlands  |tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.0.35 [China akaws. i df . il ET SCAN Potential SSH Scan 1
180. 150. 177. 188(147. 237. 77. 74 |China lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Acti on
70.39.185.210 |Satellite Providd147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 75
Sreaning Engine: TGP Invalid i i ssi
46.19. 85. 4 I'srael 147. 237. 76. 200 |ei tan. aka. i df i 9 =9 Invalid segnent retransmssion. g 69
Ret r ansni ssi on Packet dropped.
70.39.185.210 |Satellite Providd147.237.77.216|dover.idf.il drop First packet isn't SN drop 69
85.203.17.178 |Netherl ands 147.237.0.34 |tikshuv.idf.il |dr op Frst packet isn't SN drop 50
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
195. 239. 16. 40 RJSS::t”ion 147.237.77.74 [lawidf.il Bl ock HTTP Non Conpl i ant Failed to handl e comnection data  |monitor |26
195. 239. 16. 53 stls;;”ion 147.237.77.74 [lawidf.il Bl ock HTTP Non Conpl i ant Failed to hand e comnection data  |monitor |26
Sreaning Engine: TCP Invalid i i ssi
2.52.27.25 I'srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g nvalid segnent retransmssi on. drop 24
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
109. 66. 172. 134 |Israel 147.237.77. 243 |nobi 1 e.i o i 9 =9 nvalid segnent retransmssi on. drop 21
Ret r ansni ssi on Packet dropped.
79.182.183.171 |Israel 147.237.77. 170 |naarachot . i of .11{Bad TCP sequence SN retransmt wih different monitor |21
wi ndow scal e
s SWNretransnmit wth different )
109. 253. 197. 99 |Israel 147.237.77. 170 [mearachot . i df .i1{Bad TCP sequence wi ndow scal e noni t or 19
Sreaning Engine: TCP Invalid i i ssi
37.26.146.222 |israel 147. 237.76. 200 |ei tan. aka. i of .| g =g nvalid segnent retransmssi on. drop 18
Ret r ansm ssi on Packet dropped.
s SWNretransnmit wth different )
46.120.130.11 |Israel 147.237.77. 170 [mearachot . i df .i1{Bad TCP sequence wi ndow scal e noni t or 16
46. 19. 85. 86 I srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence I'nval i d AGK nunber noni t or 16
. . SYNretransmt wth different .
109. 65. 14. 227  |Israel 147.237.77. 170 |mearachot . i of .i1|Bad TCP sequence wi ndow scal e noni t or 15
46.121.92.242  |israel 147.237.77.233|atal .idf.il  |[Bad TOP sequence StNretransmt with i fferent monitor  [13
wi ndow scal e
. . SYNretransmt wth different .
79.178.96. 7 | srael 147.237.77. 170 |mearachot . i of .i1|Bad TCP sequence wi ndow scal e noni t or 12
93.173.238.183 |Israel 147.237.76.42 |refuahidf.il [Bad TCP sequence SN retransmt wth different monitor |12
wi ndow scal e
. . SYNretransmt wth different .
79.179. 56. 51 | srael 147.237.77. 170 |mearachot . i of .i1|Bad TCP sequence wi ndow scal e noni t or 12
37.26.146.222 [Israel 147.237.8.45 |e.eitanidf.il |Bad TCP sequence Inval i d ACK nunber noni t or 11
Sreanming Engine: TCP Invalid i i SSi
46.19.85.230  |Israel 147. 237. 77. 243 |nobi l e.i df . i1 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
77.127.196. 142 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g nvalid segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dropped.
31.210.191.45 [Israel 147.237.77. 170 |naarachot . i of .i1|Bad TOP sequence SN retransmt wth different monitor |8
wi ndow scal e
Sreamng Engine: TCP Invalid i i ssi
79.182. 161. 251 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
109. 67.33.179  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
5.29. 241. 38 I srael 147.237. 77. 243 |robi 1 e. i of . i 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
77.125.93.5  [Israel 147.237.77. 170 |naarachot . i df .i1|Bad TOP sequence SN retransmt with different monitor 6
wi ndow scal e
Sreamng Engine: TCP Invalid i i ssi
5.102.241.107 |israel 147.237. 77. 243 |robi | e. i of . i 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
109. 66. 157. 239 | srael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TGP Invalid i i ssi
109. 253. 205, 1451 sr ael 147.237.77. 243 |nobi 1 e.i o i 9 =9 nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
198. 254. 174. 116|Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
46.19.85.6 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
78.53.74.195  |Ger many 147.237.77. 170 |naarachot . i of .i1|Bad TOP sequence SWNretransmt wth different monitor |5
wi ndow scal e
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
46. 19. 86. 67 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d AGK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi
213.8.204.76  |Israel 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =g nvalid segnent retransmssion. drop 4
Ret r ansni ssi on Packet dropped.
91. 200. 12. 7 Wkr ai ne 147.237.77. 216 |dover.idf.il  |drop SAMrul e drop 4
Sreamng Engine: TCP Invalid i i ssi
66.249.93.182 |lhited Sates  |147.237.72. 166 |aka.idf.il 9 =g nvalid segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dropped.
46. 19. 85. 44 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
s SWNretransmit wth different )
84.229.30. 91 I sr ael 147.237.77. 170 [mearachot . i df .i1{Bad TCP sequence wi ndow scal e noni t or 4
185. 120. 126. 51 147.237.77. 170 |naarachot . i of .11{Bad TCP sequence SN retransmt wih different monitor |4
wi ndow scal e
46. 19. 86. 183 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 204 I srael 147.237.76.42 |refuah.idf.il |[Bad TCP sequence I'nval i d AGK nunber alert 4
46.19.85.4 I sr ael 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber alert 4
37.26.146.222 |Israel 147.237.8.45 |e.eitanidf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
46. 19. 85. 204 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence I'nval i d AGK nunber noni t or 4
46.19.85.4 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
s SWNretransmit wth different )
77.126.148.18 |israel 147.237.77. 170 [mearachot . i df .i1{Bad TCP sequence wi ndow scal e noni t or 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf. il B ock HTTP Non Conpli ant Failed to handl e connection data  |nonitor 4
Sreaning Engine: TGP Invalid i i ssi
5.102.254.182 |israel 147. 237.72. 166 |aka i df .1 9 =g Invali d segnent retransmssion. dr op 3

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
89. 139. 131. 205 |l srael 147.237.0.34 |tikshuv.idf.il Distributed Too Miny of the Same Response Code (404) B ock 72
79.177.1.244  |israel 147.237.0.34 |tikshuv.idf.il ;g?l’g"yllozf 4ihe Sane Response (bde (404) in Session from Bl ock 20
95. 86. 123. 44 I srael 147.237.77.243|nobi l e.i df . i | Mil tipl e Unauthorized URL Access from 95.86. 123. 44 B ock 5
176.13. 3. 197 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 4
208.115.111.72 |thited Sates [147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to navy.idf.il/giyus/foruniasp/ showforumasp |B ock 4
84.111.160.81 |l srael 147.237.76.42 |refuah.idf.il ﬁ”fé?i! ;e:l szf‘ff/cf:ujri o user ol | onr esour ol o cat ef Bl ock 3
40.77.167. 37 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/csp/dtag B ock 2
176.13.8.138 I srael 147.237.77.243|nobi l e. i df . i | D stributed Lhaut hori zed URL Access on nobi | e.idf.il/sachar/index B ock
208.184.112.74 |United Sates [147.237.77. 216 |dover. i df . | D stri bt oc 1?;;}2222?%%&?22;” Bl ock 2
37.142.68.55 I srael 147.237.77. 176 [mat pash. i df .i| |PHP Attenpt Bl ock 2
109. 66.137. 12 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
84.111.82.208 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
37.26.146.223 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
157.55.39.210 |uhited Sates |[147.237.77.216|dover.idf.il Distributed Lhauthori zed URL Access on waw idf.il/error. htm B ock 2
213. 8. 204. 35 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
37.142. 68. 55 I srael 147.237.77. 176 |mat pash. i df . i|  [Unauthori zed URL Access to waw cogat.idf.il/xnirpc. php B ock 2
109. 67. 109. 195 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SIL Sessi ons: sigal gs oS Attack None 2
5.102.241.107 | srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂtgﬁréle??/geggfﬁzm s/ 1 st chi | cdocument s/ 1557 Bl ock 2
46.19. 86. 82 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock
46.19.85.4 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
204.13.200.200 |Uited Sates 147.237.77. 216 |dover.idf. il [0 o Buted lfsgfggggg?ﬂeﬁﬁfzsp;” B ock 2
80.246.136.70 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock
176.12.138. 117 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock
95.86.123.44 |Israel 147.237.77. 243 |nobi | e. i df . i | m;ult eh_?rc;fz_??/g‘egpgfyim s/ 1 st chi | ddocunent s/ 1362 Bl ock 2
46. 19. 85. 126 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/main/giyus/control s/atuda/A [B ock 2
2.54.128. 254 I srael 147.237.77.243|nobi | e.i df . i | D stributed Uhaut hori zed LR. Access on nobi | e.idf.il/sachar/i ndex Bl ock 2
79. 181. 56. 29 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs oS Attack None 2
5.29.189.4 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
62.219.137.5 I srael 147.237.72. 156 |anman. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
82. 82. 40. 20 Ger many 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 1
46. 19. 85. 209 I srael 147.237.77.216|dover.idf . il Mil ti pl e Unknown HTTP Request Met hod from 46. 19. 85. 209 B ock 1
176.12.146.38 [Israel 147.237.77. 233 at al .i df . i O aed o hor zed W .A:chis on Bl ock 1
109. 253. 194. 144]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
79.178.151. 142 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
185. 32. 179. 210 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 1
37.26.146.203 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
107.178.194.83 |ited Sates [147.237.77.216|dover. idf il |0 o oY lT;;f;ggigg_eﬁeﬁvzc_ispzn B ock 1
66.249.78.146 | srael 147.237.72. 166 |aka. i df . i | mg. nglfaﬂe/tg" r":‘:fh/' ;hslitzi:a/ defaul t. asp None 1
46.120.98.156 [l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
88. 207. 51. 29 CQoatia 147.237.77. 216 |dover.idf .l Distributed PHP Attenpt B ock 1
79.182.101.27 [israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
46. 19. 85. 209 I srael 147.237.77.216|dover.idf . il Abnornal |y Long Request request version B ock 1
151.80.37.117 [italy 147.237. 7. 216 |dover . i df il [0 SI" uted 1Lf§§.t2§é;§?ﬂeﬁv§°_fpfn Bl ock 1
77.126.235.47 |lsrael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1135-he/ at al . aspx B ock 1
5.102. 241.107 |Israel 147.237.77.243|nobi | e.i df . i | Ml tiple Uhauthorized URL Access from5. 102. 241. 107 B ock 1
95. 86. 97. 136 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
64.19. 78. 243 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed LRL Access to 147.237.72. 166/ B ock 1
Unhaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77. 216 |dover.idf . il www i df . i |/ tenpl at es/ sendt of ri end/ kkkkkkk=8992a087kkkkkkk_8992a08 Bl ock 1
7
46. 19. 85. 209 I srael 147.237.77. 216 |dover.idf .l Unknown HTTP Request Method na in URL B ock 1
176.12. 151. 156 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SIL Sessi ons: si gal gs oS Attack None 1

01-02-2016-23:04:02 to 01-03-2016-00:04:02



