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Top Attackers

M dover.idf.il

M aka.idf.il

M naar achot . i df . il

M nobi le.idf.il

M refuah.idf.il

M nadimatal .idf.i

[ aman. i df .il

Meitan aka. idf.il
tikshuv.idf.il

Miawidf.il

M 167. 114. 156. 16
109. 66. 172. 134
I 79. 183. 56. 99
41.33.231.90
Il 85. 65. 138. 212
W 109. 66. 129. 231
I 109. 65. 14. 227
M 141.0.9.179
185. 32. 179. 114
W 79. 182. 171. 250
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature

|Device Action |Count|

66.249. 78.9 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 12024
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3503
185.99.47. 71 147.237.77. 176 nat pash.idf.il |TCP handshake viol ation, first packet not syn |drop 2970
66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 1719
208. 67. 1. 60 Lhited Sates 147.237.76. 199 e.nakchal .idf.il|Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount

104. 45. 132. 180 Lhited Sates 147.237.77. 216 dover.idf.il |22280: HITP. Joonha Qject Injection Vul nerability B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
109. 253. 199. 247(147. 237. 72. 166 |I srael aka.idf.il GPL SCAN nyscan 2
80. 246. 130. 9 147 237.76. 30 |1 srael Hrush i il ET DO Large amount of TCP Zer oVndow - Possible Nkiller2 DDos 5
attack
109. 253. 199. 247|147. 237. 72. 166 || srael aka idf.il I NDI CATOR- SCAN nyscan 2
220.231. 195. 122|147. 237. 77. 170 |Chi na naarachot.idf.il |[ET SCAN NVAP -sS w ndow 4096 1
198. 20. 69. 74 147.237.77.235|Wnited Sates |sviva.idf.il ET DRP Dshiel d B ock Listed Source 1
194. 187.249. 70 |147.237. 76. 202 |Eur ope e halag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
187 12263119 |147. 237 76. 30 |Brasil Hirsh i il ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
52. 48. 37.233 147.237.76.200|thited States [eitan.aka.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
220. 231. 195. 122|147. 237. 77. 170 |Chi na maarachot.idf.il |ET SCAN NVAP -sS w ndow 1024 1
194. 187.249. 70 |147. 237. 76. 197 |Eur ope ehinush.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
104. 143. 14. 247 |147.237.77.179|lnited Sates |e.mazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59,92, 108, 88 147 237 8.28 lindia o robi | e ke i df | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

w ndow scal e

109. 66. 172. 134 |l srael 147.237. 77. 243 |nobil e.i df .i | > dro 84
Ret r ansm ssi on Packet dr opped. P
s SYNretransmt wth different .
79.183. 56. 99 I srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence vi ndow scal e noni t or 36
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
o SWNretransnit wth different )
109. 65. 14. 227 |l srael 147.237.77. 170 |naarachot . i of . i [|Bad TCP sequence i ndow scal noni t or 24
141.0.9.179 Lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 23
. . SWNretransmt wth different .
79.182.171. 250 |lsrael 147.237.77. 170 |naarachot . i df . i [[Bad TCP sequence vi ndow scal e noni t or 22
87.69.16.225  |Israel 147. 237. 77. 170 |marachot .i of .i1{Bad TCP sequence SN retransmt wth different monitor |16
W ndow scal e
Sreaning Engine: TCP Invalid i i ssi
185.32.179. 114 |l srael 147. 237.77. 243 |mobi l e i o i 9 =9 Inval i d segnent retransmssi on. dr op 15
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
94.230.86.186 |l srael 147.237.77. 243 |nobil e.i of i 9 =9 Invalid segent retransmssion. drop 14
Ret r ansni ssi on Packet dropped.
. . SWNretransmt wth different .
185. 120. 126. 48 147.237. 77. 170 |naarachot . i df . i [[Bad TCP sequence vi ndow scal e noni t or 14
85. 65.138.212 |[lIsrael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber alert 12
85.65.138.212 |lIsrael 147.237.72. 166 |aka. i df . i Bad TCP sequence Invalid ACK nunber noni t or 12
s SWNretransnit wth different )
79.179. 56. 51 I srael 147.237.77. 170 |naarachot . i df . i [|Bad TCP sequence i ndow scal noni t or 12
109. 66. 129. 231 |l srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence I'nval i d ACK nunber alert 12
Sreaning Engine: TCP Invalid i i ssi
37.26.146.222 |israel 147. 237. 76. 200 |ei tan. aka. i f . i 9 =9 Inval i d segrent retransmssi on. dr op 12
Ret r ansm ssi on Packet dr opped.
109. 66. 129. 231 |Israel 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 12
77.127.133.237 |Israel 147.237.77. 170 |maarachot . i of .i1|Bad TCP sequence SWretransmt with different monitor |9
w ndow scal e
e SYNretransmt wth different .
79.177.169. 100 |l srael 147.237.77. 170 |naarachot . i df . i [|Bad TCP sequence wi ndow scal & noni t or 9
Sreaning Engine: TCP Invalid i i ssi
109. 67. 48. 153 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 9
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
66.249. 66.48  |lWited Sates [147.237.77.234|halag.idf.il 9 =9 nval i d segnent retransmssi on. drop 8
Ret r ansmi ssi on Packet dr opped.
79.181.137. 123 |Israel 147.237.77. 170 |maarachot . i of .1 1|Bad TCP sequence SWretransmt with different monitor |8
w ndow scal e
e SYNretransmt wth different .
79.177. 98. 84 I srael 147.237.77. 170 |naarachot . i df . i [|Bad TCP sequence wi ndow scal & noni t or 7
81.218. 202. 207 |Israel 147.237.77. 170 |maarachot . i of .1 1|Bad TCP sequence SWretransmt with different monitor |7
w ndow scal e
Sreaning Engine: TCP Invalid i i SSi
185.13.195.1  [israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 180 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
Sreaning Engine: TGP Invalid i i sSi
37.26.147.197 |israel 147.237.77. 243 |nobil e.i of i 9 =g Invalid segent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
46.116. 225. 154 | srael 147. 237.77. 243 |mobi l e i f i 9 =9 Inval i d segnent retransmssi on. dr op 6
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
46. 19. 86. 30 I'srael 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segent retransmssion. dr op 6
Ret r ansni ssi on Packet dr opped.
. . SWNretransmt wth different .
194. 90. 240. 121 |Israel 147.237.77. 170 |naarachot . i df . i [[Bad TCP sequence wi ndow scal e noni t or 6
109. 65. 189. 138 |l srael 147. 237. 77. 170 |marachot .i of .i1{Bad TCP sequence SN retransmt wth different monitor  [6
W ndow scal e
46. 19. 86. 66 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber noni t or 6
91. 200. 12. 7 Wkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 6
46. 19. 86. 89 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 180 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Invalid ACK nunber aert 6
e SYNretransmt wth different .
89.139.59.222 |[Israel 147.237.77. 170 |naarachot . i df . i [|Bad TCP sequence wi ndow scal @ noni t or 6
Sreaning Engine: TCP Invalid i i ssi
185.3.144.42  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
46.19. 85. 17 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 5
84.108.234.95 | srael 147.237. 72. 166 |aka. i of .| Bad TCP sequence SINWAK retransmt with different oo s
W ndow scal e
46.19. 85. 164 I srael 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
109. 186. 149. 159 srael 147. 237. 77. 170 |marachot .i of .i1{Bad TCP sequence SN retransmt wth different monitor  [5
W ndow scal e
. . SWNretransmt wth different .
85. 130. 255. 129 |l srael 147.237. 77. 170 |naarachot . i df . i [[Bad TCP sequence wi ndow scal e noni t or 5
79.182.98.100 I srael 147. 237. 77. 170 |marachot .i of .i1{Bad TCP sequence SN retransmt wth different monitor  [5
W ndow scal e
46.19. 86. 120 I srael 147.237.72. 166 |aka.i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
e SYNretransmt wth different
77.127.133. 237 |[Israel 147.237.77. 170 |naarachot . i df . i [|Bad TCP sequence wi ndow scal & aert 4
31.210.187.75 |[lIsrael 147. 237. 72. 156 |anan. i df .i Bad TCP sequence I'nval i d ACK nunber noni t or
91.200. 12. 7 kr ai ne 147.237.0.34 |tikshuwv.idf.il [drop SAMrule drop
94.230.86.151 |lsrael 147.237. 72. 156 |anan.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi
166. 137. 244.92 |Uited Sates |147.237.77. 216 |dover.idf.il 9 =g Inval i d segnent retransmssi on. drop 4
Ret r ansm ssi on Packet dr opped.
84.228.139.76 I srael 147.237. 77. 170 |naar achot..i of .iI{Bad TCP sequence SN retransmt wih different monitor |4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
80.246.136.70 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 6
79.180. 205. 99  |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 5
46.19. 85. 92 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 4
109. 253. 139. 107|l srael 147.237.0.19 |madi matal .idf.il D stributed Suspicious Response Code Bl ock 4
46.19. 85. 115 | srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index Bl ock 3
. . Unaut hori zed URL Access to
149. 78. 207. 133 |l srael 147.237.72. 166 |aka. i df . i | oo aka i dif i1/ chamat 2/ mi Kt zo. . 95&doci d=39561. B ock 3
185.32.179. 114 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
m ny- kosher - kravi . id , ,
109. 253. 202. 53 |l srael 147.237.0. 17 £l DOstributed I11egal Paraneter Encodi ng None 2
109. 66. 129. 231 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 2
185.32.179. 114 |l srael 147.237.77. 243 |nobi l e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 2
5.29.189. 4 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 2
2.54.31.113 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 2
85.65.138.212 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
2.52.168. 127 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 2
m ny- kosher-kravi .id
46. 117. 212. 144 |l srael 147.237.0. 17 f In|y Dstributed |11egal Paraneter Encodi ng None 2
185. 32. 179. 253 |l srael 147.237.0.19 |madi matal .idf.il D stributed Suspicious Response Code B ock 2
] . . D stributed Unauthori zed URL Access on
204.13.200.200 [Wited Sates  |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 2
] . - D stributed Lhaut hori zed URL Access on
107.178.194. 87 |lhited Sates  [147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. B ock 2
185. 32.179. 114 |l srael 147.237.0.19 |nadi matal .idf.il D stributed Suspicious Response Code B ock 2
149. 78. 255. 27  |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 2
213.57.49.167 |[Israel 147.237.0.19 |madi matal .idf.il D stributed Suspicious Response Code B ock 2
37.26.149.173 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 2
109. 64. 166. 239 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
] . - Unaut hori zed URL Access to
40.77.167.37 Wited Sates  |147.237.77.216|dover.idf.il v i df i1/ conbr es. axd si t eheadj s/ 1701900672/ B ock 1
157. 55. 39. 210 Lhited Sates 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to wanidf.il/error.htm B ock 1
5. 29. 164. 192 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
109. 186. 145. 219]I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
] . . Unaut hori zed URL Access to
68.180.228.175 |lLhited Sates  |147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 1638- he r ef uah. aspx B ock 1
. . Paraneter Type Mol ati on SearchText in
213.151. 46. 228 |l srael 147.237.77. 216 (dover. i df .i | v i df i 171065- he/ dover . aspx B ock 1
Russi an . . Unknown Paraneter docid in
94.181. 234. 205 er ati on 147.237.72. 166 |aka. i df . i | v aka, i o i /i turi m asp/ i pl ona. asp None 1
54.186.248.49 [lLnited Sates 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to waw i df.il/1294-he/ v idf. il B ock
195. 154. 227. 118|France 147.237.77.216|dover . i df .i | I11egal HITP \ersion HITH B ock
176.13.2.70 I srael 147.237.77. 243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 1
. . Paraneter Read Qhly Molation in
80. 246. 136. 228 |l srael 147.237.72. 166 |aka. i df . i | ww aka i of i |/ nai 1V sachar / egi strati onvi zardi regi st er . aspx None 1
Russi an . . Paranet er Type M ol ati on PageNumin
37.147.84.40 er ati on 147.237.77. 216 |dover . i df .il v i df i 1/ 1283- en/ dover . aspx Bl ock 1
79.177.205. 133 [Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
. . Unaut hori zed URL Access to
66.249.78.102  |Israel 147.237.77. 216 |dover. i df . il 147.237. 77, 216/ 1133- he/ dover . aspx B ock 1
] . - D stributed Lhaut hori zed URL Access on
208.184.112.74 |lWited Sates  |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
2.54. 25, 254 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
85. 64. 22. 233 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
46.19. 86. 161 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
79.181.204. 171 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
40.77. 167. 67 Lhited Sates 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
169. 229. 3. 91 Uhited Sates  [147.237.77.216|dover.idf.il I11egal Byte Gode Character in Mthod B ock 1
. . D stributed Unauthori zed URL Access on
109. 201. 152. 236 |Net her| ands 147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22461 he/ dover . aspx. B ock 1
68.180.229.173 |[Lnited Sates  [147.237.72.166|aka.idf.il Untraceabl e S3. Sessions: sigal gs S Attack None
217.132.131.75 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
] . . D stributed Unaut hori zed URL Access on
107.178.194.83 |[lhited Sates  [147.237.77.216|dover.idf . il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
. . - D stributed Lhaut hori zed URL Access on
66. 249. 65. 80 I srael 147.237.76. 147 |chi nuch. aka. i df . i | i chi nuch. aka, i df . i1/404. htm B ock 1
198. 20. 69. 74 Lhited Sates 147.237.77.235(|sviva.i df . il Unaut hori zed URL Access to 147.237.77.235/ robot s. t xt B ock 1
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