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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

01-02-2016-21:04:03 to 01-02-2016-22:04:03

|Target Address |Site

|signature

|Device Action |Count |

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 3244
84.228. 220. 53 | srael 147.237.72. 166 aka. idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 118
84. 228. 220. 53 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ati on-Qd i forward 61
106. 75. 199. 192 Chi na 147.237.76. 177 ncore.idf.il Block Np All _Net drop 1
195. 154. 214. 162 Fance 147.237.76. 38 eengitav.idf.il Bl ock Udp All _Nets drop 1
195. 154. 214. 162 France 147.237.76. 39 nobi | e.neitav.idf.il |Bock Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Count

52.1.90.117 Lhited Sates 147.237.77. 216 dover.idf.il |[13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 78. 2 147.237.72. 166 [Lhited Sates |aka.idf.il ET SCAN NVAP -sA (2)

66. 249. 93. 91 147.237.0.15 [lhited Sates |kosher-kravi.idf.il |[ET SCAN NVAP -sA (2)

66.249. 69. 142  |147.237.76.30 |Wited Sates |hinush.idf.il ET SCAN NVAP -sA (2)

177 245, 104. 1491147 237 77. 234 |vexi co bl ag.i df i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,

209. 126. 116. 147

147.237.77.170

Lhited Sates

naarachot.idf.il

ET SCAN NVAP -sS w ndow 1024

2

2

2

1

1
84.229. 154. 141 |147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
209. 126. 116. 147|147.237. 76. 42 |Wited Sates |refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
201. 235. 215. 254|147. 237.8.24 |Argentina elifestyle.idf.il |ET SCAN NVAP -f -sS 1
43.245.183. 201 |147. 237. 72. 156 |Japan anan.idf.il ET SCAN NVAP -sS w ndow 2048 1
185. 130. 5. 224  |147.237. 77. 243 nobi | e. i df.il ET SCAN NVAP -sS w ndow 1024 1
43. 245, 183. 201 |147.237. 72. 156 |Japan anan.idf.il ET SCAN NVAP -f -sS 1
183. 60. 48. 25 147. 237. 76. 199 [Chi na e.nakchal .idf.il |ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237.76. 42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
183.56.173.20 |147. 237. 76. 196 |Chi na esvivaidf.il ET SCAN Potential SSH Scan 1
183.56.173.20 |147.237.76.34 [China yohal an.idf.il ET SCAN Potential SSH Scan 1
209. 126. 116. 147|147. 237. 77. 205 |Lhited Sates |prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
128.199. 54. 170 |147.237. 72. 166 |S ngapore aka.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
209. 126. 116. 147|147. 237. 76. 197 |Lhited Sates |e. hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
201. 235. 215. 254(147.237.8. 24 |Argentina elifestyle.idf.il |[ET SCAN NVAP -sS w ndow 2048 1
43. 245, 183. 201 |147.237. 72. 156 |Japan anan.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 60. 48. 25 147.237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 76. 196 [Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.76. 38 |[China eeneitav.idf.il |ET SCAN Potential SSH Scan 1
183.56.173.20 |147.237.76.39 [China nobi | e. nei tav. i df.i|[ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

Target Address

dte

Signature

Count ry

SYWNretransmt wth different

92.226.38. 161 |Ger many 147.237. 77. 170 |naar achot . i df . i | Bad TCP sequence . noni t or 191
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
79.177.0.133 |israel 147. 237. 76. 147 |chi nuch. aka. i f .| 9 =9 Invalid segnent retransmssion. g 72
Ret r ansni ssi on Packet dr opped.
r eam n ine: TCP Invali i i ssi
84.228.46.5 |Israel 147, 237. 77. 243 |nobi | e. i of . i Streamng Engi ne: TCP Invalid finvalid segnent retransnission drop 42
Ret r ansni ssi on Packet dropped.
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
213.8.122.38  |Israel 147. 237. 77. 170 |naar achot . i of . i Bad TCP sequence SN retransmt wih different monitor |24
w ndow scal e
77.126.87.149 |[Israel 147.237.72. 166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 18
80. 246. 133. 112 |I srael 147.237.77. 234 |hal ag. i df .1 Bad TCP sequence SN retransmt wth different monitor |18
wi ndow scal e
. . SWNretransnmit wth different .
46. 19. 86. 163 | srael 147.237.77. 170 |n@ar achot . i df . i | Bad TCP sequence wi ndow scal e noni t or 18
77.126.87.149 |israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SINAK retransmt wth different oo 16
wi ndow scal e
92.226. 38. 161 |[Ger many 147.237.77. 170 |naar achot . i df . i | dr op Frst packet isn't SN drop 15
Sreamng Engine: TCP Invalid i i ssi
37.26.146.222 |israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =9 Invalid segnent retransmssion. g 15
Ret r ansni ssi on Packet dr opped.
85. 250.118. 77 |Israel 147.237.77. 233 |atal i df il Bad TCP sequence SNretransmt with different moni tor |15
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
84.228.63.143 |Israel 147.237.72. 166 |aka.i df .l 9 =9 Invalid segnent retransmssion. g 15
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 61 I st ael 147. 237. 72. 166 |aka.i df .i | drop First packet isn't SN drop 12
C e SWNretransnmit wth different .
79.179.56.51  |lIsrael 147.237. 77. 170 |n@arachot . i df . i | Bad TCP sequence wi ndow scal e noni t or 12
37.26.149. 168 |l srael 147.237.72. 167 [i shurimaka. i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 12
92.226.38.161 |Ger many 147. 237. 77. 170 |naar achot . i of . i | drop drop 12
94.230. 86. 178 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence Inval i d ACK nunber noni t or 11
89. 139. 186. 203 I srael 147.237.76.42 |refuah.idh.il Bad TCP sequence SN retransmt wih different moni tor |11
w ndow scal e
C e SWNretransnmit wth different .
85.64.135.12 |lIsrael 147. 237. 77. 170 |naar achot . i df . i | Bad TCP sequence wi ndow scal e noni t or 11
31.210.188.22 |[lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or 11
92.226.38.161 |Ger many 147. 237. 77. 170 |naar achot . i of . i | Bad TCP sequence Invalid ACK nunber alert 10
92.226.38. 161 |Ger many 147.237.77. 170 |naar achot . i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 10
Sreaning Engine: TQP Invalid i i ssi
66.249.66.90 |United Sates [147.237.76.86 |[navy.idf.il 9 =g Invalid segnent retransmssion. o 10
Ret r ansni ssi on Packet dropped.
C e SN retransnmit wth different .
109.64.103.1 |Israel 147.237. 77. 170 |n@arachot . i df . i | Bad TCP sequence wi ndow scal e noni t or 9
Sreaning Engine: TQP Invalid i i ssi
217. 132. 209. 64 |l srael 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dropped.
37.26.146. 222 |lIsrael 147.237.8.45 |e.eitan.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
37.26. 146. 222 |l srael 147.237.8.45 |e.eitan.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
79.180. 160. 82 |Israel 147.237.77. 170 |naar achot . i df . i | Bad TCP sequence S retransmt with different monitor |7
w ndow scal e
46.19.85.162 [l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |6
Sreaning Engine: TQP Invalid i i ssi
185. 3. 146. 248 |Israel 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
46.19.85.147 |Israel 147.237.0. 16 I”y'kOSher'kraV"'df" SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
109. 67.41.139 |Israel 147. 237. 77. 170 |naar achot . i of . i Bad TCP sequence SN retransmt wih different monitor |6
w ndow scal e
46. 19. 85. 52 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber aert 6
Sreanming Engine: TCP Invalid i i ssi
176.13.10. 156 |l srael 147.237.77. 243 |nobil e.i of . 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
77.125.111. 137 |I srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
46.19.85.162  [lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert
46.120.37.101 |Israel 147. 237. 77. 170 |naar achot . i of . i Bad TCP sequence SN retransmt wih different monitor |6
w ndow scal e
46. 19. 85. 52 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
46.19.86.152 |Israel 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
79.179.55.97  |Israel 147.237.77. 170 |naar achot . i df . i | Bad TCP sequence S retransmt with different monitor  [5
w ndow scal e
2.54.142. 142  |[Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
46.19.86.152 |Israel 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
157. 55. 39. 38 Lhited Sates |147.237. 77. 170 |n@arachot . i df .i | drop First packet isn't SYN drop 5
79.179. 143. 101 |I srael 147. 237. 77. 170 |nar achot . i of . i Bad TCP sequence SN retransmt wih different monitor |5
w ndow scal e
195. 34.150. 18 |Austria 147.237. 77. 216 |dover.i df .il B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor
31. 210. 186. 205 |l sr ael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or
Sreanming Engine: TCP Invalid i i SSi
149.78.11. 123 |israel 147, 237. 77. 243 |nobi | e. i of . i | g =g Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.
46.19.85.162  |[lsrael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber alert 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
80. 246. 136. 188 |l srael 147.237.77.243|nobi | e. i df . i | Paraneter Type Mol ation Bwil in nobile.idf.il/sachar/creat eaccount B ock 64
85. 250. 196. 204 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 12
31.154. 165. 203 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 31. 154. 165. 203 B ock 5
80. 246. 136. 110 |l srael 147.237.0.19 |nadimatal .idf.i||DOstributed Suspicious Response Code B ock 2
79.177.0.133 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to wwu chi nuch. aka. i df . il/404. htm B ock 2
2.54.39. 146 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
87.69. 25.172 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 2
46.117.12.217 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
31.154.233.194 [Israel 147.237.72. 156 [anan. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 2
109. 66. 129. 231 |l srael 147. 237.72. 166 |aka. i df . i | mar:;:ri gff’idl ?:a)i'n\fsoéé’;;f?f oirgot passvord, s None 2
178. 255. 215. 87 |France 147.237.77. 216 |dover.idf . il Lhaut hori zed URL Access to wawidf.il/atal 1/izkor/ mai n. asp B ock 2
109. 253. 192. 196|I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 2
5. 29. 246. 139 I srael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 2
2. 54. 159. 204 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
2.54.3.75 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.19.85.4 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Gode Bl ock 2
80.246.136.77 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46. 19. 86. 168 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
37.142.177.111 |lIsrael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 2
31. 154. 165. 203 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method CPTIONS for waw aka. i df.il/ B ock 1
107.178.194.79 |Uhited States |147. 237. 77. 216 [dover . i df . i | w1 1) 1155, 25461 el dover. aume Bock |1
68. 180. 230. 167 |Lhited Sates |147.237.76.31 [nakchal .idf.il Paraneter Type M ol ati on PageNumin nakhal .idf . il/1073- he/ nakhal . aspx B ock 1
Unknown Par anet er
46.120.79. 144 |[Israel 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphvai n$TochenPl aceHbl der $bt nAt udaPrint in None 1
wan aka. i df . i1/ mai n/ gi yus/ at uda/ asnacht a. aspx

204.13.200.200 |United Sates [147. 237. 77. 216 |dover . i df . | e 1) 1155, 25650 nel dover. aum Bock |1
2.54.7.42 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 1
89.139. 131. 231 [Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
46. 19. 85. 31 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 1
176.13.16.179 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
37.142. 64. 94 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
109. 160. 160. 75 |l srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1407- he/ at al . aspx B ock 1
5.22.129. 88 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 1
93.172.153. 167 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
66.249.78.95 [Israel 147. 237.77. 216 |dover . i df . i | o e s e/ dover . aspx Bock |1
46.19. 86. 244 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
185. 32. 179. 248 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
37.142.200.85 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1275-he/ atal . aspx B ock 1
164. 138. 117. 56 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for www aka. i df.il/mai n/ sachar/ mas. aspx B ock 1
79.183. 62. 16 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
77.125.111. 137 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS Attack None 1
31.154. 165. 203 |[lIsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip storage/files/2/ B ock 1
107.178.194. 83 |Uhited States |147. 237. 77. 216 [dover . i df . i | e 1) 1155, 25650 nel dover. s Bock |1
52.90.147.70  [lhited Sates [147. 237. 77. 216 |dover . i df . i | mi';.ﬁc;‘fe./zc:reggff;;rg’cn s/ sorol | er/ query. | carousel | s Bl ock 1
207.46.13.75  |united Sates [147. 237. 7. 216 |dover . i df . i | o 2 R e 1O e/ 1656504227/ HBock |1
89. 139. 186. 203 |l srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ reset . css B ock 1
46.19. 85. 160 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
176.13.21.205 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
79.178.61. 17 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
37.142.68.55 I srael 147.237.77. 176 |mat pash. i df . i | Distributed PHP Attenpt Bl ock 1
109. 253. 144. 184|I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
5.22.131.121 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method HEAD for waw aka. i df.il/main/giyus/ general .aspx  |B ock 1
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