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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country Target Address Site Signature Device Action Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3378
31.168. 240. 21 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 3
109. 66. 160. 66 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Oount

185. 120. 126. 4 147. 237.72. 166 aka.idf.il |1633: HTTP: WbDAV Protocol PRCPFIND Met hod B ock 15
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
185.120. 126. 14 |147.237.77.216 dover.idf.il ET SCAN NVAP -sA (2) 2
120. 194.193. 15 [147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
_ L ET DC5 Large anount of TCP ZeroWndow - Possible Niller2
79.177.120.180 [147.237.76.30 |Israel hi nush. i df . i 1
DDos attack
209. 126. 116. 147|147.237.76.39 |Lhited Sates |nobile. neitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
192. 186. 95. 178 |147. 237. 77. 235 [Canada sviva.idf.il ET SCAN NVAP -sS w ndow 2048 1
185.130.5.224 |147.237.77.234 hal ag.i df.il ET SCAN NVAP -sS w ndow 1024 1
120. 194. 193. 15 |147. 237. 72. 156 [Chi na anan. i df.il ET SCAN Potential VWNC Scan 5900- 5920 1
L ET DC5 Large anount of TCP ZeroWndow - Possible Niller2
80. 246. 133. 208 [147.237.77. 233 |Israel atal.idf.il 1
DDos attack
36.110. 33. 83 147. 237. 72. 156 |Chi na aman. i df.il SERVER APACHE Apache SS error page cross-site scripting 1
192. 186. 95. 178 |147. 237. 77. 235 |Canada svivaidf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

SYWNretransmt wth different

78.52.159. 123  |Ger many 147.237.77. 170 |naarachot . i df .i1|Bad TCP sequence . noni t or 107
w ndow scal e
Sreaming Engine: TGP Invalid i i ssi
37.26.146.222 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =9 Invalid segnent retransnission. drop 96
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
46.19.85.161  |Israel 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. drop 42
Ret r ansmi ssi on Packet dropped.
s SN retransmit wth different .
84.111.138.75 |Israel 147.237.77. 170 |naarachot .i df .i1|Bad TCP sequence i ndow scal e noni t or 42
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
46. 19. 86. 244 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 34
185. 120. 126. 115 147. 237.77. 170 |naarachot . i of .i1{Bad TCP sequence S retransmt with different monitor  [26
w ndow scal e
208.184.77.186 |Wited Sates [147.237.77.176|matpash.idf.il [drop First packet isn't SW drop 23
e SWNretransmit wth different .
77.125.1. 236 I srael 147.237.77. 170 |naarachot .i df .i1|Bad TCP sequence i ndow scal e noni t or 23
205. 197. 242, 152|Wnited Sates |147.237.77.176 |matpash.idf.il |dr op First packet isn't SN drop 18
o SN retransnmit wth different .
79.179. 56. 51 I srael 147.237.77. 170 |n@arachot .i df .i[|Bad TCP sequence i ndow scal e noni t or 16
37.142.64.9 I sr el 147.237.77. 170 |naarachot . i of .i1{Bad TCP sequence SN retransnit with different monitor  [15
w ndow scal e
91.135. 102. 188 |l srael 147.237.77. 216 |dover. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 14
77.126.152.72  [Israel 147. 237.77. 170 |naarachot . i of .i1{Bad TCP sequence S retransmt with different monitor |14
w ndow scal e
. . SN retransmt wth different .
92.226.38.161 |Ger many 147.237.77. 170 |mearachot . i of .il|Bad TCP sequence i ndow scal e noni t or 14
46. 19. 86. 232 I srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence I'nval id ACK nunber noni t or 12
Sreaning Engine: TCP Invalid i i ssi
212.179.28.73 |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 12
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
80.179. 118. 130 |[Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =9 Invalid segnent retransission. drop 12
Ret r ansni ssi on Packet dropped.
79.177.203. 190 |[lsrael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 12
46.19. 85. 37 I srael 147.237.77. 216 |dover. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
213.8.204.41  [israel 147. 237.77. 170 |naarachot . i of .i1{Bad TCP sequence S retransmt with different monitor |11
w ndow scal e
37.26. 146. 222 | srael 147.237.8.45 |e.eitanidf.il |Bad TCP sequence Invalid ACK nunber noni t or 11
e SN retransmit wth different .
85. 64.234. 238 |Israel 147.237.77. 170 |naarachot .i df .i1|Bad TCP sequence i ndow scal e noni t or 10
Sreaning Engine: TCP Invalid i i ssi
37.142.189. 186 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. drop 10
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
109. 65. 26. 113 [Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransission. drop 9
Ret r ansni ssi on Packet dr opped.
149. 88. 206. 228 |Israel 147.237.77. 170 |nsarachot . i of .i1|Bad TOP sequence S retransmt with different monitor |9
w ndow scal e
46. 19. 85. 16 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
Sreaming Engine: TGP Invalid i i ssi
109. 64.176.13 | srael 147.237. 72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. drop 9
Ret ransni ssi on Packet dropped.
o SN retransnmit wth different .
84.108. 214. 221 |l srael 147.237.77. 170 |n@arachot .i df .i[|Bad TCP sequence i ndow scal e noni t or 8
109. 64. 149. 185 |Israel 147.237.77. 170 |nsarachot . i of .i1{Bad TCP sequence SN retransnit with different monitor (8
w ndow scal e
o SN retransnmit wth different .
84.111.208. 154 |Israel 147.237.77. 170 |n@arachot .i df .i[|Bad TCP sequence i ndow scal & noni t or 7
5.29.228. 182 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 7
. . SN retransmt wth different .
93.172.237.143 |lsrael 147.237.77. 170 |mearachot . i of .i1|Bad TCP sequence i ndow scal e noni t or 7
77.125.240. 111 i srael 147. 237.77. 170 |naarachot . i of .i1{Bad TCP sequence S retransmt with different monitor |7
w ndow scal e
46.19. 86. 111 I srael 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
37.46.39. 88 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 7
46. 19. 85. 22 I srael 147.237.77. 216 |dover. i df. i1 Bad TCP sequence Invalid ACK nunber alert 6
109. 67.188.46 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 22 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber noni t or 6
79.176.174.6 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
Sreanming Engine: TCP Invalid i i ssi
109.64.28.68 |l srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
172.56. 2. 249 Wited Sates [147.237.77.216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect
79.178.203.50 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber alert
Sreamng BEngine: TCP Invalid i i ssi
2.52.172.75  |israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission. drop 6
Ret r ansm ssi on Packet dropped.
79.181.138.35 |l srael 147.237.77. 170 |nsarachot . i of .i1{Bad TCP sequence SN retransnit with different monitor  [6
w ndow scal e
Sreamng BEngine: TCP Invalid i i ssi
5.28.182.16  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission. drop 6
Ret r ansm ssi on Packet dropped.
46. 19. 86. 237 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
. . SN retransmt wth different .
79.183.113.113 |lsrael 147.237.77. 170 |mearachot . i of .i1|Bad TCP sequence i ndow scal e noni t or 6
Sreaming Engine: TGP Invalid i i ssi
109. 64.108.70 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segment retransmission. drop 6
Ret ransni ssi on Packet dropped.
79.178.203.50 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
109. 64. 48.184  |Israel 147.237.0.34 |tikshuv.idf.il [Too Miny of the Same Response Code (404) in Session from 109. 64. 48.184 |B ock 51
66.249.78.159 |[Israel 147.237.77.216|dover . i df . il Mil tipl e Unaut horized URL Access from 66. 249, 78. 159 B ock
176.12.141.87 |israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock
185.120. 126. 4 147.237.72. 166 |aka. i df . i | m“;kr:: |dfze|d| /'\gtprlgforpagﬂ :\eDs/fg/rGQZOG. 4 Bock |4
46.19.86.244  |israel 147.237.77. 216 |dover . i df . i | ?msléif&ﬁgﬁegb&ig_ﬁ?i °:”| s:Efr;’m 46.19.86.244 (Protocal violation None 3
80. 246. 136. 169 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 3
85. 64. 40. 173 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 3
109. 253. 150. 116]I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
2.54.158. 157 I srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
Unaut hori zed URL Access to
95. 86. 114. 26 I srael 147.237.72. 166 [aka. i df . i | www. aka. i df . i |/ &a=u&ved=0ahukewi vr eublovkahxdwbokhdsi ci qqf ggnmaa&s |B ock 2
i g2=qonr r qui a9xo000t | 6j | xsg&usg=af gj cnh4ucr 3bgpnkvh4yz9t 7j scut sl oq
46.121. 214. 153 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
5. 29. 245. 225 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
2.52.17.226 I srael 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
46.19. 86. 42 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
37.142.64.123 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
147.235.8. 76 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
46.19. 85. 146 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
37.26.147.146 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
204.13.200. 200 [J11€ 147.237.77. 216 |dover i of il [DSIT1OUeC 1?:;};%;;?&%&??:‘)2” Bock |2
149. 78. 182. 144 |Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
79.179.6.55 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
66.249.78.166 |l srael 147.237.77.216|dover . i df . i Mil ti pl e Unaut horized URL Access from 66. 249, 78. 166 B ock 2
217.132.123.0 [Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
79.181.181. 213 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for www aka. i df. i |/ nai n/ gi yus/ gener al . aspx Bl ock 2
208.184. 112,74 [J11€ 147.237.77. 216 |dover i df .i| [ ST1DUeC 1?;;}2;;5?2;’26&?@22” Bock |2
149. 78. 220. 102 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
5.29.228. 182 | srael 147.237.72.166|aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS Attack None 2
79.182.139.209 |[israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
46.19. 85. 170 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
195. 154. 227. 118|France 147.237.77.216|dover.idf.i I11egal HITP \ersion HITH Bl ock 1
37.26.149. 144  |Israel 147.237.77.243|nobi l e.i df . i | D stributed Whaut horized URL Access on nobi | e. i df . i|/sachar/index B ock 1
79.177.63.216 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
66.249.78.102 |lsrael 147.237.77.216|dover.idf.i | Unaut hori zed URL Access to 147.237.77. 216/ 1153- 14220- he/ dover . aspx  |B ock 1
213.57.171.194 [israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
82.81.28.211 [Israel 147.237.72. 166 |aka. i df . i | ma';;e: d??? /(r)T]aIiiy n/\igfa'rf?eg'i o rati onvi zar st ep3, asp None |1
37.187.129.166 |France 147.237.77. 216 |dover i df .i| [ ST1DUeC 1?;;}2%;?28%&?@22” Bock |1
Ui ted . ] ) U_"naut hor_i zeq R Accesg to ‘ ‘
157. 55. 39. 84 Sates 147.237.0.34 [tikshuv.idf.il |tikshuv.idf.il/content/inmages/ mai n/copyright-I|ogo. png. hash. 455f a4f 9c63369 |B ock 1
93f f d23aa41ea927bc381f 8a8a. shal
79.180. 28. 13 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS At ack None 1
66.249.78.234  |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
107.178.194.83 |31 1% 147.237. 7. 216 |dover . i df .i| [0 St7! Buted ggfgggggﬁe%gc_?jpf” Bock |1
85. 250. 236. 99 |l srael 147.237.72.166|aka. i df . i | Lhtraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66. 249. 66. 14 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1408- he/ at al . aspx B ock 1
80.178.187.16 | srael 147.237.76.86 |navy.idf.il m“;z\%' lzgfd i focess 1o doc nur/ doc._mur . asp Bock |1
198. 58. 103. 115 gq;:eeg 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to waw idf.il/1294-he/ waw idf.il Bl ock 1
37.142.64. 45 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode Bl ock 1
109. 253. 215. 128|I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
79.178.24.254 |israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
2.54.185. 59 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
Unaut hori zed URL Access to
e R R < CRLATIN v o R i el T
2phj r xnx2g
66.249.78.146 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df . i|/1150- he/ chi nuch. aspx Bl ock 1
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