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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address |Site

|Signature |Device Action |Count |
Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3272
84.109. 13. 208 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 3
1.93.1.91 Chi na 147.237.76. 198 e.yohalan.idf.il |JLMPurple Gon Limt _Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount

62. 210. 107. 201 France 147.237. 76. 86 navy.idf.il C1000106: HTTP: naj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LW with fake user agent 12
77.254. 26. 127 147.237.77. 176 Pol and nat pash. i df . i | SERVER- WEBAPP yabb access 6
77.254. 26. 127 147.237.77. 74 Pol and lawidf.il SERVER- WEBAPP yabb access 6
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
77.254. 26. 127 147.237.77. 176 Pol and nat pash. i df .i | SERVER- WEBAPP nodul es. php access 2
77.254.26. 127 147.237.77.74 Pol and lawidf.il SERVER WEBAPP nodul es. php access 2
194. 187. 249. 70 147. 237.77. 227 Eur ope e. hamaz. i df . il ET SCAN NVAP -sS w ndow 1024 1
168. 62. 238. 153 147.237.8. 27 Lhited Sates e.madi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
208. 167. 254. 200 147.237.8. 28 Lhited Sates e.nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
168. 62. 238. 153 147.237.72. 14 Lhited Sates dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
104. 143. 14. 247 147.237.8. 45 Lhited Sates eetanidf.il ET SCAN NVAP -sS wi ndow 1024 1
208. 167. 254. 200 147.237.8. 28 Lhited Sates e.nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
198. 20. 69. 98 147.237. 76. 34 Lhited Sates yohal an. i df .| ET DRCP Bshiel d B ock Listed Source 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

SWNretransmt wth different

W ndow scal e

84.111.23.157 |Israel 147.237.77. 170 |naarachot .idf.il |Bad TCP sequence . noni t or 27
w ndow scal e
R SYNretransmit wth different .
217.132. 141. 166|I srael 147.237.77. 170 |mearachot . i of .i1 [Bad TCP sequence wi ndow scal e noni t or 18
72.9.148. 10 Lhited Sates [147.237.77.216|dover.idf.il dr op SAMrule drop 16
S SYNretransnmit wth different .
109. 65.114. 12 |Israel 147.237.77. 170 |mearachot . i of .11 [Bad TCP sequence v ndow scal @ noni t or 16
79.182.131.130 |Israel 147.237.77. 170 |naarachot . i of .11 |Bad TCP sequence SN retransmt wih different monitor |15
W ndow scal e
S SWNretransnmit wth different .
46. 19. 86. 49 I srael 147.237.77. 170 |mearachot . i of .11 [Bad TCP sequence v ndow scal @ noni t or 13
Sreaning Engine: TQP Invalid i i SSi
217. 132. 193. 169|i srael 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 12
Ret ransm ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
66.249.66.90  |lhited Sates |147.237.76.86 |navy.idf.il 9 =9 nval i d segnent retransmssi on. drop 12
Ret ransmi ssi on Packet dr opped.
41.33.231. 90 Egypt 147. 237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 12
. . SYNretransnit wth different .
5.28.133. 115 | srael 147.237.77. 170 |marachot . i of .il [Bad TCP sequence vi ndow scal e noni t or 10
Sreaning Engine: TCP Invalid i i ssi
109. 67. 173. 184 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 9
Ret r ansm ssi on Packet dropped.
. . SYNretransnit wth different .
77.127.187.10 |lsrael 147.237.77. 170 |marachot. i of .il [Bad TCP sequence vi ndow scal e noni t or 8
94.230.92.207 | srael 147.237.77. 170 |naarachot . i of .11 |Bad TCP sequence S retransmt wth different monitor |8
W ndow scal e
2.52.171.44 I srael 147.237.77. 176 |matpash.idf.il  [SYN At tack SYN -> SYN-ACK -> RST rej ect
185.3.147.252 |l srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
82.145.218. 119 |Europe 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
. . SYNretransnit wth different .
217.132.33.102 |lsrael 147.237.77. 170 |marachot. i of .il [Bad TCP sequence vi ndow scal e noni t or 7
109.64.81.212  |Israel 147.237.77. 170 |naarachot . i of .11 |[Bad TCP sequence S retransmt wth different monitor |7
w ndow scal e
5.22.130. 121 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 85. 108 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or
89.138.172.98 |l srael 147.237.77. 170 |nsarachot . i of .11 |Bad TCP sequence SN retransnmt wih different monitor |7
W ndow scal e
43.255.176.89 [Japan 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
Sreaning Engine: TCP Invalid i i ssi
95. 86. 106. 245  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
37.26.146.150 | srael 147. 237. 72. 166 |aka. i f . i1 9 =9 Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
79.181.226.64 |[Israel 147.237.72. 166 |aka.i df . i Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TQP Invalid i i SSi
46. 19. 85. 50 I'srael 147.237.77. 243 |nobil e, i df . i1 9 =g Inval i d segnent retransmssi on. dr op 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
79.181.56. 2 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
77.127.222.34  |lsrael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 108 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Invalid AGK nunber aert
54.195.242.23 |[lreland 147.237.77.74 [lawidf.il Bl ock HITP Non Conpl i ant Fai l ed to handl e connection data noni t or
89.138.11.216 |Israel 147.237.77. 170 |nmarachot . i f .il |Bad TCP sequence SWretransmt wth different monitor 6
w ndow scal e
R SWNretransmit wth different .
79.181. 150. 163 |Israel 147.237.77. 170 |mearachot . i of .i1 [Bad TCP sequence wi ndow scal noni t or 6
46.19. 86. 174 I srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect
80.246.139.20 |[lsrael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect
79.179.55.63  |Israel 147.237.77. 170 |naarachot . i of .11 |Bad TCP sequence S retransmt wth different monitor |5
W ndow scal e
. . SYNretransnit wth different .
46. 19. 86. 87 | srael 147.237.77. 170 |marachot . i of .il [Bad TCP sequence vi ndow scal e noni t or 5
77.127.206. 232 I srael 147.237.77. 170 |naarachot . i of .11 |Bad TCP sequence S retransmt wth different monitor |5
W ndow scal e
. . SYNretransnit wth different .
46. 19. 86. 144 | srael 147.237.77. 170 |marachot . i of .il [Bad TCP sequence vi ndow scal e noni t or 5
46. 19. 85. 235 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or 5
72.9.148. 10 Lhited Sates [147.237.77.176|natpash.idf.il |drop SAMrule drop 4
2.52.171.44 I srael 147.237.77. 176 [matpash.idf.il  [Bad TCP sequence Invalid AGK nunber noni t or 4
5.22.129. 236 I 'srael 147.237.77. 170 |mearachot . i of .il [Bad TCP sequence Inval i d ACK nunber noni t or 4
185. 3. 147. 145 |l srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACK nunber noni t or 4
46.19. 85. 181 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber noni t or 4
2.52.171. 44 I srael 147.237.77. 176 |mtpash.idf.il  [Bad TCP sequence Invalid sequence nunber noni t or 4
85.64.162.181 |l srael 147.237.77. 170 |nsarachot . i f .il |Bad TCP sequence S retransmt wth different monitor 4
w ndow scal e
185.3.146.225 |l srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval id ACK nunber noni t or 4
31.168.164. 114 I srael 147.237.77. 170 |nsarachot . i of .11 |Bad TCP sequence SN retransnmt wih different monitor |4
W ndow scal e
Sreamng Engine: TCP Invalid i i ssi
217.132.130. 40 I srael 147.237. 76. 200 |ei tan. aka. i df . i 9 =9 nval i d segnent retransmssi on. drop 4
Ret ransmi ssi on Packet dr opped.
79.181. 56. 2 I srael 147.237.72.167 |i shurimaka.idf.i|Bad TOP sequence SNACretransmt wih different o |




01-02-2016-17:04:03 to 01-02-2016-18:04:03

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
77.254.26.127 |Pol and 147.237.77. 176 |nat pash. i df . i | Mil tipl e Unhaut horized URL Access from 77. 254. 26. 127 B ock 36
77.254.26.127  |Pol and 147.237.77.74 |lawidf il mar:twe; dfT.)/ipIe/t\Aeﬁ:an a; o ég:fffg}gg ftﬁ";.i anspx Bl ock 18
77.254.26.127 |Poland 147.237.77.74 [lawidf.il Ml tipl e Unaut horized URL Access from 77. 254. 26. 127 B ock 16
77.254.26.127 |Pol and 147.237.77. 176 |nat pash. i df . i | Dstributed PHP Attenpt B ock 14
66.249.78.159 |[Israel 147.237.77. 216 |dover.idf .i | Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock 7
77.254.26.127 |Poland 147.237.77.74 [lawidf.il Ostributed PHP At tenpt B ock 7
2.54.132. 241 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 5
89.139. 189. 165 |[lIsrael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 5
2.52.169. 73 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock 4
79.182.211.234 |lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed UR. Access to vww aka. i df.il/sip_storage/files/ 7/ B ock 3
212.117. 154. 2421 srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 3
5. 144. 59. 103 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock 2
46. 19. 85. 190 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
66.249.78.166 | srael 147.237.77. 216 |dover. i df . i | miréfbﬂtﬁdatg?jﬂi ';i;;fiﬁe\ﬁngk::‘fs on B ock 2
79.183.21. 15 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock

46.19. 86. 191 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock

109. 65. 142. 199 |Israel 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Code B ock

109. 253. 222. 92 |Israel 147.237.77. 243 |nobi | e. i df . i | thaut hori zed URL Access to B ock 2

nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1362

. . Unaut hori zed Met hod CPTI ONS for
79.182.173.93 | sr ael 147.237.72. 166 aka. i df . i | wwv aka. i df . i |/ mai n/ gi yus/aut henti cati onservi ce. asnx/ get aut huser Bl ock 2

: : : D stributed Waut horized URL Access on
204.13.200.200 |thited Sates (147.237.77.216|dover.idf.il i df i 1/1133- 22461- he/ dover . aspx. Bl ock 2

m ny- kosher - kravi . id

109. 253. 202. 53 |l srael 147.237.0. 17 £l Ostributed I11egal Paraneter Encoding None 2
46. 19. 86. 198 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
176.13.15.201 |lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Code B ock 2
37.142.247.30 [israel 147.237.0.19 |[madimatal .idf.il Dstributed Suspicious Response Code B ock 2
46.19. 85. 194 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
87. 68. 60. 182 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Code B ock 2
176.12.144.83 |Israel 147.237.0.19 |[madimatal .idf.il Dstributed Suspicious Response Code B ock 2
109. 253. 207. 111l srael 147.237.72. 166 |aka. i df . i | mar:;fi gfﬂ ?‘r:aﬁln\/”so;i;f/nf Oirgot passvor d, aspx None 2
80. 246. 136. 132 [Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock 2
176.12.150.22 |lIsrael 147.237.0.19 |nadimatal .idf.il O stribut ed Suspicious Response Gode B ock 2
109. 253. 207. 111|I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 2
46.120.54.216 |Israel 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Code B ock 2
180. 76. 15. 20 Chi na 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1638- he/ r ef uah. aspx |Bl ock 1
46.19. 85. 135 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
107.178.194.79 |Uited Sates [147.237.77.216 |dover. i df . il Dstri uted 1?;;};;;5?&%\/’;‘??:&” Bl ock 1
149.78.133.31 |Israel 147.237.77.233|at al . i df . i | poans & igéfl\fﬂsa;_i&;e;rfgs;; Bl ock 1
85.65.177.153 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
66. 249. 66. 14 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock

109. 201. 154. 229 [Netherl ands  [147. 237. 77. 216 |dover . i df . i | D stri bt ec 1?;;;;;5?&%&??;}2” Bl ock 1
46.19. 86. 174 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
109. 64. 154. 237 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
79.176.11. 81 I srael 147.237.77.243|nobi | e. i df . i | O stributed Lhauthori zed URL Access on nobi | e. i df.il/sachar/index |B ock 1
77.125.139.34 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
176.13. 1. 67 I srael 147.237.77.243|nobi | e. i df . i | Dstributed Unhaut hori zed URL Access on nobi | e.idf.il/sachar/index [B ock 1
66.249.78.102 I srael 147. 237.77. 216 |dover . i df . i | D e el i adaver. aspx Bl ock 1
109. 253. 207. 1561 srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
82. 80. 53. 145 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
46.120. 81. 88 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
109. 66. 158. 102 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
79.182.50. 53 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS Atack None 1
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