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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3035
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack dr op 2

106. 75. 199. 192 Chi na 147.237.76. 148 gocenter. aka. i df.il Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry ‘Target Address |Site Sgnature Devi ce Action |Oount |
159. 253. 145. 150 |Lhited Sates 147.237.77.216 |dover.idf.il Q095: Suspi ci ous Addresses MFA Per nit 1
185. 130. 5. 224 147.237.0.15 kosher-kravi .idf.il [16634: HTTP. Apache HTTP Server nod_status Request B ock 1

198. 20. 69. 74 Lhited States 147.237.8. 14 e.orchot.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
176.49. 152. 157 |147.237.76.44 |RSSI&n e refuah.idf.il ET SCAN Potential SSH Scan 2

Federati on
176. 49. 152. 157 |147. 237. 76. 34 gj;:tnim yohal an. i df .i ET SCAN Potential SSH Scan 2
66.249.78.9 147.237.72. 166 |Wited Sates  |aka.idf.il ET SCAN NVAP -sA (2) 2
176. 49. 152. 157 |147. 237. 76. 39 23::;'}0'1 nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 2
123.20. 32. 84 147. 237. 76. 177 |\ et nam ncore.idf.il ET SCAN NVAP -sS w ndow 3072 1
107. 161. 158. 119|147. 237. 77. 212 |Lhited Sates e.dover.idf.il ET SCAN NVAP -sS wi ndow 2048 1
176. 49. 152. 157 |147.237.77. 178 23;:30” e.natpash.idf.il ET SCAN Potential SSH Scan 1
104. 143. 14. 247 |147.237.72.217 [Lhited Sates eidf.il ET SCAN NVAP -sS w ndow 1024 1
176. 49. 152. 157 |147.237.77. 19 gjzg'im I awf orumi df . i1 ET SCAN Potential SSH Scan 1
28,90, 35. 204 147 237 0.33  |Bul cari il ET SCAN Behavi oral Lhusual | y fast inbound Tel net 1

. . . . . 0. la . . .
o Gonnections, Potential Scan or Brute Force
o ET DC5 Large anount of TGP Zer oWndow - Possible Nkiller2
2.54.26. 241 147. 237. 77. 233 |I srael atal.idf.il 1
DDos attack

176. 49. 152. 157 |147.237.8.27 ?;Z:;;”im e nadimatal .idf.il ET SCAN Potential SSH Scan 1
176. 49. 152. 157 |147.237.0. 17 23::;'}0'1 mny- kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
124.65. 231. 114 |147.237.0.200 |Chi na mdu.idf il ET SCAN Potential SSH Scan 1
209. 126. 116. 147|147. 237. 76. 200 |Lhited Sates eitan aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
107. 161. 158. 119|147. 237. 77. 212 |Uhited Sates e.dover.idf.il ET SCAN NVAP -sS wi ndow 3072 1
176. 49. 152. 157 |147.237.77. 234 ?;Z:;;”im hal ag. i df .1 ET SCAN Potential SSH Scan 1
107. 161. 158. 119(147. 237. 77. 212 |Lhited Sates e.dover.idf.il ET SCAN NVAP -f -sS 1
176. 49. 152. 157 |147.237.77. 61 gj::;”ion e.cogat.idf.il ET SCAN Potential SSH Scan 1
98.119.105. 221 [147.237.77.178|thited Sates |e. matpash.idf.il ET SCAN NVAP -sS w ndow 1024 1
176. 49. 152. 157 |147.237. 76. 147 23;:30” chi nuch. aka i df . ET SCAN Potential SSH Scan 1
176.49. 152. 157 |147. 237. 72. 166 |51 & aka.idf.il ET SCAN Potential SSH Scan 1

Federati on
176.49. 152. 157 |147.237.0.200 |SSIan L i df i | ET SCAN Potential SSH Scan 1

Feder at i on
176. 49. 152. 157 |147.237.0. 15 ?ég:;;m kosher -kravi .i df i ET SCAN Potential SSH Scan 1
209. 126. 116. 147|147. 237. 77. 216 |Lhited Sates dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
S SWNretransnmit wth different .
79.181.163.55 |Israel 147. 237. 77. 170 [mear achot . i df .i1{Bad TCP sequence i ndow scal noni t or 33
79.179.55.63  |Israel 147.237.77. 170 |nmarachot . i of .i1{Bad TCP sequence SN retransmt wih different monitor |28
w ndow scal e
S SWNretransnmit wth different .
87. 68. 49. 160 | srael 147.237.77. 170 |maarachot . i df .i1|Bad TCP sequence Wi ndow scal e noni t or 24
194. 60. 62. 31 z";ggom 147.237.77.74 |lawidf.il drop First packet isn't SWN drop 22
Sreamng Engine: TCP Invalid i i ssi
95.86.127.34  |israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =g Inval i d segnent retransmssion. drop 18
Ret r ansn ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
79.181.55.132 | srael 147.237.77. 243 |robi | e. i of .| 9 =g nvalid segnent retransmssion. drop 18
Ret ransnm ssi on Packet dr opped.
72.9.148.10 Lhited Sates [147.237.77.216 |dover.idf.il drop SAMrule drop 16
Sreanming Engine: TGP Invalid i i ssi
79.178.211.33 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. drop 15
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.66.63  |Uited Sates |147.237.76.86 |navy.idf.il 9 =g Inval i d segnent retransmssi on. drop 13
Ret r ansn ssi on Packet dr opped.
46.19. 85. 34 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber noni t or 12
185. 120. 126. 115 147.237.77. 170 |nearachot . i f .i1{Bad TCP sequence SWretransmt wth different monitor  [12
w ndow scal e
46.19. 85. 34 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber alert 12
Sreaning Engine: TCP Invalid i i ssi
109. 253. 195. 238|I srael 147.237.77. 243 |robi | e. i of .| 9 =g nvalid segnent retransmssion. drop 10
Ret ransnm ssi on Packet dr opped.
2.54.18. 54 I srael 147.237.77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
212.34.12.97 Jordan 147.237.77. 216 |dover.idf.il drop SAMrul e drop 10
Sreanming Engine: TCP Invalid i i ssi
79.183.171. 246 |Israel 147. 237.72. 166 |aka i df . i 9 =g Inval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.
105. 98. 54. 49 Ageria 147.237.77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST alert 9
Sreaning Engine: TCP Invalid i i ssi
82.80.159.98 | srael 147.237.72. 166 |aka i f .1 9 =g nvalid segnent retransmssion. drop 9
Ret ransnm ssi on Packet dr opped.
105. 98. 54. 49 Ageria 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
82.81.51.134 | srael 147.237. 72. 166 |aka. i df . i drop First packet isn't SYN drop 8
5.22.129. 248 | srael 147.237.72. 166 |aka.i df . il Bad TCP sequence I'nval i d ACK nunber noni t or 7
5.102. 254. 30 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 7
Sreanming Engine: TGP Invalid i i ssi
2.54.22. 215 I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. drop 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.183.50. 186 |l srael 147. 237. 77. 243 |mobi L e.i of . i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
109. 67. 98. 250 |l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber alert
31.154. 148. 216 |Israel 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
84.228.118.172 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber noni t or
Sreanming Engine: TGP Invalid i i ssi
149.78.21.13  |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. drop 6
Ret ransnm ssi on Packet dropped.
109. 67.98.250 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
e SYNHAXK retransmit with different .
31.154. 148. 216 |Israel 147.237.72. 166 |aka.i df il Bad TCP sequence wi ndow scal noni t or 6
Sreanming Engine: TCP Invalid i i ssi
66.249. 65.22  |lWited Sates |147.237.77. 243 |nobile. idf. il 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
o SWNretransmit wth different .
5.29.138. 215 I srael 147. 237. 77. 170 [mear achot . i df .i1{Bad TCP sequence wi ndow scal e noni t or 6
Sreanming Engine: TCP Invalid i i ssi
93.173.49.82  |israel 147.237.77. 243 |nobi l e. i of . 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
5.22.129. 248 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber alert
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
79.183.202.79 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect
o SWNretransmit wth different .
82. 80.58. 184 I srael 147. 237. 77. 170 [mear achot . df .i1{Bad TCP sequence wi ndow scal e noni t or 5
79.183.202.79 |lIsrael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST aert 5
S SWNretransnmit wth different .
85. 250. 131. 142 |Israel 147. 237. 77. 170 [mear achot . i df .i1{Bad TCP sequence v ndow scal noni t or 5
87.69.67. 77 I srael 147.237. 72. 166 |aka. i df . il SYN At tack SYN -> SYN-ACK -> Ti nmeout rej ect 4
. . SWretransmt wth different .
149. 88. 141. 192 |Israel 147.237.77. 170 |maarachot . i df .i1|Bad TCP sequence vi ndow scal e noni t or 4
84.228.118.172 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber alert 4
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
66.249.64.181 |lhited Sates |147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 4
94.230.86.179 |[lIsrael 147.237.77. 216 |dover. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 4
176.12.138.93 [Israel 147.237.77. 170 |nmarachot . i f .i1{Bad TCP sequence S retransmt wth different monitor  [4
w ndow scal e
72.9.148. 10 Lhited Sates |147.237.77.176 |matpash.idf.il [drop SAMrul e drop
213.57.177.48 [Israel 147. 237. 72. 156 |anan. i df . i Bad TCP sequence Invalid ACK nunber noni t or
46.19. 86. 81 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109.64.0.157  [Israel 147.237.0.34 |tikshuv.idf.il Too My of the Sane Response Cbde (404) in Session from B ock 15
109. 64. 0. 157
66.249.78.159 [Israel 147.237.77.216|dover.idf .il Ml tipl e Unaut horized URL Access from 66. 249. 78. 159 B ock 9
37.26.149.240 | srael 147. 237.77. 243 |nobi | e. i df . i | Paraneter Type Violation Qrrent Passvord in Bl ock 8
nobi | e. i df . il/sachar/changepasswor d
148. 251. 21. 227 |Ger many 147.237.77.216|dover . i df . il D stributed Waut hori zed URL Access on waw i df .il/894-he B ock 7
95. 86. 127. 34 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 6
109. 253. 195. 2381 srael 147.237.77.243|mobi | e. i df . i | D stributed Suspici ous Response Code B ock 5
79.181.55.132 |[Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Qode B ock 3
. - Unaut hori zed URL Access to
79.178.211.33 |l srael 147.237.72.166 |aka. i df . i | vowy aka i df i |/ nai rV sachar/ regi strati onvi zar d/ B ock 3
46. 19. 86. 239 I srael 147.237.0.19 |[madimatal .idf.il Distributed Suspicious Response Code Bl ock 2
] . . D stributed Lhaut hori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216(dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
93.173. 49. 82 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
] . . Distributed Lhaut hori zed URL Access on
107.178.194.87 |lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
46.116. 189. 100 |Israel 147.237.0.19 |nmadimatal .idf.il O stributed Suspici ous Response Qode B ock 2
87. 69. 34. 165 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
2.54.57. 220 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
2.54.12.19 I srael 147.237.0.19 |nmadimatal .idf.il O stributed Suspici ous Response Qode B ock 2
148. 251. 21. 227 |Ger many 147.237.77.216|dover. i df . il Mil tipl e Unaut hori zed URL Access from 148. 251. 21. 227 B ock 2
. - D stributed Uhaut hori zed URL Access on
80. 246. 130. 215 |l srael 147.237.77.233|atal . i df .il 147, 237, 77. 233/ 1134- hel at al . aspx Bl ock 1
37.142.156. 112 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for ww aka. i df . i1/ mai n/ sachar/fag. aspx |B ock 1
176. 12. 143. 246 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/mai n/schar B ock 1
77.125.79.130 [israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 1
2.54.22.215 | srael 147.237.72.166|aka. i df . i | Mil tipl e Unauthorized URL Access from 2. 54, 22. 215 B ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194.83 |lhited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . Uhknown Paraneter hc_l ocation in
66.249.78.146 |l srael 147.237.72.166 |aka. i df . i | vown aka. i df i |/ rai v/ har edi i gener al . aspx None 1
85. 65.230.110 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
31.185.5.52 RJF Sﬁ::ﬂ on 147.237.77.216|dover.i df . il Paraneter Type Molation id in vwidf.il/1294-en/ dover. aspx B ock 1
. . Unaut hori zed URL Access to
148. 251. 21. 227 |Ger many 147.237.77. 216 |dover.idf.il ww i o i1/ hebr ew or gani zat i on/ arti || ery Bl ock 1
68.180.229.31 |Lnited Sates |147.237.76. 147 |chi nuch. aka. i df . il Lhaut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm B ock 1
109. 66. 214. 170 |l srael 147.237. 72. 166 |aka. i df . i | thaut hor i zed et hod POST for Bl ock 1
wwn aka. i df . i |/ mai n/ sachar/ nas. aspx
66. 249. 65. 22 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 1
213. 8. 204. 55 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
80.246. 136.53  |Israel 147.237.72.166|aka. i df . i | Lht raceabl e S3 Sessi ons: sigal gs DoS Attack None 1
. - Unknown Paraneter _ VI EASTATEENCRYPTED i n
37.142.156. 112 |[Israel 147.237.72. 166 |aka. i df . i | vow aka. i df .i |/ nai v sachar/ nai | box. aspx None 1
176. 13. 20. 51 | srael 147.237.72.166|aka. i df . i | Ut raceabl e S3. Sessi ons: sigal gs DoS At ack None 1
109. 253. 220. 238l sr ael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
. - Unaut hori zed URL Access to
79.176.148.27 |lIsrael 147.237.72.166 |aka. i df . i | w aka i df i1/ esour cel user f ol | ow esour cel creat ef B ock 1
2.54.22.215 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/gyius B ock 1
] . . D stributed Uhaut hori zed URL Access on
204.13.200.200 |lhited Sates |147.237.77.216(dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
31.203.216.201 [Kuwait 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to waw idf.il/894-ar Bl ock 1
149.78.83.230 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
79.182.38.186 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None
www. chanat z. aka. i d i
68. 180. 230. 160 [Lhited Sates |147.237.77.226]. . Wnaut hori zed UR. Access to Bock |1
f.il v chamat z. aka. i df . i 1/t enpl at es/ shar ed/ user cont r ol s/ navnenu/
. . Unaut hori zed URL Access to
2.52.51. 252 I sr ael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
109. 67. 98. 250 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e S3. Sessi ons: sigal gs oS At ack None 1
93.173.182. 247 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
. . Unaut hori zed URL Access to
66.249.78.95  [Israel 147.237.77. 216 (dover. i df . il 147, 237. 77. 216/ 1362- 13990- he/ dover . aspx Bl ock 1
Unknown Par arret er
213.57.55.156 |[lIsrael 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acekbl der $bt nAt udaPrint in None 1
waw aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
82.81.60. 57 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: si gal gs oS At ack None 1
46.19. 85. 120 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None
176.228.69.47 |Israel 147.237.72. 166 |aka. i df . i | Ut raceabl e S3. Sessi ons: sigal gs DoS Attack None
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