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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 3080
210.123.116. 12 Korea, Republic of 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 9
41.194. 80. 146 Satel lite Provider 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 6

66. 249. 78. 159 | srael 147.237.77.216 dover.idf.il |SYN Hood out of context drop 6

66. 249. 78. 173 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 5
0.0.0.0 147.237.77. 216 dover.idf.il |HTTP Page H ood Attack drop 4

52. 33. 66. 29 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 3

197. 135. 127. 194 Egypt 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 2

157. 55. 39. 210 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry get Address |Site |Sgna1 ure Devi ce Action |Count ‘
41.96.88.112 Ageria 147.237.77.216 |dover.idf.il Q091: HTTP. Access to - adnmin. asp B ock 12

41. 96. 88. 112 Ageria 147.237.77.216 |dover.idf.il Q023; HITP. admnistrator in UR Per nirt 2

185. 130. 5. 224 147.237.76. 147 |chi nuch. aka. i df . i | [16634: HTTP. Apache HTTP Server nod_status Request B ock 1

185. 130. 5. 224 147.237.0. 19 nadimatal .idf.il |[16634: HITP. Apache HTTP Server nod_status Request B ock 1

185. 130. 5. 224 147.237.76.42 |refuah.idf.il 16634: HITP. Apache HTTP Server nod_status Request B ock 1

185. 130. 5. 224 147.237.76.86  |navy.idf.il 16634: HTTP. Apache HTTP Server nod_status Request B ock 1
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|Top Attackers In |D|

Attacker Address At acker

Target Address Count ry

Signature

‘Ste

41. 96. 88. 112 147.237.77. 216 |A geria dover.idf.il Admin | ogi n page scan - Havij 34
41.96.88. 112 147.237.77.216|A geria dover . idf.il SERVER- WEBAPP admi n. php access 6
41.96. 88. 112 147.237.77. 216 |A geria dover.idf.il SERVER- WEBAPP adni nl ogi n access 5
41.96.88. 112 147.237.77.216|A geria dover.idf.il SERVER WEBAPP | ogi n. ht m access 4
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
5 54, 189, 242 147 237 77. 233 |1 st el atal il ET DO Large anount of TCP Zer oWndow - Possible Nkiller2 5
DDos attack
103. 31. 80. 226  |147.237.76.31 |Paki stan nakchal . i df.il ET SCAN Potential SSH Scan 1
208. 167. 254. 200[|147. 237. 77. 226 |Lhited Sates |ww chanatz.aka.idf.il [ET SCAN NVAP -sS w ndow 1024 1
195. 142. 117. 226|147. 237. 76. 197 [Tur key e. himush.idf.il ET SCAN NMAP -sS wi ndow 2048 1
23,94 99. 170 147 237 76.31 |United Sates |rekehal idh. il ET SOAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
131.109.15.15 |147.237.0.15 |lhited Sates |kosher-kravi.idf.il ET SCAN NVAP -sS w ndow 4096 1
103. 31. 80. 226  |147.237.76.86 |Paki stan navy.idf.il ET SCAN Potential SSH Scan 1
103. 31.80.226  [147.237.76.39 |Pakistan nobi | e. mei tav.idf.il ET SCAN Potential SSH Scan 1
103.31.80.226 |147.237.76.34 |Pakistan yohal an. i df .| ET SCAN Potential SSH Scan 1
78.193.2.8 147. 237. 76. 198 |France e.yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
208. 167. 254. 200(147. 237. 77. 226 |United Sates |wwu chanatz. aka.idf.il [ET SCAN Potential SSH Scan 1
195. 142. 117. 226|147. 237. 76. 197 [Tur key e. himush. i df . il ET SCAN NVAP -sS w ndow 4096 1
195. 142. 117. 226|147. 237. 76. 197 | Tur key e. hinush. i df .il ET SCAN NVAP -f -sS 1
159. 0. 154. 55 147.237.77. 216 |Saudi Arabia |dover.idf.il ET SCAN NVAP -sS wi ndow 4096 1
131.109.15.15 |147.237.0.15 |lhited Sates |kosher-kravi.idf.il ET SCAN NVAP -sS w ndow 3072 1
103. 31. 80. 226  |147.237.76. 44 |Paki stan e.refuah.idf.il ET SCAN Potential SSH Scan 1
103. 31.80.226  [147.237.76.38 |Pakistan e.enmeitav.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 225
Sreamng Engine: TCP Invalid i i ssi
5.102.254.87  |israel 147. 237.77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransmssion. 39
Ret ransm ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
82.80.58.184  |Israel 147.237.77. 170 |naarachot . i of .i1|Bad TOP sequence S retransmt wth different monitor |26
T ) U ) ) a w ndow scal e
Sreaming Engine: TGP Invalid i i ssi
2.54. 16. 226 I srael 147.237.77. 243 |nobil e. i df . 9 =g Invalid segnent retransmssion. | 18
Ret ransn ssi on Packet dropped.
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf .i | drop SAMrule drop 16
. . SN retransmit wth different .
84.109.101.35 |l srael 147.237.77. 170 |naarachot .i df . i [|Bad TCP sequence vi ndow scal e monitor |15
149.78.220.196 |Israel 147.237.77. 170 |nmarachot . i of .i1{Bad TCP sequence S retransmt with different monitor 13
w ndow scal e
. . SN retransmit wth different .
213.57.164. 201 |l srael 147.237.77. 170 |naarachot .i df . i [|Bad TCP sequence vi ndow scal e monitor |13
Sreamng Engine: TCP Invalid i i ssi
5.22.129.121  |Israel 147.237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. 12
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
89.138.163.86 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i1 9 =g Invalid segnent retransmssion. 12
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
89.139. 168.40 [l srael 147.237.77. 243 |nobi | e.i df . | 9 =g Invalid segnent retransmssion. 12
Ret ransm ssi on Packet dropped.
. . SN retransmit wth different .
79.178. 114. 237 |l srael 147.237.77. 170 |naarachot .i df .i[|Bad TCP sequence vi ndow scal e monitor |12
81.218. 170. 183 |l srael 147.237.72. 166 |aka. i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 12
197. 135. 127. 194 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 11
89.139.231.68 |l srael 147. 237.77. 170 |nmarachot . i of .i1{Bad TCP sequence S retransmt with different monitor |11
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
176.13.23.161 |l srael 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. 9
Ret ransm ssi on Packet dropped.
46.19. 85. 34 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval id ACK nunber monitor (9
109. 66.24.210  |Israel 147.237.77. 170 |nmarachot . i f .i1|Bad TCP sequence S retransmt with different monitor 9
w ndow scal e
79.177.203.190 |lsrael 147.237.72. 166 |aka.i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
109. 65. 115.73  |Israel 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect
Pal estinian Territory, . . SYNretransnmit wth different .
176. 106. 41. 74 Qeupi ed 147.237.77. 170 |maarachot . i of .i1|Bad TCP sequence vi ndow scal e noni t or 8
46. 19. 85. 76 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval id ACK nunber noni t or
5.102. 254. 87 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreamng Engine: TP Invalid i i ssi
109.66.135.16  |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. 6
Ret ransm ssi on Packet dr opped.
176.13.10.180 [l srael 147. 237.77. 170 |nmarachot . i of .i1{Bad TCP sequence SN retransnit with different monitor |6
w ndow scal e
46. 19. 85. 97 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACGK nunber aert 6
Sreaming Engine: TGP Invalid i i ssi
149.78.243.82 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. | 6
Ret ransn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.177.30.60  |israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 6
Ret ransnm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
37.26.149.173 |Israel 147.237.77. 243 |nobile.i df . 9 =g Invalid segnent retransmssion. | 6
Ret ransn ssi on Packet dropped.
46. 19. 85. 97 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
. . SWNretransmit wth different .
62.219. 141. 189 |l srael 147.237.77. 170 |naarachot . i df . i [|Bad TCP sequence vi ndow scal e monitor |6
46.19. 85. 76 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber alert 6
46.117.73.249  |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACGK nunber monitor (6
Sreaming Engine: TGP Invalid i i ssi
46.19.85.100  |Israel 147.237.77. 243 |nobile.i df . 9 =g Invalid segment retransmssion. | 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.179. 186. 144 i srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 6
Ret ransnm ssi on Packet dr opped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
41. 45. 73. 165 Egypt 147.237.77. 216 |dover.idf .i| SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 5
87.69.102.189 |l srael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST aert 5
85.64. 1. 174 I srael 147.237.76.42 |refuahicf.il [Bad TCP sequence S retransmt with different monitor |5
w ndow scal e
87.69.102.189 |Israel 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46.117. 66. 34 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber monitor  [5
79.179. 29. 41 I srael 147.237.77. 216 |dover.idf .i SYN At tack SYN -> SYN-ACK -> RST rej ect 5
46.120. 45. 81 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |5
46. 19. 86. 206 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence Inval i d ACK nunber monitor  [5
149. 88. 141,192 |Israel 147. 237.77. 170 |nmarachot . i of .i1{Bad TCP sequence SN retransnit with different monitor |4
w ndow scal e
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
31.168.173. 118 |Israel 147. 237.77. 170 |nmarachot . i of .i1{Bad TCP sequence S retransmt with different monitor |4
w ndow scal e
195.34.150.18  |Austria 147.237.77. 216 |dover.idf.il  [B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4
82.80.172.172 [ srael 147.237.77. 170 |naarachot . i of .i1{Bad TCP sequence SN retransnt with different moni tor |4

w ndow scal e
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
41.96. 88. 112 Ageria 147.237.77.216|dover. i df .i | Mil tiple Unaut hori zed URL Access from4l. 96.88. 112 B ock 123
41.96.88.112 Ageria 147.237.77. 216 |dover.i df . i | Mil tipl e Admin Bl ocking from41l. 96.88. 112 B ock 52
41. 96. 88. 112 Ageria 147.237.77.216|dover.i df .i | PHP Att enpt B ock 50
5.102. 254. 87 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 10
66.249.78.159 |[Israel 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut hori zed URL Access from 66.249. 78. 159 B ock 7
109. 253. 205. 221l srael 147.237.77. 243 |nobi l e. i df . i | Unhaut hori zed URL Access to mobil e.idf.il/nekudot/i ndex B ock 6
37.26.148.164 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
2.54.16. 226 I srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response CQode B ock 5
149. 88. 151. 64 |l srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock 4
79.180.222.192 |l srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code Bl ock 4
- - - D stributed Lhaut hori zed URL Access on
46.121. 26. 87 I srael 147.237.77.243|nobi | e. i df . i | mobi | @i df i1/ nekudot /i ndex B ock 3
176.13.23.161 |lIsrael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Gode B ock
79.179.111.250 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed UR. Access to wwn aka.idf.il/sip storagelfiles/1/ Bl ock
] - . D stributed Lhaut horized URL Access on
204.13.200. 200 |lhited Sates (147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
m ny- kosher - kravi . id
37.26. 146. 149 | srael 147.237.0. 17 f inly Ostributed |11 egal Paraneter Encoding None 2
109. 253. 210. 83 |l srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code B ock 2
46.19. 85. 72 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock 2
89.139.168.40 |[lIsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 2
66.249.78.166 [Israel 147.237.77. 216 |dover.idf .i | Uhaut hori zed URL Access to vwwidf.il/atal 1/izkor/viewing. asp  [B ock 2
66. 249. 66. 61 I srael 147.237.77. 216 |dover . i df .i | Ml tipl e Unauthorized URL Access from 66.249. 66. 61 B ock 2
; . . D stributed Lhaut hori zed URL Access on
208.184.112.74 |lhited Sates (147.237.77.216 |dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
77.125.165.98 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 77.125. 165. 98 B ock 2
185. 3. 147.200 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
149. 88. 95. 63 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
66. 249. 66. 61 I srael 147.237.77. 216 |dover.idf .i | Lhaut hori zed URL Access to v idf.il/error. htm B ock 1
109. 67. 134. 138 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 1
46.117.73.249 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
213. 8. 204. 45 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
85.250. 80. 134 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 1
77.125.165.98 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/sip_storagelfil es/4/ B ock 1
37.26.149.173 [Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code B ock 1
m ny- kosher-kravi .id _ _
176.12.147.196 |l srael 147.237.0. 17 £l Mitiple Illegal Paraneter Encoding from176.12. 147. 196 None 1
109. 253. 208. 205|l srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock 1
. . Unknown Paraneter catid in
66.249.78.146 |l srael 147.237.72. 166 |aka. i df . i | vown aka. i df . i |/ mai v r abanut / gener al . asp None 1
] - . D stributed Lhaut hori zed URL Access on
107.178.194. 79 |lhited Sates |147.237.77. 216 |dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
. . O stributed Unaut hori zed URL Access on
62.210. 105. 116 |France 147.237.77.216|dover.i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
79.181.21. 244 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
] . . Paranet er Type M ol ati on PageNumin
68.180.228.112 [Wited Sates |147.237.77. 216 (dover.idf.il v i df i 1/ 1414- he/ dover . aspx Bl ock 1
. . . Unhaut hori zed URL Access to
66.249.69. 16 I srael 147.237.76. 147 chi nuch. aka. i df . i | wav chi nuch. aka. i df . i |/ shar ed/ user cont r ol s/ header upper / B ock !
109. 186. 188. 247 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
87.68. 81. 18 I srael 147.237.72. 166 |aka. i df . i | thknown Paraneter I EVBTATEENCRYPTED in None 1
wwy aka. i df . i |/ mai n/ sachar/ nar ki veysachar . aspx
46.120.31.147 |Israel 147.237.77.74 |lawidf.il Paranet er Type Vol ation Mst er $reader 13uckader Sear ch$txt Search o o 1
inww lawidf.il/205-he/ pat zar. aspx
213.8.204. 70 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
79.179.111. 250 |lsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Wnaut horized URL Access from 79.179. 111. 250 B ock 1
38.111.147.84 |lnited Sates [147.237.76.86 |navy.idf.il Ml tipl e Unauthorized URL Access from 38.111. 147. 84 B ock 1
176.13.23.161 |Israel 147.237.0.19 [madimatal .idf.il Dstributed Suspicious Response Code B ock 1
2.54.51.78 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
] - . D stributed Lhaut hori zed URL Access on
107.178.194. 83 |lhited Sates |147.237.77. 216 |dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
66. 249. 66. 17 I srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1407-he/ atal . aspx  |[B ock 1
Unknown Paraneter docld in
46.19. 85. 32 I srael 147.237.72. 166 [aka. i df . i | vy aka. i df . i |/ mai n/ gi yus/ nai n/ gi yus/ r esour ces/ i mages/ nast er/ favi |None 1
con. gi f
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