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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address  |Site

|Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3594
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack drop 3
194.177.16.3 | srael 147.237.76. 30 hi nush. i df . i | Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

| Attacker Qountry

Attacker Address

Target Address

|Site

|Sgnature

Devi ce Action |Oount |

185. 130. 5. 224 147. 237.76. 30 hi nush.idf.il [16634: HITP. Apache HITP Server nod_status Request B ock 1
185. 130. 5. 224 147.237.77.216 |dover.idf.il |16634: HITP. Apache HTTP Server nod_status Request B ock 1
105. 103. 145. 209 |Ageria 147.237.77.216 |dover.idf.i|l |3886 HITP. Qoss Ste Scripting in PCBT Request B ock 1
185. 130. 5. 224 147.237.0. 34 ti kshuv.idf.il|16634: HITP. Apache HTTP Server nod_status Request B ock 1




01-02-2016-11:04:09 to 01-02-2016-12:04:09

|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 78. 159 147.237.77.216 Lhited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
59. 45. 79. 117 147.237.77. 243 Chi na nobi | e. i df.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.77. 179 Chi na e.nazi.idf.il ET SCAN Potential SSH Scan 1
194. 165. 155. 114 147. 237. 8. 46 Jor dan e. chinuch.idf .il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237. 76. 201 Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
105. 103. 145. 209 147. 237.77. 216 Ageria dover.idf.il QA Injection - Select From 1
59. 45. 79. 117 147.237.72. 156 Chi na aman. i df.il ET SCAN Potential SSH Scan 1
104. 200. 78. 42 147.237.77. 216 Lhited Sates dover.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 8. 45 Chi na eeitanidf.il ET SCAN Potential SSH Scan 1
104. 200. 78. 42 147.237.0. 33 Lhited Sates idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0. 35 Chi na akavs. i df . i ET SCAN Potential SSH Scan 1
78.193.2.8 147. 237. 76. 202 France e halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
41.33.29.71 147.237.77. 19 Egypt | aw forumi df . i1 ET SCAN NVAP -sS w ndow 3072 1
78.193.2.8 147.237.0. 33 Fr ance idf.il ET SCAN NMAP -sS wi ndow 1024 1
61. 240. 144. 65 147.237.8. 14 Chi na e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
199. 191. 56. 187 147.237.8. 24 Lhited Sates elifestyleidf.il ET SCAN NVAP -sS wi ndow 4096 1
59. 45. 79. 117 147.237.77. 235 Chi na svivaidf.il ET SCAN Potential SSH Scan 1
194. 165. 155. 114 147. 237. 8. 46 Jordan e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 4096 1
59. 45. 79. 117 147.237.77.61 Chi na e.cogat.idf.il ET SCAN Potential SSH Scan 1
193. 201. 227.7 147.237.8. 24 kr ai ne elifestyle idf.il ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237.72. 167 Chi na i shuri maka.idf.il ET SCAN Potential SSH Scan 1
105. 103. 145. 209 147.237.77. 216 Ageria dover.idf.il GPL WEB SERVER / et ¢/ passwd 1
59. 45. 79. 117 147. 237. 8. 50 Chi na e tikshuv.idf.il ET SCAN Potential SSH Scan 1
104. 200. 78. 42 147.237.0.35 Lhited Sates akaws. i df . i ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8.14 Chi na e.orchot.idf.il ET SCAN Potential SSH Scan 1
104. 200. 78. 42 147.237.0. 19 Lhited Sates nadi matal .idf.il ET SCAN Potential SSH Scan 1
41.33.29.71 147.237.77. 19 Egypt | awforumi df . il ET SCAN NVAP -sS w ndow 4096 1
78.193.2.8 147.237.0.35 France akaws. i df il ET SCAN NVAP -sS wi ndow 1024 1
209. 126. 116. 147 147. 237.77. 176 Lhited Sates nat pash. i df .| ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Ste Signature
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 32
Sreamng Engine: TCP Invalid i i ssi
77.127.57.241  |israel 147. 237. 77. 243 |nobi | e.i df .i | 9 =9 Invalid segnent retransmssion. g 27
Ret r ansni ssi on Packet dropped.
46.18.21. 64 glcis;ilgéan Termitory 47, 237. 77. 176 |nat pash.icf. il |drop First packet ismt SWN drop 26
Sreamng Engine: TCP Invalid i i ssi
37.142.132. 165 |Israel 147. 237. 77. 243 |nobi l e.i df . i | 9 =9 Invalid segnent retransmssion. g 24
Ret r ansni ssi on Packet dropped.
79.182.131.130 |Israel 147.237.77. 170 |marachot.idf.il [Bad TCP sequence SN retransmt wih different oo vor |16
w ndow scal e
72.9.148.10 Lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 16
5.43.198. 213 ga:lcis;i':éa” Termitoryy47. 237. 77. 176 |natpash.icf. il |drop First packet isn't SN dr op 14
185. 3. 144. 64 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |9
s SN retransmit wth different .
79.181.25.227 |lIsrael 147.237.77. 170 |naarachot .i df .i| |Bad TCP sequence i ndow scal @ nonitor |9
reamn ine: TCP Invali i i Ssi
79.183. 102. 244 |l srael 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid imvalid segnent retransnissi on drop 9
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
82.80. 144.186 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 9
Ret r ansmi ssi on Packet dropped.
reamn ine: TCP Invali i i Ssi
77.126.128.201 |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid imvalid segnent retransnissi on drop 9
Ret r ansni ssi on Packet dropped.
149.88.124.48 |l srael 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
203.116.59.35 |9 ngapore 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
. . SYNretransmt wth different .
87.68.18. 34 I srael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence i ndow scal e noni t or 7
80.179. 122. 185 |l srael 147. 237. 77. 216 |dover. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
52. 33. 66. 29 Lhited Sates 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
79.182.10.242 |Israel 147.237.77. 243 |mbile.i o i1 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
185.3.147.136 | srael 147. 237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid limvalid segnent retransnissi on drop 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 67. 151. 102 |Israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
212.179.173.14 [Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
109. 65. 52. 254 |l srael 147.237.72. 167 |i shuri maka.i df .i I{SYN At t ack SYN -> SYN-ACK -> RST rej ect
s SN retransmit wth different .
109. 66. 43. 92 I srael 147.237.77. 170 |naarachot .i df .i| |Bad TCP sequence i ndow scal @ monitor |5
31.168.14.82 | srael 147.237.77. 170 |marachot . i f .l [Bad TOP sequence SWretransmt wth different —opniior s
w ndow scal e
149. 88. 124. 48 |Israel 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
Sreaning BEngine: TCP Invalid i
83. 245. 239. 181 |Finland 147. 237. 77. 216 |dover . i df .| 9 =g Invalid checksum Packet drop 5
Checksum dr opped.
46.19. 85. 116 I srael 147.237. 72. 156 |aman.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |4
Sreaning Engine: TQP Invalid i i ssi
176.13.18.130 |Israel 147.237.77. 243 |nobil e.i df i 9 =g Invalid segnent retransmssion. 4
Ret ransm ssi on Packet dropped.
94.230. 86. 140 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber monitor |4
o SN retransmit wth different
87.68. 18. 34 I srael 147.237.77. 234 |hal ag.idf il Bad TCP sequence i ndow scal @ aert 4
93.172. 89. 204 | srael 147. 237. 76. 147 |chi nuch. aka. i df . i I|dr op Frst packet isn't SYN drop 4
128.127. 107. 126|Net her | ands 147.237.77. 176 |nat pash. i df . i | drop Frst packet isn't SYN drop 4
167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
212.143.142.56 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 4
s SN retransnmit wth different .
79.178.19. 83 I srael 147.237.77. 170 |naarachot .i df .il |Bad TCP sequence vi ndow scal e monitor |4
72.9.148.10 Lhited Sates 147.237.77. 176 |natpash.icf.il  [drop SAMrul e drop
87.68.22. 15 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SN drop
Pal estinian Territory, R SN retransmit wth different .
176. 106. 41. 74 Gecupi ed 147.237.77. 170 |naarachot .i df .i| |Bad TCP sequence i ndow scal @ nonitor |4
212.179.173. 14 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber aert
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data |nonitor
85. 64. 244. 237  |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
217.132.23.73 [Israel 147.237.77. 170 |maarachot . i f .l [Bad TOP sequence SWretransmt wth different —opnior |3
w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
87.68.16.141  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
157. 55. 39. 62 Lhited Sates 147.237.77. 176 |nat pash. i df . i dr op Frst packet isn't SYN drop 3
Sreamng Engine: TCP Invalid i i ssi
5.102. 254,133 | srael 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
5.22.131. 102 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |3
Sreanming Engine: TCP Invalid ' i ssi
77.126.203. 110 | srael 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
149. 88.25.249 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. 3
Ret ransm ssi on Packet dropped.
185. 3.146. 198 |l srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber monitor |3
s SN retransmit wth different .
82.81. 81. 146 I srael 147.237.77. 170 |naarachot .i df .i| |Bad TCP sequence i ndow scal @ monitor |3
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
2.54. 48. 169 | srael 147.237.77.216|dover. i df . il Mil tipl e Unaut hori zed URL Access from 2. 54. 48. 169 B ock 8
] . - Unhaut hori zed URL Access to
208.115.111.72 |lhited Sates 147.237.76.86 [navy.idf.il navy. i o . i 1/ gi yus/ f or und asp/ showf or um asp Bl ock 6
105. 103. 145. 209|A geria 147.237.77. 216 |dover.i df . il Mil ti pl e Unaut hori zed URL Access from 105. 103. 145. 209 Bl ock 4
109. 66. 168. 73 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 4
66.249.78.159 |[Israel 147.237.77.216|dover.idf .l Mil tipl e Uhaut hori zed URL Access from 66. 249. 78. 159 Bl ock 4
213.57.49.167 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
176.13.14.119 |israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
85. 65. 4. 247 I srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
46.18.21. 64 glcis;ilgéan Termitoryly 47, 237. 77. 176 |t pash.idf.il [Unauthorized URL Access to waw cogat.idf.il/894-ar B ock 2
37.26.149.161 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock
2.54.134. 252 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock
] . . D stributed Uhauthorized URL Access on

204.13.200. 200 |thited Sates 147.237.77. 216 |dover . i df . i | v i dff i |/ 1133- 22461- hel dover . aspx. B ock 2
87.69. 22. 40 I srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
109. 65. 177. 176 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
185. 120. 126. 14 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 2
41. 40. 5. 150 Egypt 147.237.77.216|dover.idf . il D stributed Uhaut horized URL Access on www i df .i|/xmrpc. php Bl ock 1
107.178.194.83 |United Sates 147.237.77. 216 |dover . i df . i | O stri but ed Uhaut hori zed LR Access on Bock |1

wawv. i df . i | /1133- 22638- he/ dover . aspx.
Unknown Par anet er

5.29.110. 199 I srael 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acebbl der $bt nAt udaPrint in None 1
wwn aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx

207. 46. 13. 62 Lhited Sates 147.237.77.216|dover.idf . il Unaut hori zed URL Access to www i df.il/1116- he/ A—A A—4€? Bl ock 1
78.132.178.77 |Russian Federation |147.237.77.216|dover.idf.il Paraneter Type Molation SortDr in wwidf.il/1393-en/ dover.aspx |B ock 1
176.13.18.130 |Israel 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Code B ock 1
109. 66. 208. 162 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
65.55.210.103  |Uhited Sates 147.237.77. 234 |hal ag. i df .i | o rz';;”;‘;dZglﬂjirgzgjﬁwlﬁlﬁfz Cyit Bock |1
89.138.118. 197 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/mail/sachar B ock

37.1.207.7 Net her | ands 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df.il/1283-11356-en/ dover. aspx' |B ock

2.54. 48. 169 | srael 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to waww i df.il/1133-23069- he/ dover.asp |B ock 1
194. 150. 168. 95 |Ger many 147.237.77. 216 |dover . i df . i | Distributed Lhauthori zed UL Access on B ock 1

waw i df . i | /1133- 22638- he/ dover . aspx.
Unaut hori zed Met hod CPTI ONS for

79.178.27.13 I srael 147.237.72. 166 [aka. i df . i | voww aka, i o i |/ nai v/ gi yus/ general . aspx B ock 1
157.55.39. 107 |[Uhited Sates 147.237.77.234|hal ag.i df . i | Uhaut hori zed URL Access to 147.237.77. 234/ robot s. txt B ock 1
66.249.78.173 |Israel 147.237.77.216|dover. i df . il Mil tipl e Unhaut hori zed URL Access from 66.249. 78. 173 B ock 1

DO stributed Unaut hori zed URL Access on

107.178.194.87 |lhited Sates 147.237.77. 216 |dover . i df . i | v i dff i |/ 1133- 22461- hel dover . aspx. B ock 1
. . D stributed Unaut hori zed URL Access on
87.68. 18. 34 I sr ael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
37.1.207.7 Net her | ands 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized URL Access from37.1.207.7 B ock 1
: . . . Uhaut hori zed URL Access to
207. 46. 13. 96 Lhited Sates 147.237.0.34 |tikshuv.idf.il v i kshuv. i o . i 1/ ai 1/ gi yus/ gi yus/ gener al . aspx B ock 1
78.132.178.77 |Russian Federation |147.237.77.216|dover.idf.il Paraneter Type Mol ation lang in wanidf.il/1393-en/ dover. aspx Bl ock 1
176.13.23.108 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
. . D stributed Unaut hori zed URL Access on
109. 201. 154. 242 |Net her | ands 147.237.77.216|dover. i df . il v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
. . ., [Unaut hori zed URL Access to
66. 249. 64. 80 I srael 147.237.76.200|ei tan. aka. i df . i | Wi ei tan. aka i o i 1/ shar edf user cont rol s/ header upper/ B ock 1
216. 218. 207. 138|lhited Sates 147.237.77.216|dover.idf .l Uhaut hori zed LRL Access to wa i df.il/1294- he/ v idf. il Bl ock 1
84.109. 165.86 [lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
68.180.228. 112 |lhited Sates 147.237.77.216|dover. i df . il Mil tipl e Unhaut hori zed URL Access from 68. 180. 228. 112 B ock
. . D stributed Unaut hori zed URL Access on
171.25.193. 131 |Sweden 147.237.77.216|dover. i df . il v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
46. 19. 85. 35 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 1
} . . D stributed Unaut hori zed URL Access on
107.178.194. 87 |Uhited Sates 147.237.77.216|dover.idf . il v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1
. . . [Unaut hori zed URL Access to
37.1.207.7 Net her | ands 147.237.76. 200 ei tan. aka. idf . il [ 0 T 171004 8163- e ei t an. aspx Bl ock 1
207.46.13.126 |Lhited Sates 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to aka.idf.il/fanly/ B ock 1
79.178.3.190  |israel 147.237.72. 166 |aka. i df . i | g's;' gr'])e Untraceabl e S Sessions from79.178.3.190 (Lhknown S, o 1
2.52.14. 16 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
176.228.12. 229 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs oS Attack None
109. 253. 222. 220l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for vy aka. i df.il/mai n/ sachar/kl al i . aspx |B ock
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