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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3192

66. 249. 78. 2 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 1315
23.27.220. 126 Lhited Sates 147.237.77. 216 dover.idf.il F Dover Unhder Attack Con Htp drop 2

107. 150. 98. 124 Lhited Sates 147.237.76. 198 e.yohal an.idf.il|B ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site Sgnature Devi ce Action |Count |
123.126.113.80 |China 147.237.72.166 |aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
185. 130. 5. 224 147.237.77.216 |dover.idf.il 16634: HITP. Apache HTTP Server nod_status Request B ock 1
185. 130. 5. 224 147.237.76.31 |nakchal .idf.il 16634: HITP. Apache HTTP Server nod_status Request B ock 1
185. 130. 5. 224 147.237.76.39 |nobile. neitav.idf.il |16634: HITP. Apache HITP Server nod_status Request B ock 1
185. 130. 5. 224 147.237.76.42 |refuah.idf.il 16634: HITP. Apache HTTP Server nod_status Request B ock 1
106. 38. 241. 106 |Chi na 147.237.77.216 |dover.idf.il C103: HTTP. User Agent Sogou+web+spi der B ock 1
185. 130. 5. 224 147.237.76.86 |navy.idf.il 16634: HITP. Apache HITP Server nod_status Request B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
5.9.96. 111 147. 237. 77. 216 |Ger many dover.idf.il Tehila - Perl LWP wth fake user agent 2
125. 65. 165. 215 |147.237.0.15 |China kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
50. 204. 188. 142 |147.237.77.19 |[Wited Sates [lawforumidf.il ET SCAN NMAP -sS wi ndow 3072 1
921 10513120 |147. 237 0. 15 |chi na vosher-kravi i df i ET SI:AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
208.64.31.170 [147.237.0.35 |lnited Sates |akaws.idf.il ET SCAN Potential SSH Scan 1
190. 249. 184. 162|147. 237. 77. 178 |Col onbi a e. mat pash. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
125. 65. 165. 215 [147.237.0.17 |China mny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
52.48.37.125 147.237.77.170|Whited Sates |nmarachot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218.77.79. 38 147.237. 77. 212 |Chi na e.dover.idf.il ET SCAN Rapi d PGP3 onnections - Possible Brute Force Attack |1
208.64.31.170 [147.237.0.15 |[Wited Sates |kosher-kravi.idf.il ET SCAN Potential SSH Scan 1
190. 249. 184. 162|147. 237. 77. 178 |Col onbi a e. nat pash. i df . il ET SCAN NMAP -sS wi ndow 4096 1
125. 65. 165. 215 |147. 237.76. 44 |Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

‘Attacker Gount ry Target Address |Ste Signature
41.33.231.90 |Egypt 147.237.77. 216 |dover.i df i drop SAMrule drop 34
o SWNretransnit wth different
109. 64. 149. 185 |l srael 147.237.77. 170 |naarachot . i df . i [|Bad TCP sequence wi ndow scal e alert 22
109. 64. 149. 185 | srael 147. 237. 77. 170 |maarachot . i of .i1{Bad TCP sequence SN retransmt wih different monitor |18
wi ndow scal e
72.9.148.10 Lhited Sates 147.237.77. 216 |dover.idf .il drop SAMrul e drop 16
Sreaning Engine: TGP Invalid i i ssi
66.249. 66.48 |Wited Sates 147.237.77. 234 |hal ag. i df . i | 9 =g Invalid segnent retransmssion. o 14
Ret ransm ssi on Packet dropped.
157. 55. 39. 66 Lhited Sates 147.237.77. 176 |natpash.idf.il |dr op Frst packet isn't SN drop 13
o SWNretransnmit wth different .
217.132.23.73 |[Israel 147.237.77. 170 |naarachot .i df . i [|Bad TCP sequence i ndow scal e noni t or 12
94. 230. 86. 180 |l srael 147.237.77. 170 [naarachot . i df . i [[Bad TCP sequence Inval i d ACK nunber noni t or 12
e SWNretransnmit wth different .
80. 246. 130. 208 |l srael 147.237.77. 170 |naarachot . i df . i [|Bad TCP sequence wi ndow scal e noni t or 12
89.139. 156. 15 |Israel 147. 237. 77. 170 |maarachot . i of .i1{Bad TCP sequence SN retransmt wih different monitor |10
wi ndow scal e
87.69.143.202 |[lsrael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber noni t or 10
188. 161. 32. 232 2‘;5;'2&3” Territory. 147, 237. 77. 176 ratpash. i of i1 |dr op First packet isn't SN drop 10
192.115.83.5 |[lIsrael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber nonitor |9
o SN retransnmit wth different .
94. 159. 158. 225 || srael 147.237.77. 170 |naarachot . i df . i [|Bad TCP sequence i ndow scal e nonitor |8
85. 250. 111. 155 |l srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber monitor |8
e SWNretransnmit wth different .
79.178.19.83 |[Israel 147.237.77. 170 |naarachot . i df . i [|[Bad TCP sequence wi ndow scal e nonitor |8
94. 230. 86. 145 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
109. 65. 31. 235 |l srael 147.237.72. 166 |aka. i df . i Bad TCP sequence Inval i d ACK nunber noni t or
192.115.83.5 |Israel 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber alert
reaming BEngine: TCP Invali i i ssi
5.22.130.171 |israel 147. 237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid invalid segnent retransnissi on. drop 6
Ret ransm ssi on Packet dropped.
46.19.85.149 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber monitor |6
Sreaning Engine: TGP Invalid i i ssi
87.68.150. 111 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. o 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
80. 178. 202. 142 |I srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
176. 106. 40. 232 g‘;‘cisgi'géa” Territony. 147 237.77. 233latal.icf.it |Bad TOP sequence Invalid ACK nunber monitor |6
Sreanming Engine: TCP Invalid i i ssi
79.182.118.83 |Israel 147. 237.72. 166 |aka i of . i 9 =9 Invalid segent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.176.30. 228 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. o 6
Ret ransm ssi on Packet dropped.
87.69.143.202 |[lIsrael 147.237.72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |ronitor 5
46.19.85.149 |lsrael 147.237. 77. 216 [dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 5
87.69. 143. 202 |l srael 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SN drop 5
87.69. 143.202 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber alert 5
109.66.43.92  |Israel 147. 237. 77. 170 |maarachot . i of .i1{Bad TCP sequence SN retransmt wih different monitor |5
wi ndow scal e
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
. e SYN+tACXK retransnmit wth .
85. 250. 111. 155 |l srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence di fferent w ndow scal e moni tor |4
. . SYNretransmt wth different
79.176.167.29 |lsrael 147.237.77. 170 |naarachot . i df . i [[Bad TCP sequence wi ndow scal e alert 4
Sreaning Engine: TGP Invalid i i ssi
5.29.72. 10 I'srael 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. o 4
Ret ransm ssi on Packet dropped.
66.249. 93. 123 |lLhited Sates 147.237.77.233|ata .idf.il dr op Frst packet isn't SN drop
85. 250. 111. 155 |l srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber alert
79.176.167.29 |Israel 147. 237. 77. 170 |maarachot . i of .i1{Bad TCP sequence SN retransmt wih different monitor |4
wi ndow scal e
Sreamng Engine: TCP Invalid i i ssi
38.111.147.84 |Wnited SQates 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansmi ssi on Packet dropped.
72.9.148.10 Lhited Sates 147.237.77. 176 |metpash.idf.i| [drop SAMrule drop
85. 250. 111. 155 |l srael 147.237.77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect
Sreanming Engine: TCP Invalid i i ssi
46.121. 106. 219 |I srael 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g Invalid segnent retransmssion. |, 4
Ret r ansmi ssi on Packet dropped.
85. 250. 111. 155 |l srael 147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
94.230. 86. 178 |l srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber noni t or
e SYN+tACXK retransnmt wth .
85. 250. 111. 155 |l srael 147.237.77. 216 |dover.i df .il Bad TCP sequence di fferent w ndow scal moni tor |4
Sreaming Engine: TCP Invalid i i ssi
66.249. 78. 146 |United Sates 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.178. 102. 174 |I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. o 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
185. 120. 126. 62 147. 237.72. 166 |aka i of . i 9 =9 Invalid segent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
5.22.130.171 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |3




01-02-2016-10:04:05 to 01-02-2016-11:04:05

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
66.249.78. 159 |lsrael 147.237.77.216|dover.idf . il Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock 13
m ny- kosher - kravi . i
46.120.230.39 |Israel 147.237.0. 17 of niyl Ostributed |11 egal Paraneter Encoding None 4
5.22.129. 99 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode Bl ock 4
79.183.19.169 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 4
109. 186. 188. 247 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DS Attack None 2
2.54. 167. 139 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode Bl ock 2
182.73.97.174 |India 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to ww i df.il/xmrpc. php B ock 2
109. 253. 129. 72 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
94.230.86. 145 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: si gal gs oS Attack None 2
. . Unaut hori zed URL Access to
5.9.96.111 Ger many 147.237.77. 216 [dover . i df . i | ww i df . i | /admin_areal charts/of c-1ibrary/ of c_upl oad_i nage. php Bl ock 2
109. 64. 118.99 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
85. 65. 48. 236 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock
2.54.181. 158 I srael 147.237.77.243|nobi | e.i df . i | D stributed Uhaut hori zed LR. Access on nobi | e.i df.il/sachar/index [B ock
m ny- kosher - kr avi . i _ _
109. 253. 196. 195]l srael 147.237.0. 17 df il Dstributed I11egal Paraneter Encodi ng None 2
66. 249. 69. 8 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to ww chi nuch. aka. i df .il/404. ht m B ock 2
109. 253. 221. 25 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
2.54.14. 61 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode Bl ock 2
93.172.163.112 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 2
46.19. 85. 72 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
5.9.96. 111 Ger many 147.237.77.216|dover . i df . il Dstributed PH> A tenpt Bl ock 2
199.30.24.202 |lhited Sates |147.237.72.166|aka.idf .il Lhtraceabl e S Sessi ons: sigal gs oS Atack None 2
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 2
213.57.41.59 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 2
2.54.54. 127 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
. . Unaut hori zed URL Access to
66.249.78.95  |Israel 147.237.77. 216 |dover . i df . i | 147. 237.77. 216/ 1133. 18762- he/ dover . aspx B ock 1
93.173.228.97 | srael 147.237.72. 166 |aka. i df . i | thknown Paraneter __VI EVETATEENCRYPTED in None 1
v aka. i df . i | / mai n/ sachar / r equest paysl i pexpl anat i on. aspx
46.120. 212. 219 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
’ . . D stributed Uhauthorized URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
79.178.5.179 I srael 147.237.72.167|i shurimaka.idf . il Untraceabl e SSL Sessi ons: Qpen Mvde None 1
5.9.96.111 Ger many 147.237.77. 216 |dover.idf .l Mil tiple Admin B ocking from5.9.96. 111 Bl ock 1
157. 55. 39. 107 Lhited Sates |[147.237.77.234|hal ag. idf.il Unaut hori zed URL Access to 147.237.77.234/robot s. t xt B ock 1
54.186.248.49 |Whited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df.il/1294- he/ v i df . i | B ock 1
. . Unaut hori zed URL Access to
109. 64.53.253 |l srael 147.237.72. 156 |anan. i df . i | v anan. i df . i 1/ consol ef cor e/ doc._myr / undef i ned B ock 1
37.1.207.7 Netherlands [147.237.77.216|dover.idf . il Mil tiple Wauthori zed UR. Access from 37.1.207.7 B ock 1
216.218.206.66 |Lhited Sates [147.237.0.19 |nadi matal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ B ock 1
84.228.35.178 |[Israel 147.237.77. 216 |dover.i df . il SSL Untraceabl e Connection - Qpen Mde None 1
77.125.108. 229 |lIsrael 147.237.76.30 |hinush.idf.il PHP At t enpt B ock 1
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
’ . . D stributed Uhauthorized URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 1
. - - DO stributed Whaut hori zed URL Access on
79.179. 145.96 [l srael 147.237.77.243|nobi | e.i df . i | mobi | e.idf i1/ nekudot /i ndex B ock 1
173.252.90. 230 |lhited Sates [147.237.72.166|aka.idf.il Untraceabl e S Sessi ons: si gal gs oS Attack None 1
66.249.78.173 |[Israel 147.237.77. 216 |dover.i df . il Mil ti pl e Unhaut hori zed URL Access from 66. 249. 78. 173 B ock 1
66. 249. 66. 20 I srael 147.237.77.233|atal . i df.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
. . Unaut hori zed URL Access to
37.142. 64. 37 I sr ael 147.237.77.234|hal ag.i df . i | 147. 237. 77. 234/ i nages! shar ed/ bul | et 1. gi f Bl ock 1
’ . . Unaut hori zed URL Access to
216.218.207. 138|Wnited Sates [147.237.77.216|dover.idf.il v i df i1 /1294 env v i df i 1/ engl i sh B ock 1
77.125.108.229 |[Israel 147.237.76.30 |hi nush.idf.il Uhaut hori zed URL Access to waw chinush. atal .idf.il/xnmrpc.php  [B ock
184.105. 139. 68 |lhited Sates |[147.237.72.167|i shuri maka.idf.il Unaut hori zed URL Access to 147.237.72. 167/ B ock
. . Unaut hori zed URL Access to
66.249.78.109 |Israel 147.237.77. 216 |dover . i df . i | 147, 237. 77. 216/ 1153- 14220- he/ dover . aspx Bl ock 1
. . D stributed Uhauthorized URL Access on
104.232.3. 33 147.237.77. 216 |dover. i df . i | v i dff i |/ 1133 22638- hel dover . aspx. B ock 1
. . DO stributed Whaut horized URL Access on
46.166. 137.206 |Netherlands |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
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