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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature Device Action |Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3209
151. 0. 151. 137 Ronani a 147.237.72.14 dover.idf.il (ol d) L4 Source or Dest Port Zero dr op 4
74.91. 124. 204 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il Bl ock Udp All Nets drop 1

204. 42, 253. 132 Lhited Sates 147. 237.76. 198 e.yohal an.idf.il Block Wdp All Nets drop 1
123.195. 116. 221 Tai wan 147.237.76. 147 chi nuch. aka.idf.il Bl ock Udp Al _Nets drop 1

204. 42. 253. 132 Lhited Sates 147. 237. 76. 201 eatal.idf.il Block Wdp All Nets drop 1

204. 42. 253. 132 Lhited Sates 147. 237. 76. 202 e halag.idf.il Block Wdp All Nets drop 1
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|Top Attackers In IPS|

Addr ess |Attacker Qount ry |Target Address |Site |Sgnature Devi ce Action |Count |
185. 130. 5. 224 147.237.76.31 |nakchal .idf.il 16634: HITP. Apache HITP Server nod_status Request B ock 1
185. 130. 5. 224 147.237.77.235 |sviva.idf.il 16634: HITP. Apache HTTP Server nod_status Request B ock 1
185. 130. 5. 224 147.237.76.39 |nobile. neitav.idf.il [16634: HTTP. Apache HTTP Server nod_status Request B ock 1
185. 130. 5. 224 147.237.76. 147 |chi nuch. aka. i df . il 16634: HITP. Apache HITP Server nod_status Request B ock 1
185. 130. 5. 224 147.237.76.200 |eitan.aka.idf.il 16634: HITP. Apache HTTP Server nod_status Request B ock 1
185. 130. 5. 224 147.237.77.205 |[prisha.idf.il 16634: HITP. Apache HTTP Server nod_status Request B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
104. 199. 129. 163|147. 237. 77. 216 |Lhited Sates |dover.idf.il SERVER VEBAPP ogCormer ce categories.php Arbitrary Fle Upl oad 2
And Code Execution
176.13.19. 154 |147.237.76.30 |[Israel hi nush. i df il ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkiller2 Chos 1
attack
121.201.61.49 |147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
93. 189. 26. 18 147.237.0.19 |Austria nadi matal .idf.il |ET SCAN NMAP -sS w ndow 1024 1
61.240.144.64 |147.237.8.28 |China e.nobi le-ks.idf.il [ET SCAN Potential SSH Scan 1
210.117.121. 60 |147. 237.77.179 ok‘f’rea RepUbIiC | i it i ET SCAN NVAP -sS wi ndow 1024 1
209. 126. 116. 147|147.237.8.45 |thited Sates |e.eitan.idf.il ET SCAN NVAP -sS w ndow 1024 1
185.130.5.231 |147.237.76. 39 nobi | e.nei tav.idf.i [ET SCAN NVAP -sS w ndow 1024 1
185.130.5.224 |147.237.76. 202 e halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
122.3.111. 229 |147.237.77.19 |Pnilippines lawforumidf.il ET SGAN Behavioral Lhusual Iy fast inbound Tel net Connecti ons, 1
Potential Scan or Brute Force
61.240. 144. 64  [147.237. 76. 200 |Chi na eitan.aka.idf.il [ET SCAN NMAP -sS w ndow 1024 1
61.240.144.64 [147.237.0.19 |thina nadi matal .idf.il |ET SCAN Potential SSH Scan 1
210.117. 121. 60 |147. 237.77. 179 okfrea’ RepubLiC | i i i ET SCAN NVAP -sS wi ndow 4096 1
209. 126. 116. 147|147. 237.76. 44 |Whited Sates |e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
185.130. 5. 224  |147.237.77. 235 sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Acti on
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 36
212.199. 107. 106|l srael 147.237.72. 167 |i shurimaka.i df . i | drop Frst packet isn't SYN drop 18
72.9.148. 10 Lhited Sates |147.237.77.216 |dover.idf.il drop SAMrul e drop 16
212.179.41.129 |israel 147.237.77. 170 |nmarachot . i df . i Bad TCP sequence SWretransmt with different —foon o |15
w ndow scal e
87. 68. 35. 83 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
176.13.19.154 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber nonitor |11
Sreaning Engine: TGP Invalid i i ssi
77.127.25.167 |israel 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
46. 19. 86. 155 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber nonitor |8
46.116.217.178 | srael 147.237.77. 170 |nmarachot . i df . i Bad TCP sequence SWretransmt with different oo o
w ndow scal e
s SYN+tACXK retransmt wth .
84.228.11.130 |l srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence different vi ndow scal e nonitor |5
176.13.19.154 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber alert 5
C e SWNretransnmit wth different .
46.120.192. 241 |israel 147. 237. 77. 170 |naarachot . i df . i | Bad TCP sequence wi ndow scal e monitor |4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf il B ock HTTP Non Conpli ant Fai l ed to handl e connection data |nonitor
72.9.148.10 Lhited Sates |147.237.77. 176 [nat pash.idf .i | drop SAMrule drop
41.33.232.66 Egypt 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
reaming BEngine: TCP Invali i i ssi
176.13.16.223 [ srael 147.237.77. 243 |robi L e. i of . i1 Streamng Engine: TCP Inval i d invalid segnent retransnissi on drop 4
Ret r ansni ssi on Packet dr opped.
C e SWNretransnmit wth different .
109. 67.201.38 |l srael 147. 237. 77. 170 |naarachot . i df . i | Bad TCP sequence wi ndow scal e monitor |4
reaming BEngine: TCP Invali i i ssi
79.177.224.93 |israel 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Inval i d invalid segnent retransnissi on drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
109.64.164.31  |Israel 147. 237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
79.183.142. 118 |israel 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Inval id invalid segnent retransnissi on drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
109. 66. 179. 154 |Israel 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
46.19.85.106  |Israel 147.237.77. 234 |hal ag.i df . g =g Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
79.176.10. 246 | srael 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Russi an . o Streaning Engine: TCP Invalid [invalid segrent retransmission.
130.193.51.91 [C 2t 147. 237. 76. 200 |eitan. aka. i df .i 1 Ret r ansm ssi on Packet dr opped. drop 3
Sreaning Engine: TGP Invalid ' i ssi
79.176.123. 154 | srael 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
66.249.69.93  |Uited Sates |147.237.72. 166 |aka.idf il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
40.77.167.59  |Wited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dropped.
46.121.120.75 |Israel 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber nonitor |2
46. 19. 85. 106 | srael 147.237.77.234 |hal ag.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 2
72.9.148.10 Wited Sates [147.237.77.74 [lawidf.il drop SAMirul e drop 2
109. 66.211. 70 |l srael 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> Timeout |reject 2
209. 133. 111. 211 |thited Sates |147.237.77.216 |dover.idf.il drop SAMrul e drop 2
37.46.39. 34 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
176. 13. 18. 95 I srael 147.237. 77. 243 |nobil e.idf .i | Bad TCP sequence Inval i d ACK nunber monitor |1
74.82.47.36 Lhited Sates |[147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 160|Wnited Sates  |147. 237. 76. 202 |e. hal ag.i df . i | Geo- | ocati on enf or cenment Sﬁ?o'r;ﬁ?;no” t nbound drop 1
185. 130. 5. 231 147.237.77. 216 |dover.idf .il dr op SAMrul e drop 1
101. 198. 159. 31 |Chi na 147. 237.77. 226 "‘f";‘“ chamat z. aka. 1df ey At ack SYN -> SYN-ACK -> RST rej ect 1
185. 130. 5. 231 147. 237. 76. 199 |e. nakchal .i df .i 1 drop SAMrule drop 1
46. 19. 85. 64 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber nonitor |1
87.69. 36. 223 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
184.105. 139. 104|Uhited Sates |147.237.72. 167 |i shuri maka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 175|Wited Sates  |147.237.76.202 e hal ag.idf. il Geo- | ocati on enf or cenent gﬁ?;'rgzi'nfn i nbound drop 1
212.117.180.21 |Luxenbourg 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
109. 186. 190. 101l srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber aert 1
185. 130. 5. 231 147.237.77. 178 |e. nat pash.i df . i | drop SAMrule drop 1
93. 189. 26. 18 Austria 147.237.77. 170 |n@arachot . i df . i1 drop SAMrul e drop 1
185. 130. 5. 231 147.237.72. 166 |aka.idf.il dr op SAMrul e drop 1
84.229.128. 157 |l srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber nonitor |1
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|Top Attackers In V\AF|

Attacker Address

A tacker

‘Tar get Address |Site

Sgnature

Devi ce
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Country Action
} . . DO stributed Unaut hori zed URL Access on
204.13.200.200 |thited Sates [147.237.77.216|dover.idf.il v i dff i |/ 1133 22638- hel dover . aspx. B ock 2
66.249.78.159 [Israel 147.237.77.216|dover.i df .i | Mil tipl e Uhaut horized URL Access from 66. 249. 78. 159 B ock 2
87.68.241.172 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 2
104.199. 129. 163|lhited Sates |[147.237.77.216|dover.idf.il PHP At t enpt B ock 2
94.230.83.221 [Israel 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 2
46. 19. 86. 155 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 2
104. 199. 129. 163|Uhited Sates |147.237.77.216|dover.idf.i | Mil tipl e Admin B ocking from 104. 199. 129. 163 Bl ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.230.29 |lhited Sates |[147.237.77.176|nat pash. i df.il v cogat . i df . i 1/ 2110- he/ cogat . aspx B ock 1
. . Uhaut hori zed URL Access to
66.249.66.28  |Israel 147.237.77. 216 |dover. i df . il 147.237. 7. 216/ 1133- 19372- he/ i df gdover . aspx B ock 1
. . D stributed Lhauthorized URL Access on
46.19.86.155 [l srael 147.237.77.233atal .idf . il 147, 237.77. 233/ 1134- hel at al . aspx Bl ock 1
} . . DO stributed Unaut hori zed URL Access on
107.178.194.79 |[lhited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133 22638- hel dover . aspx. B ock 1
84.108.58.125 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx  |B ock 1
66.249. 64. 159 | srael 147.237.77.74 |lawidf.il tnaut hori zed UR. Access to B ock 1
WA, mag. i df . i | / consol e/ cor e/ doc_ngr/ doc_ngr. asp
141.212.122. 160|Whited Sates [147.237.76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to 147.237.76. 147/ B ock 1
104. 199. 129. 163|Uhited Sates |147.237.77.216|dover.idf.i | Mil tiple Unaut hori zed URL Access from 104.199. 129. 163 B ock 1
77.125. 74. 149 | srael 147.237.72. 166 |aka. i df . i | x.ll ;(I;E)I e Whtraceabl e S Sessions from77.125. 74. 149 (sigal gs DoS None 1
Uhaut hori zed URL Access to
207. 46. 13. 45 Lhited Sates |147.237.72.166|aka.idf.il wan aka. i df . i1/sip_storagelfil es/2/62532. pdf g2=whvq9j gvov3i gm |[B ock 1
of | egda
66. 249. 66. 63 I srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/edi myorman/enl arge.asp  |B ock 1
. m ny- kosher - kravi . i d _
52. 90. 147. 148 Lhited Sates [147.237.0.17 £l Uhaut hori zed URL Access to 147.237.0.17/ B ock 1
: . . D stributed Lhauthorized URL Access on
107.178.194.83 |[lhited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
66.249.78.166 |lsrael 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to www idf.il/atal 1/izkor/viewing.asp [B ock 1
176.12. 141. 102 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 1
66. 249. 66. 3 I srael 147.237.76.86 [navy.idf.il Ml tipl e Unaut horized UR. Access from 66. 249. 66. 3 Bl ock 1
77.125.74.149 |lsrael 147.237.72. 166 |aka. i df . i | SSL Whtraceabl e QGonnection - sigal gs DoS Attack None 1
207.46.13. 71 Lhited Sates [147.237.77.216|dover.idf.il Abnormal |y Long Request URL B ock 1
66.249.66.191 |[Israel 147.237.76. 42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
] . . URL is Above Root DOrectory
54.152.106. 69 Wited Sates [147.237.76.86 |navy. | df.il viwy navy. i df.il/../shared/clientscripts/scroller/jquery.jcarousel.js Bl ock !
: . . D stributed Lhauthorized URL Access on
107.178.194.83 |[lhited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . Uhaut hori zed URL Access to
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | 147. 237, 72. 166/ ai 1/ gi yus/ gener al . aspx B ock 1
176.13.16. 223 |l srael 147.237.77.243|nobi [ e. i df . i | D stributed Suspici ous Response Code B ock
66. 249. 66. 3 I srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/eitan/listpage/ B ock
: . ; Unhaut hori zed URL Access to
104. 199. 129. 163|lhited Sates |147.237.77.216|dover.idf.il v i df i | / 1524- en adm n/ cat egor i es. php/ | ogi n. php Bl ock 1
Czech ww. chamat z. aka. i df )
77.237.138. 202 ) 147.237.77. 226 . Uhaut hori zed URL Access to / Bl ock 1
Republ i ¢ il
: . . D stributed Lhauthorized URL Access on
208.184.112.74 |lhited Sates [147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22461- hel dover . aspx. Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 69. 2 | srael 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ ei t an/ prat i nd pi rt eyer ua/ B ock 1
66.249. 64. 108 |l srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77.74/ robots. t xt B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
109. 64. 133. 248 |l srael 147.237.72. 166 |aka. i df . i | v aka. i df .i |/ nai v sachar/ rai | o, aspx None 1
104. 199. 129. 163|Uhited Sates |147.237.77.216|dover.idf.il Adnin B ocki ng B ock 1
68.180.228.112 |lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/hebrew an. . B ock 1
: . . D stributed Lhauthori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. B ock 1
. . Uhaut hori zed URL Access to
66. 249. 66. 7 I srael 147.237.76.86 [navy.idf.il navy. i df . i 1/ gi yus/ f or und asp/ showf or um asp Bl ock 1
: . . D stributed Lhauthori zed URL Access on
107.178.194.79 |Wnited Sates (147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. B ock 1
84.108. 39. 29 I srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs oS Attack None 1
. . Uhaut hori zed URL Access to
66.249.78.109 |Israel 147.237.77. 216 |dover. i df . il 147.237. 7. 216/ 1133- 19815- he/ i df gdover . aspx Bl ock 1
. . Uhaut hori zed URL Access to
66.249.64.118 [Israel 147.237.77.74 [lawidf.il 147.237. 77. 741 si p__st or age/ fi | es/ 1/ 1431. pdf B ock 1
141.212.122. 160|Uhited Sates [147.237.0.15 |kosher-kravi.idf.il Uhaut hori zed URL Access to 147.237.0. 15/ B ock 1
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