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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address  |Site

|Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 3272
74.91. 124, 204 Lhited Sates 147.237.76. 42 refuah.idf.il |Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

Signature

195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
185. 130. 5. 224 147.237.72. 167 ishurimaka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
168. 62. 238. 153 147. 237. 76. 86 Lhited Sates navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
118. 68. 179. 139 147. 237.72. 217 Mi et nam eidf.il ET SCAN NVAP -sS wi ndow 1024 1
61. 240. 144. 65 147.237.0. 33 Chi na idf.il ET SCAN NVAP -sS wi ndow 1024 1
5.149. 248. 251 147. 237. 76. 86 Net her | ands navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
210. 117. 121. 60 147.237.0. 16 Korea, Republic of ny- kosher -kravi .i df . il ET SCAN NMAP -sS w ndow 3072 1
209. 126. 116. 147 147.237. 76. 147 Lhited Sates chi nuch. aka. i df . il ET SCAN NVAP -sS wi ndow 1024 1
185. 130. 5. 231 147. 237.72. 167 i shuri maka. i df.il ET SCAN NMAP -sS wi ndow 1024 1
185. 130. 5. 224 147. 237.0. 35 akavs. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
120. 146. 199. 131 147.237.0. 34 Australia tikshuv.idf.il ET SCAN Potential SSH Scan 1
104. 219. 238. 10 147.237.76. 31 nakchal . i df.il ET SCAN NVAP -sS wi ndow 1024 1
5. 149. 248. 251 147. 237. 76. 201 Net her | ands eatal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
210.117.121. 60 147.237.0. 16 Korea, Republic of ny- kosher-kravi . i df . il ET SCAN NVAP -sS w ndow 4096 1
209. 126. 116. 147 147.237.77. 243 Lhited Sates nobi | . i df.il ET SCAN NMAP -sS wi ndow 1024 1
209. 126. 116. 147 147.237.8.14 Lhited Sates e.orchot.idf.il ET SCAN Potential SSH Scan 1
193. 201. 227. 7 147.237.0. 17 kr ai ne mny- kosher -kravi . i df .il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
41.33. 231. 90 Egypt 147.237.77. 216 |dover.idf .il drop SMrule drop 36
72.9.148.10 Lhited Sates |147.237.77.216 |dover.idf.il dr op SAMrul e drop 16
128.127. 107. 126|Net her | ands 147.237.77.176 [nat pash.idf . il dr op First packet isn't SYN drop 10
208.115.113.84 |lLhited Sates [147.237.77.74 [lawidf.il drop SMrule drop
91.200.12.137 |Wkraine 147.237.77.74 |lawidf.il dr op SAMrul e drop
Sreanming Engine: TGP Invalid i i sSi
157.55.2.154  |Wited Sates |147.237.76. 200 |ei tan. aka. i df. il 9 =g Invalid segnent retransmssion. . 4
Ret r ansni ssi on Packet dropped.
91.200. 12. 137 |kraine 147.237. 77. 216 |dover.idf.il dr op SAMrul e drop
72.9.148. 10 Lhited Sates |147.237.77.176 |natpash.idf.il drop SAMrul e drop
195. 34.150.18 |Austria 147.237. 77. 216 |dover.i df .il B ock HTTP Non Conpli ant Fai | ed to handl e connection data |nonitor
Sreaning Engine: TGP Invalid ' i ssi
199.30.25.218 |Wited Sates |147. 237.76. 200 |eitan. aka. i df il 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i sSi
65.55.210.38  |tnited Sates |147.237.72. 166 |aka.idf.il 9 =9 Invalid segnent retransmssion. . 4
Ret r ansni ssi on Packet dropped.
Russi an . Co Streamng BEngine: TGP Invalid|invalid segnent retransnission.
130. 193.51.91 Federat i on 147.237.76. 200 |eitan. aka.i df . il Ret 1 ansni ssi on Packet dr opped. drop 3
87.68.244.126 |l srael 147. 237. 77. 170 |nmar achot . i of . i Bad TCP sequence S retransmt wth different oo |3
w ndow scal e
168. 150. 125. 32 |[Uhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaming Engine: TCP Invalid i i ssi
204.79.180. 190 |UWited Sates |147.237.72.166 |aka idf. il 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
72.9.148.10 Lhited Sates [147.237.77.74 [lawidf.il drop SMrule drop
41. 33. 232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
Sreaning Engine: TQP Invalid i i sSi
204.79.180.229 |thited Sates |147.237.72.166 |aka.idf.il 9 =9 Invalid segnent retransmssion. . 2
Ret r ansmi ssi on Packet dropped.
185. 130. 5. 231 147.237.76.42 |refuah.idf.il drop SAMrule drop 1
185. 130. 5. 231 147.237.0.33 [idf.il drop SAMrul e drop 1
173.236. 152. 135|Whited Sates  [147. 237. 77. 216 [dover.idf.i | B ock HTTP Non Conpli ant Failed to handl e connection data [nonitor |1
141.212.122. 168|lhited Sates [147.237.0.35 |akavs.idf.il drop drop 1
185. 130. 5. 231 147.237.72.14 |dover.idf.il(old) drop SAMrul e drop 1
5.149.248.251 |Netherlands  |147.237.76. 198 |e. yohal an.idf.il Geo- | ocati on enf or cenment Geo-1 ocati on i nbound drop 1
enf or cenent
184. 105. 139. 115|Uhited Sates [147.237.77.179|e.nazi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
193. 171. 202. 150|Austria 147.237. 77. 216 [dover.idf .i SYN Attack SYN -> SYN-ACK -> Tineout |reject
185. 130. 5. 231 147.237.8.24 |e.lifestyle.idf.il drop SMrule drop 1
178. 62. 162. 228 E?';;gom 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpli ant Failed to handl e connection data |nenitor |1
141.212.122. 169|lhited Sates [147.237.0.19 |nadimatal.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
185. 130. 5. 231 147.237.72. 156 |anan. i df .i | drop SAMrule drop 1
5.149.248.251 |Netherlands  |147.237.76. 199 |e. nakchal .i df .il Geo- | ocati on enf or cement ﬁfo'r ggi'mon I nbound drop 1
184. 105. 247. 219|wnited Sates  [147.237.0.17 m” kosher-kravi-id loyN At t ack SYN -> SYN-ACK -> RST rej ect 1
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
46. 19. 85. 146 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
185. 130. 5. 231 147.237.8.27 |e.nadimatal .idf.il dr op SAMrul e drop 1
5.149.248.251 |Netherl ands 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105.139. 75 |Wnited Sates [147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenment Geo-1 ocati on i nbound drop 1
enf or cenent
141.212.122. 169|lhited States  |147.237.0.35 |akaws.idf.il dr op drop
185. 130. 5. 231 147.237.76.31 |nakchal .idf.il drop SMrule drop
5.149.248.251 |Netherlands  |147.237.76.201|e.atal.idf.il Geo- | ocati on enf or cenment Geo-l ocati on i nbound drop 1
enf or cenent
185. 130. 5. 224 147.237.0.16  |ny-kosher-kravi.idf.il [drop SAMrul e drop 1
167. 114. 156. 16 |Canada 147. 237. 77. 216 [dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
195. 154. 146. 225|France 147.237.77. 216 |dover.idf .il drop SAMrule drop 1
61.135.190. 198 |China 147.237.0.33 [idf.il drop drop 1
185.130. 5. 231 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop 1
5.149.248.251  [Netherl ands 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105.139. 78 |Uhited Sates [147.237.77.19 [lawforumidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 172|Wited Sates |147.237.72. 167 |i shurimaka.idf . il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.90 |[hited Sates |147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
185. 130. 5. 231 147.237.76.34 |yohal an.idf.il drop SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
m ny- kosher-kravi .id _ _
176. 13. 12. 176 | srael 147.237.0. 17 £l Miltiple Illegal Parangter Encoding from176. 13.12. 176 None 4
: . . D stributed Lhauthorized URL Access on
204.13.200.200 |thited Sates  [147.237.77.216|dover.idf.il v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 2
} . . D stributed Unaut hori zed URL Access on
107.178.194.83 |[lhited Sates  |147.237.77.216|dover. i df .i | v i dff . i | / 1133 22638- hel dover . aspx. Bl ock 2
. . Uhaut hori zed URL Access to
66.249.78.184 |[Israel 147.237.76.31 |nakchal .idf.il www nakhal . i df . i |/ consol e/ core/ doc_ngr/ doc_nur . asp Bl ock !
. . . . Uhaut hori zed URL Access to
61.135.190.72 [China 147.237.0.34 |tikshuv.idf.il 147.237.0. 34/ styl e/ 1. hel | angst yl . css B ock 1
: . . . Uhaut hori zed URL Access to
157.85.39. 137 United Sates 147.237.76. 147 chi nuch. aka. i df . i | chi nuch. aka. i df . i | / shar ed/ user cont r ol s/ header upper/ Bl ock !
86. 47. 80. 145 Irel and 147.237.77.216|dover. i df . il Unaut hori zed URL Access to 147.237.77. 216/ Bl ock 1
. . . . Uhaut hori zed URL Access to
61. 135. 190. 200 [Chi na 147.237.0.34 |tikshuv.idf.il 147. 237. 0. 34/ st yl ef shar ed/ reset . css Bl ock 1
Russi an . . . Uhaut hori zed URL Access to
130.193. 51. 91 eration 147.237.76.200|ei tan. aka. i df . i | ww i tan. aka. i of i |/t enpl at es/ gener al / ei t an. asp B ock 1
Uhaut hori zed URL Access to
66.249.78.254 |[Israel 147.237.72. 166 [aka. i df . i | waw aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat i d=58623&doci d=770 |B ock 1
22
61.135.190. 197 [China 147.237.0.15 |kosher-kravi.idf.il Unhaut hori zed URL Access to 147.237.0. 15/ B ock 1
m ny- kosher-kravi . i i i
176.13.12.176 |Israel 147.237.0.17 fy-Kosher-kra dfii1egal Paraneter Encoding rnd in . None 1
foil mny-kosher-kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
} . . D stributed Lhauthorized URL Access on
107.178.194.79 |Uited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 66. 136 |l srael 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ si p. st or age/ fi | es/ 0/ 3170. pdf B ock 1
52.90.147.148 |lhited Sates |147.237.0.19 |madimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ B ock
141.212.122. 160|Uhited Sates  |147.237.0.19 |[nadimatal .idf.il D stributed Unhaut hori zed URL Access on 147.237.0. 19/ B ock
] . . Paraneter Type Mol ati on PageNumin
68.180.230.224 |lhited Sates  [147.237.76.31 |nakchal .idf.il vaw nakhal i df i 1/ 1117- he/ nakhal . aspx Bl ock 1
. . . . Uhaut hori zed URL Access to
61.135. 190. 197 [China 147.237.0.34 |tikshuv.idf.il 147 237.0. 34/ styl ef shar ed/ dat epi cker . css Bl ock 1
. . Uhknown Paraneter catld59034 in
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | v aka. i cf i |/ mai n/ r abanut / gener al . aspx None 1
61.135.190.69 [China 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to 147.237.0. 34/ styl e/ shared/ text. css |Bl ock 1
141.212.122. 160|Uhited Sates  |147.237.72.167|i shurimaka. i df . il Distributed Uhaut hori zed URL Access on 147. 237.72. 167/ B ock 1
) . . Unaut hori zed URL Access to
77.75.77.101 Czech Republ i c |147.237.77. 176 |m@t pash. i df . i v cogat . i df . il/tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
. . . . Uhaut hori zed URL Access to
61.135.190. 198 |China 147.237.0.34 |tikshuv.idf.il 147. 237.0. 34/ styl ef shar ed/ | ayout dev. css Bl ock 1
www. chamat z. aka. i df .
185. 106. 94. 74 147.237.77. 226 i Unaut hori zed URL Access to 147.237.77.226/ xm r pc. php B ock 1
: . . D stributed Lhauthori zed URL Access on
107.178.194.87 |Wnited Sates  [147.237.77.216 |dover. i df .i | v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
66.249.78.173 |[Israel 147.237.77. 216 |dover.idf.i |l Lhaut hori zed LR Access to wwidf.il/irag/ english/infol3.asp |B ock 1
61.135.190.71 [China 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237. 0. 34/ styl e/ shared/ nav. css |Bl ock 1
148. 251. 21. 227 |Ger many 147.237.77.74 [lawidf.il Unaut hori zed URL Access to www nag. i df.il/14-he B ock 1
84.94.176.170 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 1
, m ny- kosher - kravi . i d _
61. 135. 190. 200 |China 147.237.0. 17 £l Unhaut hori zed URL Access to 147.237.0. 17/ Bl ock 1
} . . D stributed Unaut hori zed URL Access on
204.13.200.200 |thited Sates  [147.237.77.216|dover.idf.il v i dff i | / 1133- 22461- hel dover . aspx. Bl ock 1
109. 66. 54. 41 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs oS Attack None 1
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