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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address  |Site

|Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3030
61.115. 220. 186 Japan 147.237.76. 31 nakchal .idf.il |Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

195. 34. 150. 18 147. 237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
66. 249. 78. 199 147.237.72. 166 Lited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
183. 60. 48. 25 147. 237.76. 44 Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
106. 75. 199. 173 147.237.72. 14 Chi na dover.idf.il(old) ET SCAN Potential SSH Scan 1
93. 189. 26. 18 147.237.77. 179 Austria e.nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61. 240. 144. 64 147.237.77. 179 Chi na e mazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 130. 5. 224 147. 237. 76. 200 eitan aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 60. 48. 25 147. 237. 76. 38 Chi na e.eneitav.idf.il ET SCAN Potential SSH Scan 1
104. 143. 14. 247 147.237.76. 42 Lhited Sates refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

A tacker

Attacker Address Country ‘Target Address |Ste Signature Acti on ‘Count
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
79.183.168.42 [Israel 147.237.77. 170 |narachot .if .il  |Bad TCP sequence Vﬂd;jrsa:;me” Wth different moni tor |29
82. 145. 217. 49 Eur ope 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 29
72.9.148. 10 Lhited Sates |147.237.77.216|dover.idf.il dr op SAMrul e drop 16
41.230.14.223 |Tunisia 147.237.72. 166 |aka.idf .il drop SAMrul e drop 12
37.142.220.66 | srael 147. 237.77. 170 |nmarachot . i of .11 |Bad TCP sequence mdﬁvrsa:;r? Wth different moni tor |4
72.9.148. 10 Lhited Sates |147.237.77.176|natpash.idf.il drop SAMrul e drop 4
213.57.149.59 |Israel 147.237.76.42 [refuah.idf.il Bad TCP sequence Invalid ACK nunber moni t or 4
208.115.113.84 |lhited Sates |147.237.77.74 |lawidf.il dr op SAMrul e drop 4
213.57.149.59 |[Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 3
5.102.254. 184 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber moni t or 3
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
40.77.167.75  |Wited Sates |147.237.77. 243 |mobile.idf il Streamng Engine: TCP Invalid invalid segnent retransmssion. |y 3
Ret r ansm ssi on Packet dr opped.
85. 130. 249. 168 |Israel 147.237.72. 166 |aka. i df . Streaning Engi ne: TCP Invalid finvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 3
72.9.148. 10 Lhited Sates |[147.237.76.86 |navy.idf.il drop SAMrul e drop 2
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 2
75.126.221.55 |Uhited Sates [147.237.77.216 [dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 2
185. 130. 5. 231 147.237.77.233|atal .idf.il dr op SAMrul e drop 2
40.77.167.59  |wited Sates [147.237.76.86 |navy.idf.il Stream ng Engl ne: TP Invalid  finvalid segnent retransnission drop 2
Ret r ansm ssi on Packet dr opped.
185. 130. 5. 231 147.237.77. 243 |nobi le.idf . il dr op SAMrul e drop 2
77.237.138. 202 gﬁ)ﬂ c 147.237.77. 121 |e. navy. i df .il Geo- | ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |dr op 2
157.55.39.76  |Wited Sates |147.237.72. 166 |aka.idf il Streamng Engine: TCP Invalid invalid segnent retransmssion. | 2
Ret r ansm ssi on Packet dr opped.
75.126.221.55 |Wited Sates |147.237.77.74 |lawidf.il B ock HTTP Non Conpli ant Fai | ed to handl e connection data  [noni tor
94. 230. 86. 178 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
77.237. 146. 28 gg}%ﬂc 147. 237. 77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Response out of state monitor |1
185. 130. 5. 231 147.237.0.15  |kosher-kravi.idf.i|dr op SAMrul e drop 1
185. 130. 5. 224 147.237.76.86 |navy.idf.il drop SAMrul e drop 1
195. 66. 76. 4 Ger many 147. 237.77. 216 |dover.idf .i Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 1
93.189. 26. 18 Austria 147.237.76.201|e. atal .idf.il Geo-| ocat i on enf or cenent Geo- | ocati on i nbound enf orcenent |drop 1
185. 130. 5. 231 147.237.76. 197 |e. hinush. i df . i | dr op SAMrule drop 1
185. 130. 5. 224 147.237.76. 197 |e. hi nush.idf . il dr op SAMrul e drop 1
52.90. 147. 70 Lhited Sates |147.237.77.216 |dover.idf.il Directory Traversal directory traversal overflow noni t or 1
184. 105. 247. 228|lhited Sates |[147.237.0.19 madi matal .idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
101. 198. 159. 31 |Chi na 147.237.0. 34 tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
185. 130. 5. 231 147.237.8. 28 e.nobi le-ks.idf.il |dr op SAMrul e drop 1
185. 130. 5. 224 147. 237. 76. 147 |chi nuch. aka.i df .i | [dr op SAMrule drop 1
195. 154. 227. 118|F ance 147.237.0.34  |tikshuv.idf.il drop SAMrul e drop 1
93.189. 26. 18 Austria 147.237.77.61 |e.cogat.idf.il drop SAMrul e drop 1
185. 130. 5. 231 147.237.77. 178 |e.matpash.idf .il  |dr op SAMrul e drop 1
76.114.180. 104 |lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Inval id ACK nunber alert 1
185. 130. 5. 224 147. 237. 76. 199 |e. nakchal .i df.il dr op SAMrul e drop 1
54.186.248.49 [Uhited Sates [147.237.77.216 [dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 1
184. 105. 247. 228|lhited Sates |[147.237.76.202|e. hal ag.idf.il Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cerent |drop 1
5. 175. 26. 46 Cer many 147.237.72.166 |aka.idf .il dr op SAMrul e drop 1
141.212. 122. 174|Whited Sates |[147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
185. 130. 5. 231 147.237.77.235|sviva.idf.il drop SAMrul e drop 1
185. 130. 5. 231 147. 237. 8. 46 e.chinuch.idf.il dr op SAMrul e drop 1
185. 130. 5. 224 147.237.76. 176 |test.ncore.idf.il |drop SAMrule drop 1
184.105.139. 76 |lhited Sates |[147.237.76.200|eitan. aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
69.163.240.13 |Wited Sates |147.237.72.166|aka.idf.il Mil ti pl e Unaut hori zed URL Access from 69. 163. 240. 13 B ock
185. 32.179. 165 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock
. . . D stributed Unaut hori zed URL Access on
107.178.194.83 [Wnited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. B ock 2
! . . D stributed Unaut hori zed URL Access on
204.13.200.200 |thited Sates [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. B ock 2
. . . D stributed Unaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- hel dover . aspx. B ock 2
! . . D stributed Unaut hori zed URL Access on
107.178.194.87 |[lhited Sates |147.237.77.216|dover. i df .i | v i dff . i | / 1133- 22638- hel dover . aspx. B ock 1
. . D stributed Unaut hori zed URL Access on
66.249.78.234 |Israel 147.237.72. 166 [aka. i df . i | 147. 237, 72. 166/ rai 1/ gi yus/ gener al . aspx Bl ock 1
66. 249. 66. 20 I srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/1242-he/ atal . aspx |B ock 1
. . . Uhaut hori zed URL Access to
207. 46. 13. 62 Lhited Sates |[147.237.77.216|dover.idf.il v o 1/ hi mush/ si t ef he/ hi nush. asp B ock 1
84.94.176.170 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
. . Uhaut hori zed URL Access to
66.249.78.104 |lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ gi yus/ gener al . aspx B ock 1
] . . URL is Above Root Oirectory
52.90. 147. 70 Lhited Sates |147.237.77.216|dover.idf.il Wi of i1/ / shared/cl i entscri pts/j querylj auery. ti cker | s B ock 1
141.212.122. 160|lhited Sates |[147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 69. 18 I srael 147.237.72. 166 [aka. i df . i | 147.237.72. 166/ si p st oragel f | es/ 8/ 60998. pf Bl ock 1
84.111.7. 148 I srael 147.237.72.166|aka. i df . i | SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 1
. . Uhaut hori zed URL Access to
66.249.78.111 |[lIsrael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p st orage/ | es/ 4/ 60984. plf B ock 1
52.90.147.148 |Wited Sates |147.237.72.167|i shurimaka.idf.il Unhaut hori zed URL Access to 147.237.72.167/ B ock 1
69.163.240.13 |Wnited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/wp-admin/ B ock 1
66.249.73.138 [Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
. . Uhaut hori zed URL Access to
66.249.78.166 |l srael 147.237.77. 216 |dover . i df . i | v i df i 1/ 1283- 16552- en dover . aspx-ti t| ef or B ock 1
54.186.248.49 |lnited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawn i df . il/1294- he/ wan i df . i | B ock 1
. ny- kosher - kravi . i df . _
74.82.47.2 Lhited Sates |[147.237.0.16 i Unhaut hori zed URL Access to 147.237.0. 16/ Bl ock 1
66. 249. 78. 95 I srael 147.237.77.216|dover . i df . i Unaut hori zed URL Access to 147.237.77. 216/ Bl ock 1
. . . D stributed Unaut hori zed URL Access on
107.178.194.83 [Wnited Sates |147.237.77.216|dover.idf.il v i dff i | / 1133- 22638- he/ dover . aspx. B ock 1
66.249.78.199 |Israel 147.237.72.166|aka. i df . i | Lhaut hori zed LRL Access to aka.idf.il/anan B ock 1
66. 249. 66. 14 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1244-he/ atal . aspx |B ock 1
77.237.146.28 |Czech Republic |147.237.77. 216 |dover.idf.i | Uhaut hori zed URL Access to / B ock 1
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ B ock 1
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