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|Top Attackers | n DDoS- Def ence |

Attacker Address
167. 114. 156. 16

|Attacker Country
Canada

Target Address
147.237.77. 216

dover.idf.il

Signature
DCS- Tool - Swi t chbl adG

Device Action
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Count
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

51. 254, 141. 216 Uhi ted Ki ngdom 147.237.77. 216 dover.idf.il C1000106: HITP: naj esti ¢ bot B ock 1




01-02-2016-04:04:08 to 01-02-2016-05:04:08

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

195. 34. 150. 18 147.237.77.216  [Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 64. 165 147.237.77. 74 Lited Sates lawidf.il ET SCAN NVAP -sA (2) 2
162. 222. 185. 165 147. 237. 76. 200 Lhited Sates eitan.akaidf.il |ET SCAN Potential SSH Scan 1
162. 222. 185. 165 147. 237.76. 31 Lhited Sates nakchal . i df il ET SCAN Potential SSH Scan 1
162. 222. 185. 165 147.237.0.33 Uited Sates idf.il ET SCAN Potential SSH Scan 1
93.189. 26. 18 147.237.77. 178 Austria enmatpash.idf.il |ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 113 147. 237.76. 196 Ukrai ne e.sviva idf.il ET SCAN NMAP -sS wi ndow 1024 1
61. 240. 144. 64 147.237.77.178  |China ematpash.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
50. 204. 188. 142 147. 237. 8. 50 Lhited Sates e.tikshuv.idf.il [ET SCAN NVAP -sS w ndow 3072 1
162. 222. 185. 165 147. 237.76. 38 Lhited Sates eeneitav.idf.il |ET SCAN Potential SSH Scan 1
162. 222. 185. 165 147.237.76. 30 Uited Sates hi nush. i df .i | ET SCAN Potential SSH Scan 1
93. 189. 26. 18 147.237.77.235  |Austria svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
93. 189. 26. 18 147.237. 8. 46 Austria e.chinuch.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 113 147.237.76.196  [Wkraine e.svivaidf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
61. 240. 144. 64 147. 237.77. 234 Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
50. 204. 188. 142 147. 237. 8. 50 Lhited Sates e.tikshuv.idf.il |ET SCAN NMVAP -sS w ndow 4096 1
209. 126. 116. 147 147.237.8. 45 Uited Sates eetanidf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Action
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrul e drop 36
Sreaning Engine: TCP Invalid i i ssi
174.64.97.238  |Wited Sates |147.237.76. 200 |ei tan. aka i of il 9 =9 Inval id segnent retransmssion. . 30
Ret r ansni ssi on Packet dropped.
72.9.148. 10 Lhited Sates |147.237.77.216 |dover.idf.il drop SAMrul e drop 16
207.241.226. 221 |thited Sates [147. 237.77. 216 |dover.idf .i | drop SAMrule drop 13
109. 182.56. 77 |Sovenia 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 11
77.127.243.193 | srael 147. 237. 77. 170 |nar achot . i of . i Bad TCP sequence S retransmt wth different | ooivor |10
W ndow scal e
49.229.84.204  |Thail and 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval id AGK nunber noni tor |8
67. 55. 90. 132 Wited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Timeout [reject 5
94.230.86.177 |lIsrael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber monitor |5
72.9.148. 10 Lhited Sates |147.237.77.176 |natpash.idf.il drop SAMrul e drop 4
Sreaming Engine: TGP Invalid i i sSi
66.249.78.146 |lited Sates |147.237.72. 166 |aka idf.il 9 =g Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dr opped.
2.52.6.120 I srael 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
64.246. 165. 150 |Lhited Sates |147.237.77. 176 |nat pash. i df . i | Header Rejection ngﬂg;trej ection pattern found in| oo |4
46. 19. 85. 86 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
195. 34.150. 18  |Austria 147.237.77. 216 |dover. i df .| B ock HTTP Non Conpl i ant Fai l ed to handl e connection data [ronitor
Sreaming Engine: TGP Invalid i i sSi
77.126.152.86 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
62.219. 231. 127 | srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
79.180. 114. 246 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
66.249.65.18  |Uited Sates |147.237.77. 243 |nobile.iof i 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
185. 130. 5. 224 147. 237. 76. 200 |ei tan. aka. i df .i | drop SAMrul e drop 2
41. 233. 205. 234 |Egypt 147.237.77. 216 |dover. i df . Bad TCP sequence SiNretransmt wth different | oy |2
W ndow scal e
185. 130. 5. 224 147.237.77.19 [lawforumidf.il drop SAMrul e drop 2
67.55.90.132  |United Sates |147.237.77. 216 |dover.idf. il Bad TCP sequence SINWACK retransmt with monitor |2
different wndow scal e
94.230.86.177 |Israel 147.237.72. 156 |anan. i df . i Bad TCP sequence Invalid AGK nunber nonitor |2
76.170. 97. 93 Wited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
72.9.148.10 Lhited Sates |147.237.77.74 |lawidf.il drop SAMrule drop 2
2.52.6.120 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber noni tor |1
185. 130. 5. 224 147.237.72. 14 |dover.idf.il (ol d) drop SAMrul e drop 1
74.82.47.20 Lhited Sates |147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
66. 249. 69. 18 I srael 147.237.0.33  |idf.il dr op drop 1
93.189.26.18  |Austria 147. 237. 77. 227 |e. hanaz. i df . i | Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
199. 115. 117. 117|Wwited Sates  |147.237.0. 17 ;nlnly kosher-kravi.i1d |qyN\ At ack SYN -> SYN-ACK -> RST rej ect 1
5.175. 26. 46 Ger many 147.237.72. 166 |aka. i df .i | dr op SAMrul e drop 1
Anonynous . . . .
93. 115. 95. 202 P oxy 147.237. 77. 216 |dover.idf . i1 SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
185. 130. 5. 224 147. 237.77. 226 ‘I’WWCha"atZ' aka. Tdf- 114 op SAVirul e drop 1
2.52.6.120 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d sequence nuniber noni t or 1
75.126.221.55 [Uhited Sates [147.237.77.216 |dover.idf.il B ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |1
184. 105. 139. 120|UWited Sates |147.237. 76. 200 |eitan. aka.idf.i| SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
101. 198. 159. 31 |Chi na 147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218. 206. 104|United Sates |147.237.77.234|halag.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
93. 189. 26. 18 Austria 147.237.8.46 |e.chinuch.idf.il drop SAMrul e drop 1
195. 154. 227. 118|France 147.237.0.34  |tikshuv.idf.il drop SAMrule drop 1
2.52.6.120 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d sequence nunber nonitor |1
185. 130. 5. 224 147.237.72. 167 |i shurimaka. i df .i | drop SAMrul e drop 1
74.82.47.24 Lhited Sates |147.237.77.233|atal.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105.139. 72 |wited Sates [147.237.8.28 |e.nobile-ks.idf.il Geo- | ocati on enf or cenment Geo-I ocat i on i nbound drop 1
enf or cenent
93. 189. 26. 18 Austria 147.237.77.234 |hal ag.idf.il drop SAMrul e drop
199. 115. 117. 117|Wited Sates [147.237.0.19 |nadimatal.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
. s . Geo- 1 ocati on i nbound
93.189. 26. 18 Austria 147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent enf or cenent drop 1
185. 130. 5. 224 147.237.77. 235 |sviva idf.il drop SAMrule drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
66.249.78.146 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 3
176.12.146.93 |lIsrael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 2
46.19. 85. 160 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
109. 65. 122. 164 |Israel 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 2
41. 40. 5. 150 Egypt 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to waw idf.il/xmrpc. php B ock 1
66.249.78.198 |Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to www nakhal .idf.il/nobil e/ B ock 1
. . Unaut hori zed URL Access to
66.249.66.14  |Israel 147.237.77.233|atal . i df .il 147, 237. 7. 233/ 994- 8517- he/ at al . aspx B ock 1
Unaut hori zed URL Access to
207.46.13.160 |lhited Sates |[147.237.76.30 |himush.idf.il v chi nush. atal .idf.il/tenpl ates/ shared/ usercontrol s/ navmenu/ und |Bl ock 1
efi ned
] . . D stributed Lhaut hori zed URL Access on
107.178.194.83 |Wnited Sates |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 1
. . Unknown Par arret er cat | D\ u003d42697\ u0026doc| D u003d42736 i n
66.249. 78. 146 |l srael 147.237.72. 166 |aka. i df . i | vw aka. i df . i 1/ yohal ary mai n/ mai n. asp None 1
41. 233. 205. 234 |Egypt 147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ Bl ock 1
. . Unaut hori zed URL Access to
178.255. 215,87  [France 147.237.77. 216 |dover . i df . i wewn i df . i |/ 1414- 17439- he/ kkkkkkk=cf d127f Skkkkkkk_cf d127¢5 [#% |1
66.249.78.254 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter tmin ww aka. i df.il/main/giyus/ None 1
66. 249. 66. 17 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1409- he/ at al . aspx Bl ock 1
; . . D stributed Lhaut hori zed URL Access on
208.184.112.74 |lhited Sates |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
108. 175. 150. 166|Uhited Sates |147.237.77.74 [lawidf.il PHP Att enpt Bl ock 1
. . Unknown Paraneter catld59034 in
66.249.78.146 [l srael 147.237.72. 166 |aka. i df . i | v aka. i df . i 1/ mai n/ r abanut / gener al . asp None 1
185. 27. 105. 156 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
77.127.90.126 |l srael 147.237.76.31 |nakchal .idf.il Ostributed PHP Attenpt Bl ock 1
66. 249. 66. 20 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
2.54.170. 179 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
’ . . D stributed Unaut hori zed URL Access on
208.184.112.74 [Wited Sates [147.237.77.216|dover.idf . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
108. 175. 150. 166|Lhited Sates [147.237.77.74 |lawidf.il Unaut hori zed URL Access to v | aw i df.il/xmrpc. php B ock
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter doc in waw aka.idf.il/kamar/klali/default.asp None
. . D stributed Unaut hori zed URL Access on
46.166. 186. 222 |Netherlands  |147.237.77.216|dover. i df .i | Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 1
_ ny- kosher - kravi . i df , , ,
199. 115. 117. 117|lhited Sates [147.237.0. 16 0 Unaut hori zed URL Access to 147.237.0. 16/t henes/ el asti xneo/ i e. css |B ock 1
77.127.90.126 |lsrael 147.237.76.31 |nakchal .idf.il Uhaut hori zed LRL Access to nakhal .idf.il/xnrpc. php B ock 1
Unaut hori zed URL Access to
66.249.73.219 |[Israel 147.237.77. 176 |nat pash. i df . i | waw cogat . i df . i 1/ usef ul i nformati on/ i dkoni n pages/ 03042011agri gati |Bl ock 1
m aspx
41. 40. 5. 150 Egypt 147.237.77.216|dover.idf .l PHP Att enpt Bl ock
216.218.206. 66 |Lhited Sates |147.237.77.243|nobile.idf.il Unaut hori zed URL Access to 147.237.77.243/ B ock
66.249.78.146 |lsrael 147.237.72. 166 |aka. i df . i | Uhknown Paranet er newsltemin v aka. i df.il/patzar/ news/ None 1
. . D stributed Lhaut hori zed URL Access on
46.182.106. 190 |Netherlands  |147.237.77.216|dover. i df .il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
199. 115. 117. 117|Uhited Sates |147.237.0.19 |nadi matal .idf.il Unaut hori zed URL Access to 147.237.0. 19/t henes/ el asti xneo/ i e. css |B ock 1
] . - D stributed Lhaut hori zed URL Access on
107.178.194. 79 |lhited Sates [147.237.77.216|dover.idf.il v i df i | / 1133 22638- he/ dover . aspx. B ock 1
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