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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address  |Site

|Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 3023
0.0.0.0 147.237.77. 216 dover.idf.il |HITP Page Fl ood Attack drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
62.212.73. 211 Net her | ands 147. 237.72. 166 aka.idf.il C1000106: HITP: naj esti ¢ bot B ock 1
69. 30. 203. 166 Lhited Sates 147.237.77. 216 dover.idf.il C1000106: HTTP. maj estic bot B ock 1




01-02-2016-03:04:05 to 01-02-2016-04:04:05

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

66.249. 73. 235 147.237.77.176  |wnited Sates nat pash. i df .i | ET SCAN NVAP -sA (2) 255
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 249. 66. 53 147.237.76. 42 Wited Sates refuah.idf.il ET SCAN NVAP -sA (2) 2
36.72.228.72 147. 237.77. 178 | ndonesi a emtpash.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
5. 149. 248. 251 147.237.76. 30 Net her | ands hi nush. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
169. 50. 71. 13 147.237.76.200  |Satzerland eitan.aka.idf.il |[ET SCAN NVAP -sS w ndow 4096 1
91. 201. 236. 113 147. 237.76. 38 Ukrai ne eeneitavid.il |ET SCAN NVAP -sS w ndow 1024 1
36.72.228.72 147.237.77. 178 | ndonesi a ematpash.idf.il |ET SCAN NMAP -sS wi ndow 3072 1
36.72.228.72 147.237.77. 178 | ndonesi a ematpash.idf.il |[ET SCAN NVAP -f -sS 1
194. 165. 155. 114 147.237.77.179  |Jordan e nazi.idf.il ET SCAN NMAP -sS wi ndow 3072 1
93. 189. 26. 18 147.237.8.50 Austria e.tikshw.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 113 147.237.76. 38 Wkr ai ne eeneitav.id.il [ET DROP Spanhaus DRCP Listed Traffic | nbound 1




01-02-2016-03:04:05 to 01-02-2016-04:04:05

|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Country‘Target Address |Ste Signature Action ‘Count
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
79.176.118.64 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 33
Sreanmng Engine: TCP Invalid i i ssi
174.64.97.238 |Wited Sates  [147.237.76.200 |eitan. aka.idf. il 9 =g Invalid segnent retransmssion. |, 22
Ret r ansni ssi on Packet dropped.
207. 241. 226. 221|United Sates 147.237.77. 216 |dover. i df il drop SMMrule drop 18
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 16
32.212.12. 79 Lhited Sates 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |14
32.212.12. 79 Wited Sates 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunier aert 14
85.65.138.212 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 12
85.65.138.212 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber monitor |12
79.176.118. 64 |Israel 147. 237.77. 216 |dover.i df .i| SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 12
R SWNretransmt wth different .
77.127.243.193 |Israel 147.237.77. 170 |naarachot. i df .il  |Bad TCP sequence Wi ndow scal e noni t or 10
46.19. 85. 137 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber rmoni t or 10
Sreamng Engine: TCP Invalid i i ssi
185. 27. 105. 156 |Israel 147.237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. |y o, 9
Ret ransm ssi on Packet dr opped.
195.34.150.18 |Austria 147.237.77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
72.9.148.10 Wited Sates 147. 237.77. 176 |nat pash. i df . i | drop SMMrule drop
5.29.104. 197 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
Russi an L Sreaning Engine: TCP Invalid |invalid segnent retransnission.
5. 45. 254. 225 erati on 147.237.72. 166 |aka. i df .il Ret 1 ansmi ssi on Packet dr opped. drop 3
Sreaning Engine: TCP Invalid i i ssi
149.78.38.171 |Israel 147.237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. |y, 3
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
37.26.148.138 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 3
Ret r ansn ssi on Packet dropped.
167.114. 156. 16 [Canada 147.237.77. 216 |dover.i df .i| SYN At t ack SYN -> SYN-ACK -> RST rej ect
72.9.148. 10 Lhited Sates 147.237.77.74 |(lawidf.il dr op SAMrul e drop
Sreamng Engine: TCP Invalid i i ssi
66.249.78.146 |lited Sates  |147.237.72. 166 |aka idf. il 9 =g Invalid segnent retransmssion. g 2
Ret ransm ssi on Packet dr opped.
70.81.6.15 Canada 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber monitor |1
176.126. 252. 12 |Ronani a 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow mmoni t or 1
46.19. 85. 47 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nuner moni t or
141.212.122. 170|Wited Sates  |147.237. 77. 212 |e. dover. i df il Geo- | ocati on enf or cenent Sﬁ?;ggﬁ;'nfn I nbound drop 1
5.149.248.251 |Netherl ands 147.237.76.30 |hinush.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
185. 130. 5. 231 147.237.76.39 |nobile. neitav.idf.i|dr op SAMrul e drop 1
77.125.147.25 |lIsrael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |1
185. 130. 5. 224 147.237.76.39 |nobile neitav.idf.i|dr op SMMrule drop 1
52.90.147.148 |Wited Sates  |147.237.76.44 |erefushidf.il  |Geo-1ocation enfor cenent gﬁ?;'rsgi'nfn I nbound drop 1
171.25.193.20 |Sweden 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow mmoni t or 1
. R ; Geo- | ocat i on i nbound
93.189. 26. 18 Austria 147.237.72. 217 |e.idf.il Ceo- | ocati on enf or cenent onf or coment drop 1
198.45.200.18 |Lhited Sates 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber alert 1
185. 130. 5. 224 147.237.76. 199 |e.nakchal .idf.il  |dr op SMMrule drop 1
71. 6. 165. 200 Lhited Sates 147.237.0.35 |akaws.idf.il drop drop
178.17.174. 99 ::)li;;\:i of 147.237. 77. 216 |dover.i df . i | Drectory Traversal directory traversa overflow monitor |1
46.19. 85. 47 I srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
5.149. 248. 251  |Net her| ands 147.237.76. 34 |yohal an.idf.il drop drop 1
185. 130. 5. 231 147. 237. 76. 197 |e. hi nush. i df . i | drop SAMrule drop 1
2.54.167. 27 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
185. 130. 5. 224 147.237.76.42 |refuah.idf.il drop SAMrul e drop 1
66. 230. 230. 230 |[Lhited Sates 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow mmoni t or 1
109. 201. 133. 100|Net her | ands 147.237.77. 216 |dover. i df il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
198.45.200.18 |Lhited Sates 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber nonitor |1
185. 130. 5. 224 147.237.76. 201 |e.atal .idf.il drop SAMrule drop 1
5.79.68. 161 Net her | ands 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
149. 202. 47. 181 |Ger many 147.237.77. 216 |dover.idf .il Orectory Traversal directory traversal overflow noni t or 1
5.175. 26. 46 Ger many 147.237. 72. 156 |anan.idf .il drop SAMrul e drop 1
Anonynous s ‘ ) .
93. 115. 95. 204 Proxy 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
82.81.57.208 I srael 147.237.72. 156 [anan. i df . i | Unaut hori zed HTTP Met hod B ock 31
32.212.12.79 Lhited Sates [147.237.72.166|aka.idf.il Untraceabl e S3. Sessions: sigal gs S Attack None 3
87. 68. 60. 182 I srael 147.237.0.19 |[madimatal .idf.il Suspi ci ous Response Code B ock 2
5.29. 104. 197 | srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 2
85. 65.138.212 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: si gal gs oS At ack None 2
] . . D stributed Unaut hori zed URL Access on
208.184.112.74 [Wited Sates [147.237.77.216|dover.idf.i| v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
149. 78. 23. 30 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Atack None 2
66.249.78.159 |[lIsrael 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed UR. Access on waww i df.il/error.htm B ock
’ . . DO stributed Whaut hori zed URL Access on
208.184.112.74 [Wited Sates |147.237.77.216|dover.idf.i| v i dff i |/ 1133- 22638- hel dover . aspx. B ock 1
] . . D stributed Uhaut hori zed URL Access on
107.178.194.87 |[lhited Sates |147.237.77.216|dover.idf.il v i dff . i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
ww. chamat z. aka. i df
77.237.146.28 |28 147.237.77. 226 . Unaut hori zed URL Access to / B ock 1
Republ i ¢ il
. . D stributed Uhaut hori zed URL Access on
62.210. 105. 116 |France 147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
2. 54. 146. 233 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
193. 239. 44. 212 |Pol and 147.237.77.74 |lawidf.il PHP Attenpt B ock 1
89.138.165.35 |[Israel 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66.249.78.187 |[Israel 147.237.76.31 |nakchal .idf.il O stributed Uhauthori zed LRL Access on nakhal .idf.il/page. asp B ock 1
. . O stributed Uhaut hori zed URL Access on
37.187.129.166 |France 147.237.77. 216 |dover.idf . il v i dff i 1/ 1133- 22461- hel dover . aspx. B ock 1
] . . DO stributed Unaut hori zed URL Access on
107.178.194.87 [Wited Sates [147.237.77.216|dover.idf.i| v i dff . i |/ 1133- 22638- he/ dover . aspx. B ock 1
. . URL is Above Root Directory
77.247.181. 162 |Netherl ands 147.237.77.216|dover . i df .i | Wi df i1/, . /shared/cl i entscripts/j querylj query-1.4.2.nin.j s Bl ock 1
66. 249. 66. 61 I srael 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to wawidf.il/error. htm B ock 1
2.54.170. 179 | srael 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs DoS Attack None 1
193. 239. 44. 212 |Pol and 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to w | aw i df.il/xnmrpc. php B ock 1
93. 160. 60. 22 Denrmar k 147.237.77. 216 |dover.idf . il Lhaut hori zed URL Access to waw i df.il/newsite/english B ock 1
66.249. 78. 254 | srael 147.237.72. 166 |aka. i df . i | thknown Paraneter hc_| ocation in None 1
ww aka. i df . i |/ mai n/ gi yus/ general . aspx
. . D stributed Uhaut hori zed URL Access on
37.187.129.166 |France 147.237.77.216|dover. i df .i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
109. 66. 54. 41 | srael 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs DoS Attack None 1
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
] . . DO stributed Unaut hori zed URL Access on
204.13.200.200 [Wited Sates [147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22638- he/ dover . aspx. B ock 1
; . . O stributed Uhaut hori zed URL Access on
107.178.194.79 |wnited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- hel dover . aspx. Bl ock 1
] . . Paraneter Type M ol ati on PageNumin
68.180.228.112 [Wited Sates [147.237.77.216|dover.idf.i| v i df i 1/ 1362- he/ dover . aspx B ock 1
. . O stributed Uhaut hori zed URL Access on
46.166. 188. 250 |Net her| ands 147.237.77. 216 |dover.idf .i | v i dff i 1/ 1133- 22461- hel dover . aspx. Bl ock 1
109. 253. 143. 210|I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
66.249.78.146 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 66. 249. 78. 146 Bl ock 1
] . . Unknown Paraneter _ VI EASTATEENCRYPTED i n
32.212.12.79 Lhited Sates [147.237.72.166|aka.idf.il vow aka. i df .i |/ nai v sachar/ nai | box. aspx None 1
’ . . DO stributed Whaut hori zed URL Access on
107.178.194.83 [Wnited Sates [147.237.77.216|dover.idf.i| v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
] . . Paraneter Type M ol ati on PageNumin
68.180.228.112 |lhited Sates [147.237.77.216|dover.idf.il v i df i 1/ 1779- he/ dover . aspx Bl ock 1
52.90.147.148 |wnited Sates |[147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ B ock 1
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