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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3240
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |SgnaIure Device Action |Count|

66.240.213.93 [Wited Sates 147.237.76.38 |e.e.neitav.idf.il|13891: TLS enSSL Encrypted/ Lhencrypted Heartbeat Packet Per nit 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
41.251.161. 255 |147.237.76. 176 |Mbr occo test.ncore.idf.il |ET SCAN Potential SSH Scan 2
185.130. 5. 224  |147.237. 77. 243 nobi | e.idf.il ET SCAN NVAP -sS w ndow 1024 1
61.240.144.64 |147.237.77.121|China e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
41.251.161. 255 |147.237. 76. 196 |Mbr occo e.svivaidf.il ET SCAN Potential SSH Scan 1
41.251. 161. 255 [147.237.0.35 |Morocco akavs. i df i | ET SCAN Potential SSH Scan 1
41.251.161. 255 |[147.237.0.33 |Morocco idf.il ET SCAN Potential SSH Scan 1
41.251.161. 255 |147.237.0.15 |Mbrocco kosher-kravi .idf.i |ET SCAN Potential SSH Scan 1
209. 126. 116. 147|147.237. 77. 179 |Wited Sates |e.razi.idf.il ET SCAN NVAP -sS w ndow 1024 1
61.240.144. 65 |147.237.8.46 |China e.chinuch.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
41.251.161. 255 |147.237.77. 121 |Morocco e navy.idf.il ET SCAN Potential SSH Scan 1
41.251. 161. 255 [147.237.0.34 |Morocco tikshuv.idf.il ET SCAN Potential SSH Scan 1
41.251.161. 255 |[147.237.0.19 |Morocco nadi matal .idf.il |ET SCAN Potential SSH Scan 1
200, 126. 116. 147|147 237 77 233 | ted Sates latal idf i1 ET SCAN Behavi praJ Lhusual |y fast Terninal Server Traffic, Potenti ahl
Scan or Infection
209.126. 116. 147(147.237.0.19 |Wited Sates |nadimatal.idf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
41. 33.231. 90 Egypt 147.237. 77. 216 |dover.i df .i | drop SAMrule drop 36
72.9.148.10 Lhited Sates |147.237.77.216 |dover.idf.il drop SAMrul e drop 14
79.179.57. 113 |israel 147.237.77. 243 |nobi l e i of .1 Streamng Engi ne: TCP Invalid finvalid segnent retransmssi on drop 12
Ret r ansni ssi on Packet dropped.
8.37.227. 69 g”;(’;ymus 147. 237.77. 216 |dover. i df .1 Bl ock HTTP Non Conpl i ant Response out of state monitor |10
207.241.226. 221|Wited Sates [147.237.77. 216 |dover.idf il drop SAMrule drop 9
73.198.146.35 |lited Sates |147.237.72. 166 |aka idf.il Streamng Engi ne: TCP | nvalid invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
66.249.78.146 |lited Sates |147.237.72. 166 |aka.idf.il Streaning Engine: TCP Invalid |invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 61 I srael 147. 237.72. 166 [aka. i of .i | Bad TCP sequence I'nval i d ACK nunber nonitor |6
91.200.12.7 kr ai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
91.200. 12. 143  |lkrai ne 147.237.77. 216 |dover.idf .il dr op SAMrul e drop 4
195.34.150. 18  |Austria 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data [nonitor |4
72.9.148. 10 Lhited Sates |147.237.77.176 |natpash.idf.il drop SAMrul e drop 4
84.228.118.172 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |3
198.51.240.130 |lhited States |147. 237.72. 166 |aka i df . i Streamng Engi ne: TCP Invalid fimvalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
2.54.56. 236 I srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid |invalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.
185. 130. 5. 224 147. 237. 76. 147 |chi nuch. aka. i df . i | drop SAMrule drop
91.200.12.137 |kraine 147.237.77. 216 |dover.idf.il drop SAMrul e drop
79. 66. 189. 152 LK?ir::gom 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
105. 98.188. 141 |Ageria 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
5.22.131. 64 | sr ael 147.237.77. 176 |nat pash. i of .i | Bad TCP sequence I'nval i d ACK nunber monitor |1
109. 253. 214. 148]I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
185.130. 5. 231 147.237. 76. 148 |gqcent er. aka. i df . i | dr op SAMrul e drop 1
185. 130. 5. 224 147.237.77. 233 |atal .idf.il drop SAMrule drop 1
185. 130. 5. 224 147.237.76.44 |e.refuah.idf.il dr op SAMrul e drop 1
203.127.96. 217 | ngapore 147. 237. 77. 216 |dover. i df . Bad TCP sequence ;ﬂﬁ*ﬁtrj\;;ggz?&?th monitor |1
31.210.188.52 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber monitor |1
185. 130. 5. 224 147.237.0.15 |kosher-kravi.idf.il dr op SAMrul e drop 1
185. 130. 5. 231 147.237. 76. 200 |ei tan. aka.i df . i | drop SAMrule drop 1
93.189. 26. 18 Austria 147.237.72. 167 |i shurimaka. i df . i drop SAMrul e drop 1
185. 130. 5. 231 147.237.76.38 |e.e.neitav.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1
80. 246. 137. 167 |Israel 147.237.72. 166 |aka. i of .i | SYN At t ack SYN -> SYN-ACK -> Tinmeout |reject 1
185. 130. 5. 224 147.237.76. 200 |ei tan. aka.idf .il drop SAMrul e drop 1
52.90.147. 148 |tited Sates |147.237.76.201|e. atal .idf.il Geo- | ocati on enf or cenent i?olr ggﬁ;'mo" i nbound drop 1
185. 130. 5. 224 147.237.8.28 |e.nobile-ks.idf.il drop SAMrule drop
198. 20. 69. 74 Wited Sates [147.237.72. 156 |anan.idf.i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
5.175. 26. 46 Ger many 147.237.77. 216 |dover.idf .il dr op SAMrul e drop
141.212.122. 167|wited Sates  [147.237.77. 226 ‘“:"IW chanatz. aka. 1df e\ af t ack SYN -> SYN-ACK -> RST rej ect 1
185. 130. 5. 231 147.237. 76. 176 |test. ncore.idf . i1 SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1
185. 130. 5. 224 147.237.77. 234 |hal ag.idf il drop SAMrule drop 1
207.46.13.144 |lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
36. 110. 33. 83 Ghi na 147.237.0.35 |akaws.idf.il drop drop 1
185. 130. 5. 224 147.237.0.19 |nadimatal .idf.il drop SAMrule drop 1
185. 130. 5. 231 147.237.76. 201 |e. atal .idf.il drop SAMrul e drop 1
101.198. 159. 31 |Chi na 147. 237. 76. 200 |eitan. aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
185. 130. 5. 231 147.237.76.44 |e.refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1
82. 166. 100. 163 |l srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Inval i d AGK nunber alert 1
185. 130. 5. 224 147.237.77. 212 |e. dover.idf .il dr op SAMrul e drop 1
52.90.147.148 |lWited Sates |147.237.76.202|e halag.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1

enf or cenent
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
66.249.78.146 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 66. 249. 78. 146 Bl ock
185, 58. 226. 157 |Italy 147.237.77.216|dover . i df . il Unaut hori zed LRL Access to waw i df . il /newsite/english/nain. asp B ock
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock
} . . D stributed Uhaut hori zed URL Access on
107.178.194.79 |lhited Sates [147.237.77.216 |dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
: . . D stributed Unhaut hori zed LRL Access on
204.13.200. 200 |lhited Sates |147.237.77.216(dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
81.218.201.92 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
. www. chamat z. aka. i .
141.212.122. 160|lhited Sates |147.237.77.226 df il Unaut hori zed URL Access to 147.237.77. 226/ B ock 1
74.70.101. 26 Uhited Sates |147.237.72.166|aka.idf.il Mil tipl e Untraceabl e SSL Sessions from 74.70. 101. 26 (Cpen Mde) None 1
. . D stributed Uhaut hori zed URL Access on
46.166. 137. 204 |Netherlands |147.237.77.216 dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
157.55.39. 207 |wited Sates |147.237.72. 166 |aka. i df . il Unaut hori zed URL Access to aka.idf.il/kanhar/Kkl B ock 1
66.249.78.201 |lsrael 147.237.76.31 |nakchal .idf.il D stributed Whaut hori zed URL Access on nakhal .idf.il/page. asp Bl ock 1
66.249.73.219 |Israel 147.237.77. 176 |nat pash. i df . i | Ml tipl e Unaut hori zed URL Access from 66.249. 73. 219 B ock 1
. . D stributed Unaut hori zed LRL Access on
150.70.97.84  [Japan 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
74.70.101. 26 Lhited Sates [147.237.72.166|aka.idf.il SSL Untraceabl e Connection - Cpen Mde None 1
66.249.78.159 |[Israel 147.237.77. 216 |dover.idf .l Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock 1
. . D stributed Whaut hori zed URL Access on
46.166.190. 133 |Netherlands [147.237.77.216 |dover. i df .i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
178.255.215. 87 |France 147.237.77. 216 dover . i df . i | ww i df .i 1/ atal 1/ zkor / kkkkkkk=c5f 35f 84kkkkkkk_c5f 35f 84 Bl ock !
. . . D stributed Whaut hori zed URL Access on
107.178.194.83 |Wnited Sates |147.237.77.216|dover. i df.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
66.249.78.240 |[Israel 147.237.72. 166 [aka. i df . i | 147. 237.72. 166/ edi m yonan/ enl ar ge. asp Bl ock 1
207. 46.13. 48 Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
. : Unaut hori zed URL Access to
66.249.73.219 |Israel 147.237.77. 176 [nat pash. i df . i | vow cogat i df i1 /si pstoragel fil es/ 7/ 3097. pdf Ae Bl ock 1
2.52.129. 125 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 1
. . D stributed Uhaut hori zed URL Access on
150.70.97.84  |Japan 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
. . Unaut hori zed URL Access to
79.181.71.225 [Israel 147.237.72. 166 [aka. i df . i | vown aka. i df i 1/ mai 1/ gi yus/ cont rol s/ at udal A B ock 1
66.249.78.159 |[lsrael 147.237.77. 216 |dover.i df . il Lhaut hori zed URL Access to ww idf.il/atal 1/izkor/vi ew i ng. asp B ock 1
. . Unaut hori zed URL Access to
66.249. 64. 186 [l srael 147.237.77.74 |lawidf.il vow | aw i df i 1/si p, st orage fil es/ 1/ 1381, pef Bl ock 1
. . . D stributed Whaut hori zed URL Access on
107.178.194.87 |Wnited Sates |147.237.77.216|dover. i df.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
68.180. 229. 173 |hited Sates [147.237.72.166|aka.idf.il Untraceabl e S3. Sessions: sigal gs S Attack None 1
207.46.13.160 |lhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to atal.idf.il/tenplates/ honepage/ B ock 1
66.249.73.227 |lsrael 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unhaut horized URL Access from 66. 249. 73. 227 Bl ock 1
2.54. 146. 233 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
. . D stributed Unaut hori zed URL Access on
150. 70. 173.59  [Japan 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
Unknown Par anet er
80. 246. 136. 169 [l srael 147.237.72. 166 [aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHol der $enai | Updat e$hi ddenUpdat eE [None 1
nai |l in wwaka.idf.il/main/giyus/fag. aspx
66.249.78.187 |[Israel 147.237.76.31 |nakchal .idf.il O stributed Whaut hori zed URL Access on nakhal .idf.il/page. asp B ock
198. 20. 69. 74 Uited Sates |147.237.72. 156 |anan. i df . i | Unaut hori zed URL Access to 147.237.72. 156/ modi i n/ def aul t . aspx B ock
66. 249. 69. 91 | srael 147.237.76.31 |nakchal .idf.il D stributed Whaut hori zed URL Access on nakhal .idf.il/page. asp Bl ock 1
. . D stributed Uhaut hori zed URL Access on
109. 201. 152. 23 |Netherlands |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
68.180.229. 239 |lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed LRL Access to www aka. i df .il/yohal an/ mai n/ f or uns. asp |B ock 1
: ; ; D stributed Uhaut hori zed URL Access on
208.184.112. 74 |lhited Sates |147.237.77.216 (dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
5.29.1.109 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
. . D stributed Uhaut hori zed URL Access on
150. 70.173.59  |Japan 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22638- hel dover . aspx. B ock 1
66.249.78.194 [Israel 147.237.76.31 |nakchal .idf.il D stributed Unauthorized LRL Access on nakhal .idf.il/page. asp B ock 1
. . . D stributed Whaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
66. 249. 69. 93 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to waw aka. idf.il/niluinitenpl ates/ B ock 1
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