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|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il|DOS- Tool - Swi t chbl adG dest - r eset 3552
66. 249. 64. 181 | srael 147.237.77. 74 lawidf.il |TCP handshake violation, first packet not syn dr op 69
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|Top Attackers In IPS|

Attacker Address |Attacker GQountry Target Address |Site |Sgnat ure Devi ce Action |Count

165. 215. 209. 15 Lhited Sates 147.237.77. 216 dover.idf.il |14511: HITP. Wn32/Qiga Fake User Agent B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

‘S’te

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
125. 65. 165. 215 [147. 237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
218.199.48.57 |[147.237.8.28 |[China e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
66.249.78.146 |147.237.72.166|Whited Sates |aka idf.il VEB- O3 redirect access 1
218.199.48.57 [147.237.8.24 |thina elifestyleidf.il ET SCAN Potential SSH Scan 1
61.240. 144. 64 |147.237.76.44 |China e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
209. 126. 116. 147|147. 237.77. 176 |Lhited Sates |natpash.idf.il ET SCAN NVAP -sS w ndow 1024 1
61.240. 144. 64  |147.237.72. 156 |Chi na aman.idf.il ET SCAN Potential SSH Scan 1
183. 60. 252. 84  |147. 237. 77. 216 |Chi na dover.idf.il ET SCAN NVAP -sS w ndow 2048 1
181.25.11. 117 |147.237.76.31 |Argentina nakchal .i df.il ET SCAN Behavi oral Lhusually fast inbound Tel net Connections, 1
Potential Scan or Brute Force
125. 65. 165. 215 |147. 237. 76. 202 |Chi na e halagidf.il ET SCAN Potential SSH Scan 1
125. 65. 165. 215 |147. 237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
218.199.48.57 |[147.237.8.46 |[China e. chinuch. i df .i ET SCAN Potential SSH Scan 1
125. 65. 165. 215 |147. 237. 76. 147 |Chi na chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
218.199.48.57 |[147.237.8.27 |[China e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 64  [147.237.76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
218.199.48.57 |[147.237.8.14 |China e.orchot.idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 64 [147.237.76.38 |China eeneitav.idf.il ET SCAN Potential SSH Scan 1
209.126. 116. 147(147.237.8.14 |Wnited Sates e orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 60. 252. 84  |147.237. 77. 216 |Chi na dover.idf.il ET SCAN NVAP -sS w ndow 4096 1
183. 60. 252. 84  |147. 237. 77. 216 |Chi na dover.idf.il ET SCAN NVAP -f -sS 1
168. 62. 238. 153 |147.237.0.17 [thited Sates |mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
125. 65. 165. 215 |147. 237. 76. 201 |Chi na eatal .idf.il ET SCAN Potential SSH Scan 1
218.199.48.57 |[147.237.8.50 |[China e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address [Attacker Gountry |Target Address ([Ste Signature
41.230.14.223 |[Tunisia 147.237.72. 166 |aka.i df .i | drop SAMrule drop 37
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 16
S reaning Engi ne: TCP ' i ssi
79.182.71.31  |israel 147. 237.77. 243 |nubi l e.i df .i mng tngine: 1 Invalid segnent retransmssion. |, 12
Inval i d Retransmission Packet dropped.
109.182.56.77 |Yovenia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SWN drop 11
o SN retransnmit wth different .
85.65.130. 192 |l srael 147. 237. 77. 170 |n@ar achot . i df . i | Bad TCP sequence vi ndow scal @ monitor |11
41.230.14.223 [Tunisia 147.237.77. 216 |dover.idf .i | drop SAMrule drop 10
S reaning Engi ne: TCP i i ssi
79.180.37.61  |Israel 147. 237. 72. 166 |aka i of . i | mng tngine. Invalid segnent retransmssion. f 9
Inval i d Retransnission Packet dropped.
: o . Fail ed to handl e connection .
104. 130. 65. 175 |Lhited Sates 147.237.77. 216 |dover.i df . i | Block HTTP Non Conpliant |, - monitor |8
109.67.50.218 [Israel 147.237.77. 170 |naarachot . i df .i Bad TCP sequence S retransmt wth different oo g
w ndow scal e
5.29.1.109 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber alert
5.29.1.109 | srael 147.237.72. 166 |aka. i df.il Bad TCP sequence Inval i d ACK nunber noni t or
167.57. 120. 237 |Ur uguay 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> Tinmeout |alert
reamng Engi ne: T i i ssi
109. 253. 139. 54 |I srael 147.237.77. 243 |nobi L e. i of .| Streamng Engi ne: TCP Invalid segnent retransmssion. | ., 6
Inval i d Retransmnission Packet dropped.
Sreaning Engi ne: TCP Invali d segnent retransnission
40. 77. 167. 59 Lhited Sates 147.237.76.86 |navy.idf.il . . " |drop 6
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
79.176.52.214  |israel 147. 237. 72. 166 |aka. i f . i mng tngine: ! Invalid segnent retransmssion. | 6
Inval i d Retransnission Packet dropped.
167.57. 120. 237 |Uruguay 147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Tineout [reject
46. 19. 85. 29 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
s SYNtACXK retransnmt wth .
167.57.120. 237 |Uruguay 147.237.77. 216 |dover.idf .il Bad TCP sequence different vindow scal & monitor |6
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
o SWNretransnmit wth different .
37.142.238.128 |l srael 147. 237. 77. 170 |n@ar achot . i df . i | Bad TCP sequence vi ndow scal @ monitor |5
S reaning Engi ne: TCP ' i ssi
66.249.78.146 |United Sates 147. 237.72. 166 |aka. i f .11 mng tngine: 1 Invalid segnent retransmssion. |, 4
Inval i d Retransmission Packet dropped.
Stream ng Engi ne: TCP Invalid segnent retransnission
157. 55. 39. 52 Lited Sates 147.237.76.86 |navy.idf.il . o " |dro 4
W Inval i d Retransmi ssion Packet dr opped. P
109. 253. 138. 253l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni tor |4
46. 19. 85. 29 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |4
46. 19. 86. 207 | srael 147.237.72. 166 |aka. i df.il Bad TCP sequence Inval i d ACK nunber noni t or 4
5.102.254.149 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni tor |4
195.34.150.18 |Austria 147. 237. 77. 216 |dover . i df .1 Bl ock HTTP Non Conpl i ant Z‘:I;ed to handie connection | o vor |4
Stream ng Engi ne: TCP Invalid segnent retransnission
40. 77. 167. 95 Lited Sates 147.237.76.86 |navy.idf.il . o " |dro 4
W Inval i d Retransmi ssion Packet dr opped. P
72.9.148.10 Lhited Sates 147.237.77. 176 |nat pash. i df . i | drop SAMrul e drop 4
S reaning Engi ne: TCP Invali d segnent retransnission
157.55.39.8 Lhited Sates 147.237.76.86 |navy.idf.il . . " |drop 4
Inval i d Retransnission Packet dropped.
167. 114. 156. 16 |Canada 147.237. 77. 216 [dover.i df . i SYN At tack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engi ne: TCP i i ssi
79.181.184.49 |israel 147.237.72. 166 |aka.i df . i mng Engine: 1 Invalid segnent retransmssion. |, 3
Inval i d Retransmi ssion Packet dr opped.
S reaning Engi ne: TCP i i ssi
2.54.60. 125 I'srael 147. 237. 76. 147 |chi nuch. aka. i df . i mng tngine. Invalid segnent retransmssion. f 3
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
2.54.171.86 I'sr ael 147.237. 72. 166 |aka. i df . i mng Engine. Invalid segnent retransmssion. | ., 3
Inval i d Retransnission Packet dropped.
5.11.45.21 Pal esti ni an 147.237.77. 233 |atal .i of .l SYN At t ack SYN -> SYN-ACK -> Timeout [reject 3
T Territory, Qcupi ed ) o o 1
Sreamng Engi ne: TCP i i ssi
128. 127. 107. 126 |Net her| ands 147.237.72. 166 |aka.i df . mng Engine: 1 Invalid segnent retransmssion. |, 3
Inval i d Retransmi ssi on Packet dr opped.
85. 65. 145. 144 |l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or
37.26.146.220 |[lIsrael 147.237.72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect
77.237.146.28 |Czech Republic 147.237.77. 121 |e. navy. i df . Geo-l ocation enforcement  |C20;!ocation inbound drop 2
enf or cenent
85. 65. 145. 144 |l srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout [reject 2
84.111.38.159 | srael 147. 237.77. 226 "f"l"’“ha”atz' aa.idl |gag TOP sequence Invalid ACK nunber monitor |2
54.183.202. 248 |Whited Sates 147.237.76.201 |e. atal i df .il Geo- | ocati on enf or cenent gﬁ?;)'rggﬁ:n?n  nbound drop 2
85.65. 145. 144 I srael 147. 237.72. 166 |aka. i of . | Bad TCP sequence SINFACK retransmt w th monitor |2
di fferent w ndow scal e
72.9.148.10 Lhited Sates 147.237.77.74 |lawidf.il drop SAMrul e drop
46.120.72.186 [Israel 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
79.177.132. 180 |l srael 147.237.77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
54.183.217.178 |Wited Sates 147.237.76.201 |e. atal i df .il Geo-1 ocation enforcenent  |0! ocation inbound drop 2
enf or cenent
91.200. 12. 137  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
109. 253. 138. 253|I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber alert 2




01-02-2016-01:07:03 to 01-02-2016-02:07:03

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
66.249.78.146 |lsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 66. 249. 78. 146 B ock
41.131.97.114 |Egypt 147.237.76.86 |navy.idf.il Uhaut hori zed LRL Access to waw navy.idf.il/xnrpc. php B ock
41.131.97.114 |Egypt 147.237.76.86 |navy.idf.il Dstributed PHP Attenpt B ock
] . . D stributed Uhauthorized URL Access on
204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il v i df i | / 1133 22638- hel dover . aspx. Bl ock 2
109. 67. 51. 228 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
79.182.71.31 I srael 147.237.77.243|nobi | e.i df . i | Ml tipl e Unauthorized URL Access from 79.182. 71. 31 B ock
; . . D stributed Lhaut hori zed URL Access on
208.184.112.74 |Wited Sates [147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 2
5.29.1.109 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 2
46.121.65. 16 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
213.8.204. 35 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
109. 253. 209. 169l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 2
85. 65. 49. 11 I srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S3. Sessi ons: sigal gs S Attack None 2
. . DO stributed Lhaut hori zed URL Access on
66.249.78.234 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
: : Unaut hori zed URL Access to
66.249.73. 227 I srael 147.237.77. 176 [nat pash. i df . i | wain cogat . i df . i |/ usef ul i nf or mat i on/ i dkoni ni pages/ dangot kenesesh. aspx Bl ock !
166. 62. 116. 223 |Uiited Sates [147.237.0.34 |tikshuv.idf.il |Dstributed PHP Attenpt B ock 1
] . . D stributed Uhauthorized URL Access on
107.178.194.87 |[lhited Sates |147.237.77.216(dover.idf.il v i df i | / 1133 22461- hel dover . aspx. Bl ock 1
- . D stributed Lhaut hori zed URL Access on
77.247.181. 162 |Netherl ands 147.237.77.216|dover.i df .i | v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
66.249.78.146 |lsrael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/redirects/ssl-redirect. htn Bl ock 1
128.127. 107. 126|Net her | ands 147.237.77. 216 |dover.i df .i | SSL Wntraceabl e Connection - Qpen Mde None 1
] - . URL is Above Root Directory
52.90. 147.70 Uited Sates |147.237.77.216|dover. i df . il v i df.il/../shared/ clientscripts/jquery.plugi ns/jquery. equal hei ghts. j s Bl ock !
2.54.170. 179 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
- . D stributed Lhaut hori zed URL Access on
94.242.246.23 |Luxenbourg [147.237.77.216|dover.idf .il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
66.249. 78.240 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ g yus/ w t et ous/ def aul t . asp B ock 1
. . Unhaut hori zed URL Access to
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai r/ gi yus/ gi yus/ gener al . aspx B ock 1
166. 62. 116. 223 [Uhited Sates |147.237.0.34 |tikshuv.idf.il Unaut hori zed LRL Access to www tikshuv.idf.il/xnrpc. php B ock 1
46. 19. 86. 99 I srael 147.237.72. 166 |aka. i df . i | Unhtraceabl e S3. Sessions: sigal gs oS Attack None 1
66.249.78.159 |[Israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw i df.il/tenpl ates/articl e/ vatch B ock 1
141.212.122. 160|thited Sates |147.237.77.176nat pash.idf .il |Unauthorized UR. Access to 147.237.77.176/ B ock 1
- - Unhaut hori zed URL Access to
66.249.66. 191  [Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p st oragel fi | es/ 2/ 3142. | pg B ock 1
] . . DO stributed Uhauthorized URL Access on
107.178.194. 79 |Wnited Sates [147.237.77.216|dover.idf.il v i df i | / 1133- 22461- hel dover . aspx. B ock 1
68.180.228.112 |[Lhited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin wwyidf.il/1399-en/ dover. aspx B ock 1
. . DO stributed Lhaut hori zed URL Access on
66.249.78.111 |l srael 147.237.72. 166 |aka. i df . il 147. 237. 72. 166/ mai v gi yus! gi yus/ gener al . aspx B ock 1
166. 62. 116. 223 |Uhited Sates |147.237.77.216|dover.idf.il Dstributed PHP Attenpt B ock 1
109. 253. 139. 54 |l srael 147.237.77.243|nobi [ e.i df . i | Distributed Suspici ous Response Code B ock 1
79.182.71.31 I srael 147.237.77.243|nobi | e.i df . i | Lhaut hori zed URL Access to nobile.idf.il/sip storagelfiles/3/ Bl ock 1
66.249.78.194 |lsrael 147.237.76.31 |nakchal .idf.il [Wauthorized LR. Access to nakhal .idf.il/page. asp Bl ock 1
- . D stributed Lhaut hori zed URL Access on
149. 202. 98. 161 |Ger many 147.237.77.216|dover.i df .i | v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
66. 249. 69. 2 I srael 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ general . aspx  |B ock
40.77.167. 76 Wited Sates |147.237.76.31 |nakchal .idf.il [Unauthorized URL Access to 147.237.76. 31/ robots. txt B ock 1
] - . DO stributed Lhaut hori zed URL Access on
107.178.194.79 |lLnited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- hel dover . aspx. B ock 1
68.180.228.175 |Wited Sates |[147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 8921- he/ r ef uah. aspx |B ock 1
166. 62. 116. 223 |Uhited Sates [147.237.77.216|dover.idf.il Distributed Wnaut hori zed URL Access on v i df . i|/xmrpc. php B ock
109. 253. 194. 94 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None
] . D stributed Lhaut hori zed URL Access on
46.166. 137. 204 |Nether| ands 147.237.77. 216 |dover.i df . i | v i df i | / 1133- 22638- hel dover . aspx. Bl ock 1
84.228.180.185 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shar ed/ reset . css B ock
66.249.78.206 |lsrael 147.237.72. 166 |aka. i df . i | Unhknown Paranet er 5cf 35968 in aka.idf.il/news/ None
- - D stributed Lhaut hori zed URL Access on
164. 138. 120. 166|l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42 styl el shared/ reset . css B ock 1
66.249.73.227 |Israel 147.237.77. 176 [mat pash. i df .il  |Miltiple Unauthorized UR. Access from 66.249. 73. 227 B ock 1
107.178.194.83 |[Uited Sates |147.237.77.216|dover. i df . il Distributed Uhaut hori zed LR Access on B ock 1

waw i df . i | /1133- 22638- he/ dover . aspx.
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