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|Top Attackers | n DDoS- Def ence |

|Attacker Country

Attacker Address
167. 114. 156. 16

Canada

Target Address

Signature

Device Action

Count

147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3152
110. 9. 184. 159 Korea, Republic of 147.237.76. 199 e.nakchal .idf.il |B ock Udp All _Nets dr op 1
110. 9. 184. 159 Korea, Republic of 147. 237. 76. 202 e halag.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action ‘Oount
105. 107. 125. 181 Ageria 147.237.77. 216 dover.idf.il [Q091: HITP. Access to - adnin.asp B ock 26
105. 107. 125. 181 Ageria 147.237.77. 216 dover.idf.il |o003: HITP. phpM/Adnin access Bl ock 2
105. 107. 125. 181 Ageria 147.237.77.216 dover.idf.il |@23: HITP. adninistrator in LR Per it 2
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
105. 107. 125. 181 147.237.77.216  |Ageria dover.idf.il Admin | ogi n page scan - Havij 21
105. 107. 125. 181 147.237.77. 216 Ageria dover.idf.il SERVER WEBAPP adm n. php access 6
105. 107. 125. 181 147.237.77.216  |Ageria dover.idf.il SERVER- WEBAPP admi nl ogi n access 5
105. 107. 125. 181 147.237.77. 216 Ageria dover.idf.il SERVER- WEBAPP | ogi n. ht m access 4
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
168. 62. 238. 153 147. 237.77. 176 Lhited Sates nat pash. i df .il ET SCAN NVAP -sS wi ndow 1024 1
115. 182. 249. 11 147. 237.76. 147 Chi na chi nuch. aka. i df . il ET SCAN Potential SSH Scan 1
96. 242. 89. 123 147.237.77. 234 Lhited Sates hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
209. 126. 116. 147 147.237.77. 212 Lhited Sates e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61. 240. 144. 66 147. 237.76. 30 Chi na hi nush. i df i | ET SCAN NMAP -sS wi ndow 1024 1
52.48.37.122 147.237.77.121 Lhited Sates e.navy.idf.il ET SCAN NVAP -sS wi ndow 2048 1
185. 130. 5. 224 147.237.76. 38 eeneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
172. 98. 200. 238 147. 237.76. 34 yohal an.idf.il ET SCAN NVAP -sS w ndow 3072 1
121. 201. 61. 49 147. 237. 76. 200 Chi na eitan aka idf.il ET SCAN Potential SSH Scan 1
115. 182. 249. 11 147.237.76. 31 Chi na nakchal . i df.il ET SCAN Potential SSH Scan 1
91. 201. 236. 114 147.237.77. 179 Wkrai ne e nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
209. 126. 116. 147 147.237.77. 179 Lhited Sates e.nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
52.48. 37. 122 147.237.77. 121 Lhited Sates e navy.idf.il ET SCAN NVAP -sS wi ndow 4096 1
188. 152. 249. 142 147.237.0. 17 Italy mny- kosher -kravi .idf.il ET SCAN NVAP -sS wi ndow 3072 1
52.48.37.122 147.237.77.121 Lhited Sates e navy.idf.il ET SCAN NVAP -f -sS 1
172. 98. 200. 238 147. 237.76. 34 yohal an. i df . i ET SCAN NVAP -sS wi ndow 4096 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
41.33.231.90  |Egypt 147. 237. 77. 216 |dover . i df .i | dr op SAMrul e drop 32
195. 239. 16. 53 RJSf;;”i o 147.237.77.74 |lawidf il Bl ock HTTP Non Conpl i ant Failed to handl e comnection data  [nonitor (26
195. 239. 16. 40 RJSS::{} o 147.237.77.74 |lawidf il Bl ock HTTP Non Conpl i ant Failed to handl e comnection data  [nonitor  [26
109. 182.56.77 [Jovenia 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 22
Sreamng Engine: TCP Invalid i i ssi
79.178.178.186 |Israel 147.237.76. 31 |nakchal .idf.il 9 =g Invalid segnent retransmssion. drop 21
Ret ransmi ssi on Packet dropped.
72.9.148. 10 Whited Sates  |147.237.77.74 [lawidf.il drop SAMrul e drop 20
R SN retransmit wth different .
149.88.209.20 |Israel 147.237.77. 170 |mearachot .idf .il [Bad TCP sequence wi ndow scal e nonitor |14
46.117.224.79 |israel 147.237.77. 170 |marachot . i f .l |Bad TCP sequence SN retransmt wth different monitor 13
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
46.19.86.110  |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 12
Ret ransni ssi on Packet dr opped.
109.64.121.10 [Israel 147.237.77. 170 |marachot . i f .l |Bad TCP sequence SN retransmt wth different monitor |12
w ndow scal e
149.50.77.38  |Uhited Sates  |147.237.77. 170 [marachot.idf.il [Bad TOP sequence StNretransmt with i fferent moni tor |11
w ndow scal e
72.9.148. 10 Whited Sates  |147.237. 77. 216 |dover. i df .il dr op SAMrul e drop 10
84.111.155.87 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
Sreamng Engine: TCP Invalid i i ssi
46.19.86.143  |Israel 147.237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. | 9
Ret ransni ssi on Packet dropped.
79.178.178. 145 |Israel 147. 237. 77. 216 |dover . i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 9
Sreamng Engine: TCP Invalid i i ssi
89.139.242.28 |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g nvalid segnent retransmssi on. drop 8
Ret ransni ssi on Packet dr opped.
217.132.97. 241 |Israel 147.237.77. 170 |marachot . i f .l |Bad TCP sequence SN retransmt wth different monitor |7
w ndow scal e
. C e SYNVACK retransmt wth different .
149. 88. 85. 77 I srael 147.237.0.34 |tikshuv.idf.il [Bad TCP sequence wi ndow scal e monitor |6
2.54.170. 82 I sr ael 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence I'nval i d ACK nunber alert 6
46. 19. 85. 68 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert 6
2.54.170. 82 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber noni t or 6
46. 19. 85. 233 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber alert 6
46. 19. 85. 68 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 6
79.183.179. 164 |l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber alert 6
r eam n ine: TCP Invali i i ssi
62.0.103. 87 I srael 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 6
Ret ransni ssi on Packet dropped.
46. 19. 85. 233 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber noni t or 6
reamng Engi ne: TCP Invali i i ssi
80.246. 136. 184 |Israel 147.237.77. 243 |rvit e i1 | €AM NG Engine: TQP Invalid invalid segnent retransnissi on, drop 6
Ret ransni ssi on Packet dropped.
R SWNretransmit wth different .
212.117.151. 42 |israel 147.237.77. 170 |mearachot .idf .il [Bad TCP sequence wi ndow scal e nonitor |6
79.183.179. 164 |l srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence I'nval i d AGK nunber noni t or 6
46. 19. 86. 95 I sr ael 147.237.76.30 |nhi nush.idf.il Bad TCP sequence I'nvali d ACK nunber monitor |5
128. 127. 107. 126|Net her | ands 147.237. 77. 176 |nat pash. i df .i | dr op First packet isn't SYN drop 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
. . SYNretransmit wth different .
149. 88. 46. 204 |Israel 147.237.77. 170 |maarachot . i df .il [Bad TCP sequence wi ndow scal e noni t or 4
105. 107. 125. 181 |A geria 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
87.69.60.150 I srael 147.237.77. 170 |marachot . i f il |Bad TCP sequence SN retransmt wth different monitor |4
w ndow scal e
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data noni t or
185.3.147.132 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
72.9.148. 10 Lhited Sates  |147.237.77. 176 [natpash.idf.il  |drop SAMrul e drop
Sreamng Engine: TCP Invalid i i ssi
84.109. 210.87 |Israel 147.237. 77. 243 |robi 1 e. i df . i | 9 =g nvalid segnent retransmssi on. drop 4
Ret ransni ssi on Packet dr opped.
80.179.225.42 I srael 147.237.77. 170 |marachot . i f .il |Bad TCP sequence SN retransmt wth different monitor |4
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
79.176.73.185 |Israel 147.237. 77. 243 |robi 1 e. i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Russi an S Streanming Engine: TCP Invalid |invaid segnent retransnission.
95. 108. 158. 167 rat i on 147. 237. 72. 166 |aka.i df . i | Ret 1 ansn Ssi on Packet. dropped. drop 3
R SYNVACK retransmt wth different .
85. 250. 216. 187 |lIsrael 147. 237. 72. 156 |anan. i of . i | Bad TCP sequence wi ndow scal e nonitor |3
Sreamng Engine: TCP Invalid i i SSi
2.54.159.134  |Israel 147.237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.183. 205. 225 |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
109. 66. 167. 227 |Israel 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
31.210.188.9 I srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 3
Sreanming Engine: TCP Invalid i i Ssi
84.229.29.191 |israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Russi an o Streaming Engine: TCP Invalid Invalid segnent retransmssion.
141. 8.132. 112 ration 147.237. 72. 166 |aka. i df . il Ret 1 ansni ssi on Packet dr opped. drop 3
Sreanming Engine: TCP Invalid i i Ssi
79.179.135.24 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
105. 107. 125. 181|A geria 147.237.77.216|dover.idf .l Ml tipl e Unaut horized URL Access from 105. 107. 125. 181 Bl ock 281
105. 107. 125. 181|A geria 147.237.77.216|dover . i df . il Ml tipl e Admin B ocking from 105. 107. 125. 181 B ock 90
105. 107. 125. 181|A geria 147.237.77.216|dover.idf . il PHP At t enpt B ock 80
149.88.85.77  |Israel 147.237.0.34 |tikshuv.idf.il Too My of the Sane Response Cbde (404) in Session from Bock |15
149. 88. 85. 77
m ny- kosher - kr avi _ _
79.178. 28. 206 | srael 147.237.0. 17 df il Ostributed I11egal Paraneter Encodi ng None 12
89.138.68.250 |[lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e S3. Sessi ons: sigal gs oS At ack None
66.249.78.159 |[Israel 147.237.77.216|dover . i df . il Lhaut hori zed URL Access to wawnidf.il/error.htm B ock
m ny- kosher - kr avi _ _
176. 13. 1. 224 | srael 147.237.0. 17 Pdf il Ostributed I11egal Paraneter Encodi ng None 2
37.26.146.203 |[Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
68. 180. 229. 173 Lsh'mt:g 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
Lhi ted . . O stributed Uhaut hori zed URL Access on
107.178.194.79 |g 4 o 147.237.77.216|dover . i df . i | v i dff i |/ 1133- 22638- he/ dover . aspx. Bock |1
. . Unaut hori zed Met hod PCST for
85.250.23.119 |[Israel 147.237.72. 166 |aka. i df . i | voww aka. i of i |/ rai v sachar/  egi st rat i onwi zar o st ep2. aspx B ock 1
. . O stributed Uhaut hori zed URL Access on
46.121. 62. 31 I srael 147.237.77.234|hal ag. i df . i | 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
207.46.13. 121 g‘;s: 147.237.76.42 |refuah.idf.il D stributed Whauthorized URL Access on 147.237.76. 42/ robot s. t xt Bl ock 1
2.52.10.90 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx Bl ock 1
173. 252. 90. 229 gq;:eeg 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS At ack None 1
Il1legal Byte Code Character in Header Nane ACA¥A’
[[#3]1 K[ [#8]] Ae* A-[ [ #24] ] A-A%A [ [#12] ]« AL [#21] ] A>A) « AE
DA2 AC] [ #14] ] bAaA?Af efe AfCAL[ [ #2] ] ACA?3A A-Z3A'R] [ #7] ] aASAE
. . AR[[#17]] Ay AtACAEAF A2 W r aAf[ [ #19] ] AAAC] [ #3]] s[ [ #11] ] ASAAVAY
84.109. 177. 246 |l srael 147.237.77. 216 [dover . i df . i | o [[#3]] AL [ #29]] [ S [ #5] ] FA™ B ock 1
. AS(A?REAVASAC [ [ #6]] 5&4*. . A-zAW
o AAVA AR AV [ #12]] A3 0A [ [#29]] AAf[ [ #22]]1A...e( [ #23]] <At
A2\ R [ #21] ][ [ #3] ] #AeA21c>A A AAEA. Kj Avche A7AEA-
109. 65. 181. 246 |l srael 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to wwwidf.il/https: /v idf.il/ B ock 1
. . SS_ Lhtraceabl e Gonnection - Protocol viol ation
79.182.70.173 |l srael 147.237.72.166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. . Unaut hori zed URL Access to
66.249.78.95  |Israel 147.237.77. 216 |dover . i df . i | 147.237. 7. 216/ 1133- 19748- he/ i df gdover . aspx Bock |1
213. 8. 204. 57 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock
37.26.146.252 |lsrael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock
173. 252. 115. 90 gq;:eeg 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS At ack None 1
84.109. 177. 246 |Israel 147.237.77.216|dover . i df . i Mal f ormed HTTP Header Line 1 B ock
84.109. 177. 246 |[Israel 147.237.77.216|dover. i df . il Abnormal |y Long Header Line request header nane B ock
Lhited . . D stributed Uhaut hori zed URL Access on
107.178.194.83 |g o 147.237.77.216|dover . i df . i v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
68. 180. 230. 244 g“'af(f;’ 147.237.77.233|atal .idf .il Uhaut hori zed URL Access to 147.237.77.233/ 1486- he/ at al . aspx B ock 1
. . D stributed Uhaut hori zed URL Access on
46.166. 186. 226 |Netherlands |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bock |1
207. 46. 13. 144 g“'af(f;’ 147.237.77.216|dover.idf .il Ostributed Aonormal |y Long Request B ock 1
2.52.14. 216 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
173. 252. 90. 240 g‘;tt:: 147.237.72. 166 |aka. i df . i | Untraceabl e S3L Sessions: sigal gs S Attack None 1
84.109. 177. 246 |lIsrael 147.237.77.216|dover . i df . il Illegal Byte Qode Character in Header \al ue B ock 1
. . Distributed Lhaut hori zed URL Access on
109. 201. 154. 235|Nether| ands |147. 237. 77. 216 [dover . i df . i | v i dff . i |/ 1133- 22461- he/ dover . aspx. Bock |1
79.182.197.93 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to aka.idf.il/mai n/sachar/ undefined Bl ock 1
. . SS. Lhtraceabl e Gonnection - Protocol viol ation
84.109. 177. 246 |l srael 147.237.77.216|dover . i df . i (SSLCONN APPLI CATI ON DATA EXCHANGE) None 1
37.142.230. 166 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: sigal gs DoS At ack None 1
84.109. 177. 246 |lIsrael 147.237.77.216|dover . i df . il Abnormal |y Long Request et hod B ock 1
173. 252. 88. 182 g;:: 147.237.72. 166 [aka. i df . i | Lhtraceabl e S Sessi ons: si gal gs oS Attack None 1
109.65.177.16  |Israel 147.237.76.42 |refuah.idf.il PHP Att enpt B ock 1
79.177.59. 25 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None
89.138.99.201 [Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock
51.39. 46. 11 Ei“'ntgegom 147. 237.77. 216 |dover . i df . i | Unaut hori zed UR. Access to vam i df .i|/894-ar Bock |1
208.115.111.72 g;:: 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy. i df.il/994-8613- he/ navy. aspx. aspx B ock 1
2.52.49. 157 | srael 147.237.77.234|hal ag. i df . i | Unhaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/ bul l et 1. gi f  |B ock 1
173. 252. 90. 249 Lsh'mt:g 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
Illegal Byte Code Character in Method A [#8]]A [[#18]]1AZ
S5ACrr[ [ #31] | AVATADOAY] [ #23] ] Az@\- A [ [ #29] ] QA¢[ [ #17] 1A,
) ) {[[#3]] HA A(A _Af[[#3]1A A™MA o
84.109. 177. 246 [Israel 147.237.77. 216 |dover.idf.il [[#7]11 AL [ #4111 [#8]] " GR3AL8ACKOA] [ [ #23] ] A¥WA», A-A¢AceAA-A°~AZ  |Bl ock 1
A An&SAZARR BoA«[ [ #14] 1 [ [#26] ][ [#29]] AT
| AMA] [ #30] ] [ [ #24] ] A" A2% [ #4] 1 A-AuScAfAAXA [ [ #28] ] AEA, A™M
C9A3} ApBA-A &AYV
109. 253. 135. 222|| sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock 1
79.183.176.19 [Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx Bl ock 1
66.249.78.166 |[Israel 147.237.77.216|dover.idf .l Ml tipl e Unaut horized URL Access from 66. 249. 78. 166 B ock 1
84.109. 210.87 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Qode Bl ock 1
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