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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

|Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - reset 3034
188. 54. 218. 185 Saudi Arabia 147.237.77. 216 dover.idf.il |TQP Scan (vertical) drop 2811
0.0.0.0 147.237.77. 216 dover.idf.il |HITP Page H ood Attack dr op 4
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnat ure Devi ce Action |Count

188. 54. 218. 185 Saudi Arabia 147.237.77. 216 dover.idf.il |[5141: HTTP. Sgl map HITP Request B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

46. 19. 85. 237 147.237.76.42 |Israel refuah.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 48
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
61.149.252.58 [147.237.77.19 [China | awforumidf.il ET SCAN NVAP -sS w ndow 2048 1
218. 205. 129. 146(147. 237.77.19 |China | awforumidf.il ET SCAN NMAP -sS wi ndow 2048 1
61.149.252.54 |147.237.77.19 |China I aw forumi df .i | ET SCAN NVAP -sS wi ndow 2048 1
213.155. 206. 54 |147. 237. 77. 235 23::;'}0'1 svivaidf.il ET SCAN Potential SSH Scan 1
61.50.100.130 [147.237.77.19 [China I awforumi dof .i | ET SCAN NMAP -sS wi ndow 2048 1
213. 155. 206. 54 |147. 237. 76. 199 Eézzg}m e.nakchal .idf. il ET SCAN Potential SSH Scan 1
213. 155. 206. 54 |147. 237. 76. 196 gj::;”ion esvivaid.il ET SCAN Potential SSH Scan 1
40. 78. 96. 216 147.237.0.17 |lWited Sates mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
213. 155. 206. 54 |147. 237. 76. 148 gjj:tnim gacent er . aka. i df . | ET SCAN Potential SSH Scan 1
36.110. 44. 178  [147.237.77.19 [China | awforumidf.il ET SCAN NVAP -f -sS 1
213.155. 206. 54 |147. 237.0. 15 23::;'}0'1 kosher -kravi . i df i ET SCAN Potential SSH Scan 1
168. 62. 238. 153 |147.237.8.14 |lhited Sates |e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
923 12 25,193 |147. 237 0.35  |ni na akave. i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
61.149.252.58 [147.237.77.19 |China | awforumidf.il ET SCAN NVAP -f -sS 1
218. 205. 129. 146(147. 237. 77.19 |Chi na | awforumidf.il ET SCAN NVAP -f -sS 1
61.149.252. 54 |147.237.77.19 |China I aw forumidf.il ET SCAN NVAP -f -sS 1
213. 155. 206. 54 |147. 237.77.176 gj::;”ion nat pash. i df . i | ET SCAN Potential SSH Scan 1
61.50.100. 130 [147.237.77.19 |China | aw forumidf.il ET SCAN NVAP -f -sS 1
213. 155. 206. 54 |147. 237. 76. 197 gjj:tnim e.hi mush.i df . i ET SCAN Potential SSH Scan 1
40. 78. 96. 216 147.237.0.35 |lhited Sates |akavs.idf.il ET SCAN Potential SSH Scan 1
213.155. 206. 54 |147. 237. 76. 177 23::;'}0'1 ncore.idf.il ET SCAN Potential SSH Scan 1
36.110.44.178 [147.237.77.19 |China I awforumi dof .i | ET SCAN NMAP -sS wi ndow 2048 1
213. 155. 206. 54 |147. 237.0. 19 ?éj:i;’}m nadi matal .idf.il ET SCAN Potential SSH Scan 1
209. 126. 116. 147|147. 237. 76. 196 [Lhited Sates |e.sviva.idf.il ET SCAN NMAP -sS wi ndow 1024 1
188. 54. 218. 185 (147.237.77. 216 |Saudi Arabi a dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Devi ce

Country

Action

reamn ine: TCP Invali i i ssi
79.181. 105. 142 |Israel 147. 237,77, 243 |t e i 11 | SO g Engi ne @ Invalid  livvalid segnent retransnissi on drop 42
Ret r ansni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
reaming BEngi ne: TCP Invali i i ssi
46.19. 86. 82 I sr ael 147.237.0.34  tikshov.icr.i |SF€8MNg Engines TCP Invalid  finvalid segnent retransnission drop 30
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.54.27. 241 I srael 147.237.77. 243 |nobi 1 e.i o i 9 =9 nvalid segnent retransmssi on. drop 18
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
46.19. 86. 82 I sr ael 147. 237. 72. 166 |aka. i df . i Streamng Engine: TCP Invalid invalid segnent retransmissi on. drop 18
Ret r ansm ssi on Packet dropped.
s SWNretransnmit wth different )
149. 88. 6. 115 I srael 147.237.77. 170 |naarachot . i df . i1|Bad TCP sequence wi ndow scal e noni t or 17
79.177.149.21  |israel 147.237.77. 170 |naarachot . i of .11{Bad TCP sequence SN retransmt wih different monitor |15
wi ndow scal e
Sreaning Engine: TQP Invalid i i ssi
79.179.55.97  |israel 147.237.77. 243 |nobi 1 e.i o i 9 =9 nvalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
46.19.86.220  |Israel 147. 237. 72. 166 |aka. i df . i Streamng Engine: TCP Invalid invalid segnent retransmissi on. drop 12
Ret r ansm ssi on Packet dropped.
s SWNretransnmit wth different )
85. 64. 79. 140 I srael 147.237.77. 170 |naarachot . i df . i1|Bad TCP sequence wi ndow scal e noni t or 12
reaming BEngine: TCP Invali i i ssi
176.12.136.0  [Israel 147.237.77. 243 |moti e ior iy |27 €M NG Engine: TQP Invalid invalid segnent retransnission dr op 9
Ret r ansm ssi on Packet dropped.
s SWNretransnmit wth different )
79.181.119.96 |[lsrael 147.237.77. 170 |naarachot .i df .i1|Bad TCP sequence wi ndow scal e noni t or 8
149.50.77.38  |Whited Sates  |147.237.77.170 |naarachot.idf.i1|Bad TCP sequence SN retransmt wih different monitor |8
wi ndow scal e
149.78.143.58 |Israel 147.237.77. 243 |nobi | e.idf.il  |dr op First packet isn't SN drop
46. 19. 86. 232 I srael 147.237.76.86 |[navy.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or
reamn ine: TCP Invali i i ssi
2.52.181. 36 I srael 147.237. 72. 166 |aka. i df . Streamng Engine: TCP Invalid invalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 86. 232 I srael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
79.180. 2. 75 I srael 147.237.77. 170 |naarachot . i of .11{Bad TCP sequence SN retransmt wih different monitor |6
wi ndow scal e
46.19. 85.0 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber aert 6
84.228.42.78  |Israel 147.237.76.42 |refuahidf.il [Bad TCP sequence SN retransmt wth different monitor |6
wi ndow scal e
80. 246. 137. 123 |l srael 147.237.72. 166 |aka i df .i 1 SYN Att ack SYN -> SYN-ACK -> RST rej ect
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
46.19.85.0 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi
66.249.65.18  |Uited Sates  |147. 237.77. 243 |mobil e i df il 9 =9 Invalid segnent retransmssi on. dr op 6
Ret r ansni ssi on Packet dropped.
84.228.42.78  |Israel 147.237.76.42 |refuahidf.il [Bad TCP sequence SN retransmt wth different alert 5
wi ndow scal e
85. 65. 206. 49 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
Sreamng Engine: TCP Invalid i i ssi
40.77.167.95  |Wwited Sates |147.237.76.86 |navy.idf.il 9 =g nvalid segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dropped.
5.102.254. 244 |lsrael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid ACK nunber noni t or 4
128.127. 107. 126|Net her | ands 147.237.77. 176 |natpash.i df .il |dr op First packet isn't SN drop 4
37. 46. 39. 200 I srael 147.237.77. 216 [dover.idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 4
195.34.150. 18 |Austria 147.237.77. 216 [dover.idf . il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 4
5.144. 49. 82 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 4
Sreaming Engine: TGP Invalid i i ssi
84.108.125.53 |Israel 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =g Invalid segnent retransmssion. drop 4
Ret r ansmi ssi on Packet dropped.
. . SYNretransmt wth different .
217.132.96.224 |lsrael 147.237.77. 170 |mear achot . i of .i1|Bad TCP sequence wi ndow scal e noni t or 4
46. 19. 85. 237 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop
149.78.249.54 |Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
Sreaning Engine: TGP Invalid i i ssi
82.81.44.211 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
46.19. 86. 218 I srael 147.237. 77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TGP Invalid i i ssi
46.19.85.164  |israel 147. 237. 72. 166 |aka. i f . i1 9 =9 Inval i d segnent retransmssi on. dr op 3
Ret r ansni ssi on Packet dropped.
46. 19. 86. 218 I srael 147.237. 77. 216 |dover.idf. i1 SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreanming Engine: TCP Invalid i i SSi
79.182. 151. 206 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
41.230.14.223 |Tunisia 147.237.72. 166 |aka.idf .il drop SAMrul e drop 3
Russi an o Sreaning Engine: TCP Invalid Invalid segnent retransmssion.
141.8.132. 112 erati on 147.237.72. 166 |aka. i df .i | Ret 1 ansmi Ssi on Packet dr opped. drop 3
185.3.147.213 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber noni t or
81.7.17.171 Ger many 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
Sreaning Engine: TCP Invalid i i SSi
37.26.146.143 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.119  |Israel 147.237.72. 166 |aka. i df .| 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i SSi
185.3.147.213  |Israel 147.237.77. 243 |nobil e, i df . i1 9 =g nvalid segnent retransmssi on. dr op 3
Ret r ansni ssi on Packet dropped.
e SN retransnmit wth different .
109. 64. 121.68 |l srael 147.237.77. 170 |naarachot . i df .i1|Bad TCP sequence wi ndow scal @ noni t or 2
79.179. 14. 39 I srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
m ny- kosher-kravi .id
176.13.7. 96 | srael 147.237.0. 17 f inly Ostributed |11 egal Paraneter Encoding None 11
79.181.105. 142 |[israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code B ock 10
46. 19. 86. 127 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock 8
2.54.27.241 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 5
176.12.136.0 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code B ock 3
79.179. 55. 97 I srael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Gode B ock 2
185. 32. 179. 227 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
m ny- kosher - kravi . id , ,
176. 13. 1. 224 | srael 147.237.0. 17 £l Ostributed I11egal Paraneter Encoding None 2
89.138.68.250 |[lsrael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None
37.26.149.185 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock
213.57.49.167 |[Israel 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Code B ock
. . Unaut hori zed Method CPTI ONS for
84.94.38. 200 I srael 147.237.72. 166 [aka. i df . i | ww aka. i df . i |/ nai n/ gi yus/ aut hent i cat i onser vi ce. asnx/ get aut huser Bl ock 2
109. 253. 197. 188]I srael 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Code B ock 2
2.52.14. 216 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
176.13.7. 240 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
105. 105. 190. 63 |A geria 147.237.77.216|dover.idf .i | Uhaut hori zed URL Access to wwidf.il/arr/ B ock 2
] . . DO stributed Unaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
79.181.135.73 |[Israel 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to ww i df . i|/bamahane B ock
185. 3. 144. 49 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
109. 253. 218. 200|I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: si gal gs oS At ack None
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
85. 64. 8. 185 I srael 147.237.72.166 |aka. i df . i | vow aka. i df . i |/ nai nv sachar/ nai | box. aspx None 1
141.212.122. 160|nited Sates [147.237.72.166(aka.idf.il Dstributed Uhaut horized URL Access on 147.237. 72. 166/ B ock 1
] . . D stributed Lhaut horized URL Access on
107.178.194.79 |lhited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
5. 144. 49. 82 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
] . . DO stributed Unaut hori zed URL Access on
208.184.112.74 |thited Sates (147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
82.81. 44. 211 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
66. 249. 65. 18 I srael 147.237.77.243|nobi l e. i df . i | O stribut ed Suspicious Response Gode B ock 1
46.19. 85. 68 I srael 147.237.77.216|dover. i df .i | Lhknown HTTP Request Method 5 in URL B ock 1
109. 253. 156. 172|I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
. . . Unaut hori zed URL Access to
79. 179. 55. 97 I sr ael 147.237.77. 243 |nobi l e. i df . i | nobi l e, i df . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1514 B ock 1
. . D stributed Lhaut hori zed URL Access on
185. 65. 135. 227 [Sweden 147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
149.210.158. 71 [Netherlands  [147.237.77.176 |nat pash. i df . i | Ml tipl e Unauthorized URL Access from 149. 210. 158. 71 Bl ock 1
46.19. 86. 177 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 1
] - . D stributed Lhaut hori zed URL Access on
107.178.194. 83 |Uited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
46.19. 85. 134 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS A tack None 1
Czech . . URL is Above Root Directory
89.187. 142. 208 Republ i ¢ 147.237.77. 216 dover . i df . i | v i df.il/../shared/clientscripts/jquery/jquery-1.4.2.mn.js Bl ock !
188.138.1.218 |Ger many 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
. - Unaut hori zed URL Access to
149.210.158. 71 [Netherlands  [147.237.77.176 |nat pash. i df . i | vuww cogat . i df .i |/ ar abi o/ pages/ def aul t . aspx Bl ock 1
46. 19. 86. 233 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
41.131.97.114 |Egypt 147.237.77. 74 |lawidf.il PHP At t enpt B ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194.83 |Wnited Sates |147.237.77.216|dover.idf. il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
84.228.42.78 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147. 237.76. 42/ styl ef shared/ reset . css |B ock 1
66.249.78.173 [Israel 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to v idf.il/atal 1/izkor/print_text.asp |B ock 1
46.19. 85. 210 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
109. 253. 218. 200 || srael 147.237.72. 166 |aka. i df . i | Paraneter Read Only Miolation in N None 1
wav aka. i df . i |/ mai n/ gi yus/ ni yun/ mi yunpr ocessquest i onnai r e. aspx
166. 78. 134. 156 |nited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to wawnidf.il/error. htm B ock 1
46.121. 198. 204 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 1
41.131.97.114  |Egypt 147.237.77. 74 |lawidf.il Unaut hori zed URL Access to v | aw i df.il/xmrpc. php B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
109. 64. 18. 140 | srael 147.237.72. 166 |aka. i df . i | vaww aka, i . i |/ mai n/ sachar / pi r suneynof et . aspx None 1

01-01-2016-22:04:08 to 01-01-2016-23:04:08




