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Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3078
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Attacker Address

Target Address

At acker
Gountry

Signature

Federation

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
59. 45. 79. 117 147. 237. 77. 235 |Chi na sviva.idf.il ET SCAN Potential SSH Scan 1
59. 45, 79. 117 147. 237. 76. 201 [Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
59. 45, 79. 117 147. 237. 76. 147 |Chi na chinuch. aka.idf .i I[ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76. 42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
182. 254. 149. 138|147. 237.8.28 |China e nobile-ks.idf.il|ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.76.30 [China hi nush. i df . i | ET SCAN Potential SSH Scan 1
180. 153. 104. 125(147. 237. 72. 167 |Chi na ishurimaka.idf.il|ET SCAN NVAP -sS w ndow 3072 1
59. 45. 79. 117 147.237.8.24 |China elifestyle.idf.il|ET SCAN Potential SSH Scan 1
118.68.179. 139 [147.237.8.24 |V etnam elifestyle.idf.il|ET SCAN NVAP -sS w ndow 4096 1
43, 245.183.201 |147.237.76.30 |Japan hi nush. i df . i ET SCAN NMAP -sS wi ndow 3072 1
93.174.93.153  [147.237. 77. 216 |Net her | ands dover.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
43.245.183. 201 |[147.237.76.30 |Japan hi nush. i df . i | ET SCAN NVAP -f -sS 1
59. 45. 79. 117 147. 237. 77. 243 |Chi na nobi | e.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77. 176 |Chi na nat pash. i df . i | ET SCAN Potential SSH Scan 1
59. 45, 79. 117 147. 237. 76. 199 [Chi na e.nakchal .idf.il |ET SCAN Potential SSH Scan 1
929 64.29 295|147 237. 76. 30 |chi na hivsh i df | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
59. 45. 79. 117 147.237.76. 44 |China erefuahidf.il |ET SCAN Potential SSH Scan 1
185.130.5.224 |147.237.77. 233 atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45, 79. 117 147.237.76.38 [China eeneitav.idf.il |ET SCAN Potential SSH Scan 1
180. 153. 104. 125|147. 237. 72. 167 |Chi na ishurimaka.idf.il|ET SCAN NVAP -sS w ndow 4096 1
59. 45. 79. 117 147. 237. 72. 156 [Chi na anan.idf.il ET SCAN Potential SSH Scan 1
151, 249, 67. 115 |147.237.76.31 |Uni ted K ngdom |nakehal i df i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
59. 45. 79. 117 147.237.0. 200 [China ndu. i df il ET SCAN Potential SSH Scan 1
118. 68. 179. 139 |147.237.8.24 [MVietnam elifestyle.idf.il|ET SCAN NVAP -sS wi ndow 3072 1
43.245.183. 201 |147.237.76.30 |Japan hi nush. i df . i | ET SCAN NVAP -sS w ndow 2048 1
91.218. 246. 103 [147. 237. 77. 243 [XSSI &N nobi [ e.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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Sreamng Engine: TCP Invalid

Inval id segnent retransnission.

Action

‘Count

46.19. 86. 17 I srael 147.237. 72. 166 |aka.i df .i > dro 426
Ret ransm ssi on Packet dropped. P
Sreamng Engine: TCP Invalid i i ssi
46.19.86.75  |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 nvalid segnent retransmssi on. drop 48
Ret r ansn ssi on Packet dr opped.
78.52.80.147  |Ger nany 147.237.77. 170 |marachot . i f .1 |Bad TCP sequence SN retransmt wth different monitor (39
w ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreanming Engine: TCP Invalid i i ssi
46.19.86.76  |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 30
Ret ransnm ssi on Packet dropped.
149.50.77.38 |Wited Sates  |147.237.77. 170 [marachot . iof .11 [Bad TCP sequence SN retransmt wih different moni tor |27
w ndow scal e
109. 64.121. 68 |Israel 147.237.77. 170 |mmarachot.. i df i1 |[Bad TCP sequence SN retransmt wih different monitor |25
w ndow scal e
S SYNretransmit wth different .
79.179.12. 251 |[Israel 147.237.77. 170 |naarachot .i df .i| |Bad TCP sequence v ndow scal e noni t or 18
2.54.188. 95 I srael 147. 237. 72. 156 |anan. i df . i SYN At tack SYN -> SYN-ACK -> RST rej ect 18
Sreamng Engine: TCP Invalid ' i ssi
46.19.85.239  |Israel 147, 237.72. 166 |aka i of . i 9 =g nvalid segnent retransmssi on. drop 15
Ret ransm ssi on Packet dropped.
84.111.102. 212 |I srael 147.237.77. 170 |msarachot . i df .i1 |Bad TCP sequence SN retransmt wth different monitor |13
w ndow scal e
. . SYNretransmt wth different .
185. 27. 105. 109 |l srael 147.237.77. 170 |maarachot . i df .il [Bad TCP sequence wi ndow scal e noni t or 13
Sreaming Engine: TGP Invalid i i sSi
79. 183. 175. 146 [ srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 12
Ret ransm ssi on Packet dropped.
i Sreamng Engine: TCP Invalid ' i ssi
141.8. 132, 112 |Ussian 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssi on. drop 12
Federation Ret r ansni ssi on Packet dropped.
79.180.134. 68 |Israel 147.237.77. 170 |msarachot . i df .i1 |[Bad TCP sequence SN retransmt wth different monitor |11
w ndow scal e
87.68. 151. 98 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop 11
85. 64. 168. 13 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
5.28.131.93  [Israel 147.237.77. 170 |mmarachot.. i df i1 |Bad TCP sequence SN retransmt wih different monitor |9
w ndow scal e
Sreamng Engine: TP Invalid i i ssi
176.12.136.0  |Israel 147.237.77. 243 |mubile.i o i1 9 =g Invalid segnent retransmssion. |, 9
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.181. 105. 142 |I srael 147.237.77. 243 |robi | e. i of . i1 9 =g nvalid segnent retransmssi on. drop 9
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
109. 67.59. 235 |Israel 147.237.77. 243 |mubile.i o i1 9 =g Invalid segnent retransmssion. |, 9
Ret ransnm ssi on Packet dropped.
84. 228. 184. 246 |l srael 147.237.77. 170 |mmarachot.. i df i1 |Bad TCP sequence SN retransmt wih different monitor |8
w ndow scal e
. S SYNretransmit wth different
193.188.12.30 |Bahrain 147.237.77. 170 |naarachot .i df .i| |Bad TCP sequence v ndow scal e alert 8
79.180.2.75  |Israel 147.237.77. 170 |mmarachot.. i df i1 |Bad TCP sequence SN retransmt wih different monitor |8
w ndow scal e
. S SYNretransmit wth different .
193.188.12.30 |Bahrain 147.237.77. 170 |naarachot .i df .i| |Bad TCP sequence w ndow scal e noni t or 8
79. 183. 179. 164 || srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or
31.210. 187. 111 [I srael 147.237.72. 166 |aka.i df .i Bad TCP sequence I'nval i d ACK nunber noni t or
s SYNretransmt wth different .
149.88.6.115 |Israel 147.237.77. 170 |naarachot .i df .i| |Bad TCP sequence wi ndow scal @ noni t or 6
Sreamng Engine: TCP Invalid i i sSi
109. 65. 138. 69 |l srael 147.237.72. 166 |aka.i df . i1 9 =g nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
5.102. 254. 104 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or
85. 250. 104. 194 |l srael 147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid ' i ssi
2.54.7.193 I st ael 147. 237. 77. 243 |mobi l e. i . i 9 =g Invalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
109. 253.196. 8 |l srael 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
79. 183. 179. 164 || srael 147.237.72. 166 |aka.i df .i Bad TCP sequence I'nval i d ACK nunber alert 6
Sreamng Engine: TCP Invalid i i ssi
149. 78. 228. 116 |I srael 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
109.65.12.121 |Israel 147.237.77. 170 |marachot . i f .1 |Bad TCP sequence SN retransmt wth different monitor |5
w ndow scal e
46.19.85.7 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber noni t or
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
. . SYNretransmt wth different .
213.8.204. 21 I srael 147.237.77. 170 |maarachot . i df .il [Bad TCP sequence wi ndow scal e noni t or 4
Sreaming Engine: TGP Invalid i i sSi
217.132. 33. 136 [Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. drop 4
Ret ransm ssi on Packet dropped.
2.54.139.249 |israel 147.237.72. 166 |aka.i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect
46.19.85.7 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber alert
5.102. 254. 244 |l srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence I'nval i d AGK nunber noni t or
. . SYNretransmt wth different .
79.181.63.191 |[Israel 147.237.77. 170 |maarachot . i df .il [Bad TCP sequence wi ndow scal e noni t or 4
Sreaming Engine: TGP Invalid i i sSi
93.172.225.4 |israel 147. 237.76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. drop 4
Ret ransm ssi on Packet dropped.
195. 34.150. 18 |Austria 147. 237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data  [monitor |4
Sreamng Engine: TCP Invalid i i ssi
79. 181. 150. 231 |I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
176.13.23.101 |l srael 147.237.76.30 |hirush.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 3
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79.176.123. 154

Gount ry

Streaning Engine: TCP Invalid Invalid segnent retransnission.
Ret r ansm ssi on Packet dr opped.

| srael 147.237.72. 166 |aka.idf .il

79.180. 167. 198

| srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
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Country Action
. . . Too Many of the Sane Response Gode (404) in Session from
85. 250. 104. 194 |l srael 147.237.0.34 |tikshuv.idf.il 85. 250. 104, 194 Bl ock 37
85. 250. 28. 96 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 16
192. 116. 146. 41 |l srael 147.237.77. 243 |nobi | e. i df . i | Distributed thauthorized URL Access on B ock 3
nobi | e.i df .il/sachar/i ndex
176.12.136.0 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 3
m ny- kosher - kravi . id _ _
109. 253. 135. 75 |l srael 147.237.0. 17 £l Dstributed I11egal Paraneter Encodi ng None 3
m ny- kosher - kravi . i d
109. 253. 138. 30 |l srael 147.237.0. 17 f Inly Dstributed I11egal Parangeter Encodi ng None 2
109. 253. 211. 77 |Israel 147.237.0.19 |[madi matal .idf.il Distributed Suspici ous Response Code B ock
46. 19. 85. 44 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock
] . . D stributed Uhauthori zed URL Access on
107.178.194.87 |lhited Sates  |147.237.77.216|dover.idf il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 2
37.26.147.211 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
79.181. 105. 142 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
109. 253. 195. 212|I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock
. . . DO stributed Unaut hori zed URL Access on
204.13.200.200 [Wited Sates  |147.237.77.216 [dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. B ock 2
207.46.13.144 |[whited Sates  |147.237.77.216|dover.idf .il Ml tipl e Unaut hori zed URL Access from 207. 46. 13. 144 B ock
77.125.94. 21 I srael 147.237.0.19 |[madi matal .idf.il Distributed Suspici ous Response Code B ock
46. 19. 86. 177 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock
] . . D stributed ULhauthori zed URL Access on
204.13.200.200 |thited Sates  |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 2
m ny- kosher-kravi .id
176.13. 1. 224 | srael 147.237.0. 17 f Inly Dstributed I11egal Paraneter Encodi ng None 2
. . D stributed ULhauthori zed URL Access on
77.40.129. 123  |Nor way 147.237.77.216|dover.idf .i | v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
2.54.16. 68 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
93.173.182. 247 |[Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessions: sigal gs oS Attack None 1
. . Unaut hori zed URL Access to
66.249.66. 131 |l srael 147.237.76.42 |refuah.idf.il 147, 237. 76, 42/ 1196- he/ r ef uah. aspx Bl ock 1
211. 200. 135. 24 g‘f’rea’ Republic 1,47 237.77. 216 |dover . i df . i | PHP At t enpt B ock 1
84.109. 213. 226 |Israel 147.237.77. 216 |dover . i df . i | E%:'r‘ Character in Method [[#23]JTT#SITASIILI#O ([1#29112AY gy ooy 1
. . Illegal HITP Version _pk_ses. 20. 8af c=*; __ at uvc=3%Q0;
46.19.85.7 I srael 147.237.77. 216 |dover . i df . i | " at Uvs=5686d739f 5f def 67002 Bl ock 1
Russi an . . Parangeter Type M ol ati on utmnedi umin
188. 126. 49. 166 eration 147.237.77.216|dover. i df .i | v i dff i 1] 1133~ 20155- he/ dover . aspx Bl ock 1
5.102. 254. 244 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS A tack None 1
77.237.146.28 |Czech Republic |147.237.77.176 |nat pash.idf.il Uhaut hori zed URL Access to / B ock 1
68.180.228.112 [lnited Sates 147.237.77. 216 |dover.idf.il Mil tipl e Unhaut hori zed URL Access from 68. 180. 228. 112 B ock 1
109. 65. 173. 150 |l srael 147.237.77.243|nobi l e. i df . i | Uhaut hori zed URL Access to nobile.idf.il/nilluiniindex Bl ock 1
46. 19. 86. 234 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
: . . Unaut hori zed URL Access to
207. 46. 13. 62 Lhited Sates  |147.237.77.216|dover.idf.il v i dff i 1/ adl/ xx&si bl og_cont ent page ri ght scrol | B ock 1
87.69. 67. 209 | st ael 147.237.72. 166 |aka. i df .i | Ml tipl e Whaut horized Method for Known URL from B ock 1
87. 69. 67. 209
. . Paraneter Type M ol ati on SearchText in
84.108. 218. 123 |l srael 147.237.77. 216 [dover. i df . il v i df i 171065- he/ dover . aspx B ock 1
. . Unaut hori zed URL Access to
37.142.131.68 |[Israel 147.237.72. 166 |aka. i df . i | wiw aka, i f i1/ mai 1V gi yus/ waw navy. i df i | Bl ock 1
m ny- kosher - kravi . i d _ _
176.13. 8. 89 | srael 147.237.0. 17 £l Il1legal Paraneter Encoding $J98L2.ir None 1
. . D stributed Uhauthorized URL Access on
77.40.129.123  |Nor way 147.237.77. 216 |dover.idf .il v i df i | / 1133- 22638- hel dover . aspx. Bl ock 1
2.54.141. 158 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
109. 253. 142. 180l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS A tack None 1
] . . D stributed Uhauthori zed URL Access on
107.178.194.79 |Uited Sates 147.237.77.216|dover.idf .i | v i df i | / 1133- 22638- hel dover . aspx. B ock 1
66. 249. 78. 95 I srael 147.237.77.216|dover.idf .il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
211. 200. 135. 24 Okfre& Republic 1,47 237.77. 216 |dover . i df . i | Lhaut hor i zed URL Access to ww i df.il/xmirpc. php B ock 1
. . Unknown HTTP Request Met hod
84.109. 213. 226 |l srael 147.237.77.216|dover. i df .i | (1423111 [#3]]1[#3]][[#0]] ([ [#29]] zZAV&At in URL x°~x§ B ock 1
31.168.208.53 |[Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessions: sigal gs oS Attack None 1
109. 253. 218. 75 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
79.177.195. 44 |israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None
: . ] Unaut hori zed URL Access to
68.180. 228. 112 |nited Sates 147.237.77. 216 |dover.idf .il Wi o i |/ nevsi t e/ engl i sty sal ah. strif target=" bl ank Bl ock 1
109. 66. 154. 31 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
. . SS. Uhtraceabl e Gnnection - Protocol violation
46. 19. 86. 243 I srael 147.237.72. 166 [aka. i df . i | (SSL_OONN QLI ENT HELLO) None 1
207. 46. 13. 66 Lhited Sates 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to 147.237.76. 86/ robots. t xt B ock 1

01-01-2016-21:04:08 to 01-01-2016-22:04:08




