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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address  |Site

|Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3483
208. 67. 1. 66 Lhited Sates 147.237.76. 199 e.nakchal .idf.il |[Bock Np Al Net dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 66. 191 [147.237.76.42 |lhited Sates  |refuah.idf.il ET SCAN NVAP -sA (2) 2
, o ET DO5 Large anount of TCP ZeroVWWndow - Possible Nkiller2
80. 246. 133. 116 |147. 237.76. 30 [l srael hi nush. i df . i | 2
DDos attack
. L ET SCAN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons,
59.60.97.214  |147.237.77. 227 |Chi na e hanaz.idf.il ) 1
Potential Scan or Brute Force
185. 130. 5. 224 |147.237. 72. 166 aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
172. 98. 200. 238 |147. 237. 76. 177 ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
168. 62. 238. 153 [147. 237. 76. 201 |Lnited Sates eatal.idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 218. 246. 103 |147. 237. 77. 227 E;j:::t”ion e. hanaz. i df . i ET SCAN NVAP -sS wi ndow 1024 1
91. 218. 246. 103 |147. 237. 77. 179 ?;3:::{:0” e nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
83. 162. 163. 149 [147. 237. 76. 31 |Net herl ands nakchal .idf.il ET SCAN NVAP -sS wi ndow 3072 1
83. 162. 163. 149 [147. 237. 76. 31 |Net her| ands nakchal .i df .il ET SCAN NVAP -f -sS 1
185. 130. 5. 224 |147.237. 76. 197 e. himush.idf.il ET SCAN NVAP -sS w ndow 1024 1
40.121.149.86 [147.237.0.16 |Whited Sates ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
172. 98. 200. 238 |147. 237. 76. 177 ncore.idf.il ET SCAN NVAP -sS wi ndow 4096 1
168. 62. 238. 153 [147.237.77.19 |lLnited Sates | awforumidf.il ET SCAN NVAP -sS w ndow 1024 1
104. 143. 14. 247 |147. 237. 76. 201 |Lhited Sates eatal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91. 218. 246. 103 |147. 237. 77. 226 RF;ZZ:::}O[] v chanat z. aka. i df . i1 |[ET SCAN NVAP - sS wi ndow 1024 1
91. 218. 246. 103 |147. 237. 76. 30 ?{;Z:::‘ion hi nush. i of . i | ET SCAN NVAP -sS wi ndow 1024 1
83. 162. 163. 149 [147. 237. 76. 31 |Net her| ands nakchal .idf.il ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

‘Attacker Qountry

Target Address

Ste

Signature

SWNretransmt wth different

Ret ransni ssi on

Packet dropped.

176.13.2.237 |lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence . noni t or 52
w ndow scal e
s SWNretransmit wth different .
80. 246. 133. 157 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal & nonitor |44
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
Sreamng Engine: TCP Invalid i i ssi
77.126. 175. 212 I srael 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 Inval id segnent retransmssion. |, 27
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
84.109. 33. 106 |l srael 147.237.77. 243 |nobil e. i of . 9 =g Invalid segnent retransmssion. |, 24
Ret ransni ssi on Packet dr opped.
o SWNretransnmit wth different .
85. 250. 131. 142 |1 srael 147.237.77. 170 |mearachot .idf.il [Bad TCP sequence i ndow scal e monitor |18
5.102. 254. 250 |l srael 147.237.72.166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber monitor |12
Sreamng Engine: TCP Invalid i i ssi
176.13.18.95 |Israel 147. 237.77. 243 |mobi l e. i . i 9 =g Inval id segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.
80. 246. 133. 153 |I srael 147.237.77. 170 |marachot.idf.il  |Bad TOP sequence SWretransmt wth different oo |12
w ndow scal e
. . SWNretransmit wth different .
87.69. 80. 220 | srael 147.237.77. 170 |maarachot.idf.il |Bad TCP sequence vi ndow scal e noni t or 9
Sreanming Engine: TGP Invalid i i sSi
2.54.175.20  |Israel 147.237.77. 243 |nobi l e.i df .1 9 =g Invalid segnent retransmssion. | 9
Ret ransni ssi on Packet dropped.
. . SWNretransmit wth different .
77.127.187.10 |lsrael 147.237.77. 170 |maarachot.idf.il |Bad TCP sequence vi ndow scal e noni t or 8
Sreaming Engine: TGP Invalid i i sSi
87.69.92.39  |Israel 147.237.77. 243 |nobi l e.i df .1 9 =g Invalid segnent retransmssion. | 8
Ret ransni ssi on Packet dropped.
. . SWNretransmit wth different .
37.142. 136. 137 |l srael 147.237.77. 170 |maarachot.idf.il |Bad TCP sequence vi ndow scal e noni t or 6
Sreaming Engine: TGP Invalid i i sSi
141.8.132. 112 |Russian Federation |147.237.72. 166 |aka i df.il 9 =g Invalid segnent retransmssion. | 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.182.65.111 |Israel 147. 237, 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
84.228. 46. 226 |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
176.13.7.122  |israel 147. 237. 77. 243 |nobi l e.i df . i | Bad TCP sequence Invalid ACK nunber alert 6
Sreaming Engine: TGP Invalid i i SSi
79.183.107.98 |Israel 147. 237. 77. 243 |robi 1 e, i of . i | 9 =g Inval id segnent retransmssion. |y, 6
Ret r ansni ssi on Packet dr opped.
2.52.49. 239 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
46.19.85.234 |Israel 147.237.77. 216 |dover.i df .il Bad TCP sequence Invalid AGK nunber aert
176.13.7.122  |israel 147.237.77. 243 |nobil e.i df i | Bad TCP sequence I'nval i d ACK nunber noni t or
188. 161. 14. 10 gcisgi';'ja” Tertitory,l1 47 237.77. 216 |dover. i of . i SYN At t ack SYN -> SYN-ACK -> Timeout |reject 6
Sreaming Engine: TGP Invalid i i sSi
79.181.5.231 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |y, 6
Ret r ansni ssi on Packet dr opped.
46.19.85.234 |Israel 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nvalid ACK nunber noni t or
79.181.51.2 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
2.52. 47. 214 I srael 147.237.72. 166 |aka.i df .i 1 SYN Att ack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi
141.8.85.118 |Mita 147.237.76. 200 [ei tan. aka i df .| 9 =g Inval id segnent retransmssion. |, 4
Ret r ansni ssi on Packet dr opped.
85.65.135. 5 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or
212. 143.142. 56 [l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
195. 34.150. 18 [Austria 147. 237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |monitor
Sreaming Engine: TGP Invalid i i SSi
66. 249. 82. 223 |United Sates 147. 237. 76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
185. 120. 125. 19 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i SSi
77.125.101. 36 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |y, 3
Ret r ansni ssi on Packet dr opped.
85. 65. 135. 5 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 3
Sreamng Engine: TCP Invalid i i ssi
109.64.2.34  |Israel 147.237.0.34  |tikshwv.idf.il 9 =9 Inval id segnent retransmssion. |y, 3
Ret r ansni ssi on Packet dr opped.
176.13.17. 246 |Israel 147.237.77. 170 |maarachot.idf il |Bad TOP sequence S retransmt with different — oonivor s
W ndow scal e
79.182.23.35 |[lIsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TGP Invalid i i sSi
84.228.22.129 |israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. | 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 67. 206. 236 |1 srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
2.54. 43,248 I srael 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i ssi
79.176. 216. 117 |I srael 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i SSi
46.19.85.152 |Israel 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. |y, 3
Ret r ansni ssi on Packet dr opped.
77.126.96.223 |lsrael 147.237.0.15  |kosher-kravi.idf.illdr op Frst packet isn't SN drop 3
Sreamng Engine: TCP Invalid i i ssi
37.142.254.75 |Israel 147. 237.72. 166 |aka. i of .11 9 =9 Inval id segnent retransmssion. |y, 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
109. 160. 215. 44 |1 srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g ., 3
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
185.3.144.7  |Israel 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 3




01-01-2016-20:04:00 to 01-01-2016-21:04:00

Attacker Qountry

Target Address

Ste

Signature

Sreamng Engine: TCP Invalid i i SSi
5.102. 254. 250 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |,
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
2.54.47.234  |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |y,
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
109. 65. 183. 166 |I srael 147.237.72. 166 |aka. i of .i | 9 =g Inval id segnent retransmssion. |,
Ret r ansni ssi on Packet dr opped.
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
77.126.175.212 |lsrael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response CGode Bl ock 6
84.109.33.106 |[Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 6
213.57.49.167 |[Israel 147.237.0.19 |[madimatal .idf.il |[Dstributed Suspicious Response Code B ock 4
77.126.175.212 |lIsrael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 4
79.178.102.29 | srael 147.237.77. 243 |nobi | e. i df . i | Ebsit Ir;bi“(;fe_c: I%z’;zz:;fggpll‘gesﬁe:tsc o ocument &/ 1071 Bl ock 4
2.52.60. 213 I srael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code B ock 2
149. 88.148. 65  |Israel 147.237.72. 166 |[aka. i df . i | Lhtraceabl e SSL Sessions: sigal gs oS Attack None 2
109. 66. 167. 13 |l srael 147.237.0.19 |[madimatal .idf.il |[Dstributed Suspicious Response Qode B ock 2
46. 19. 85. 152 I srael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code B ock 2
87. 69. 34. 165 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 2
109. 253. 216. 207 |l srael 147.237.0.19 |[nmadimatal .idf.il |[Dstributed Suspicious Response Qode B ock 2
2.54.146.245  |israel 147.237.77. 216 |dover . i df . | o a1 117065t cover. a1 Bock |2
87.69.92. 39 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 2
46.19. 85. 117 I srael 147.237.0.19 |[madimatal .idf.il |[Dstributed Suspicious Response Code B ock 2
2.54.155. 85 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 2
79.180. 214. 101 |l srael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code B ock 2
149.50. 78. 71 Lhited Sates [147.237.0.19 |madimatal.idf.il |Dstributed Suspicious Response Code B ock 2
46. 19. 85. 120 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 2
84.108. 146. 149 |Israel 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code B ock 2
2.54.175. 20 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 2
176.13.7.122  [Israel 147. 237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt: ?rd'fsz | tgegpgrcﬁsemgtesn st ohi | ddocunent s/ 1071 B ock 2
79.183.107.98 [Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 2
149. 88. 95. 63 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 2
46.19. 85. 135 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 2
212.199.61.93 [Israel 147.237.0.19 |[nmadimatal .idf.il |[Dstributed Suspicious Response Qode B ock 2
79.178.102.29 | srael 147.237.77. 243 |nobi | e. i df . i | m;ﬂt:(:r(;leef , t:egpﬁf;sem e/l stchi | ddocurent s/ 1152 Bl ock 2
109. 253. 195. 212/l sr ael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code B ock 2
213.57.147.203 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
37.26.147.205 |lsrael 147.237.77.243|nobi l e.idf . il O stributed Uhauthorized LR. Access on nobi | e. i df.il/sachar/index B ock 2
77.127.176.190 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
66.249. 78.104 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 1
213. 8. 204. 25 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
2. 54. 184. 200 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
197.231. 221. 211 |Li beria 147.237.77. 216 |dover . i df . | D stri buted 1?;;};;;;;?&%\/??5&” B ock 1
79.178.220.13 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
77.40.129.123  [Norway 147. 237.77. 216 |dover . i df . i | D stri uted lLfg‘;fggégg?ﬂeﬁvﬁfispﬁn Bl ock 1
94.242.246.23 |Luxenbourg [147.237.77. 216 |dover. i df . i | D stri bt ec 1?;;}2;&;;?%%&??;&” Bl ock 1
62.0.117. 96 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None

80. 246. 133. 157 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ t ext . css B ock
41.230.14.223 |Tunisia 147.237.72. 166 |aka. i df . i | m”;grl' éfe.di Iﬁoﬁcgle;sl Jio it erpl @/ horre. asp B ock 1
207.46.13.144 |lhited Sates |147.237.77. 216 |dover. i df . i | mﬂtdr;(_’:'l/Z:grini/thC:/SC;roemriCS/C et al agut 5. nc B ock 1
176.12. 147. 145 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
79.176.122.185 |israel 147.237.72. 166 |aka. i df . i | \Tjrwa';elf:ri deaidl /Chn'ai' n\fg;)il)?flls;); y'u':]/ i yunprocessquest i onnai re. aspx |0 1
109. 67. 251.57 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
68.180.228.112 |[Whited Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin waw idf.il/1115-ar/ dover. aspx |B ock 1
46.19. 86. 45 I srael 147.237.0.19 |[madimatal .idf.il |[Dstributed Suspicious Response Qode B ock 1
79.180. 173. 192 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
5.29.197. 184 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
204.13.200.200 |Uited Sates |147.237.77. 216 |dover . i df . i | b stri buted 1?;;};;;;;?&%\/??5&” B ock 1
141.212.122. 160|nited Sates |[147.237.76.39 Irmbl le. neitav. idf.i Dstributed Wnhaut horized URL Access on 147.237.76. 39/ B ock 1
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