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01-01-2016-19:04:00 to 01-01-2016-20:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country |Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3267
93. 174. 93. 142 Net her | ands 147.237.0. 35 akaws. i df.il Frk_Under Attack Con_Tcp dr op 2
185. 130. 5. 201 147.237. 76. 147 chi nuch. aka.idf.il Bl ock Udp All Nets drop 1
106. 75. 199. 192 Chi na 147.237.76. 202 e halag.idf.il Block Np All _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |SlgnaIure Devi ce Action |Count

198. 20. 69. 74 Lhited Sates 147.237.8. 14 e.orchot.idf.il |[13840: TLS QpenSSL Heartbeat Packet B ock 1




01-01-2016-19:04:00 to 01-01-2016-20:04:00

|Top Attackers In |D|

At t acker .
‘Target Addr ess ount ry Signature
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
- SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL port
79.179.161.90 |147.237.72.166 |l srael aka.idf.il . . - 3
deni al of service attenpt
66.249. 93. 107 [147.237.77.216|lited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2
168. 62. 238. 153 [147. 237. 77. 233 |Lhited Sates |atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
41.140.253.9 |147.237. 76. 147 |Mor occo chinuch. aka.idf.il |ET SCAN NVAP -sS w ndow 3072 1
41.140.253.9  |147.237.76. 147 [Mor occo chinuch. aka.idf.il |ET SCAN NVAP -f -sS 1
. . L ET SCAN Behavi oral Uhusual 'y fast inbound Tel net Gonnecti ons,
210.7.23.62 147.237.76.30 |Aji hi nush. i df . i | . 1
Potential Scan or Brute Force
173.192. 46. 45 [147.237.0.15 |Uhited Sates |kosher-kravi.idf.i|ET SCAN Potential SSH Scan 1
104. 143. 14. 247 |147.237.77. 121 |Uhited Sates |e.navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
41.140.253.9  |147.237.76. 147 |Mor occo chinuch. aka.idf.il [ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
S SYNretransnmit wth different .
79.179.59.106 |Israel 147.237.77. 234 |hal ag.i df . i Bad TCP sequence i ndow scal e noni t or 33
46. 19. 85. 39 I srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 13
Sreanming Engine: TCP Invalid i i ssi
37.26.149.220 | srael 147. 237. 76. 200 |ei tan. aka.i of .| 9 =g Inval i d segnent retransmssi on. drop 12
Ret ransni ssi on Packet dr opped.
80. 246. 133. 153 I srael 147.237.77. 170 |naarachot . i of .11 |Bad TCP sequence S retransmt wth different monitor |12
W ndow scal e
Sreanming Engine: TCP Invalid i i ssi
46.116.68.75  |israel 147. 237. 76. 200 |ei tan. aka.i of . i1 9 =g Inval i d segnent retransmssi on. drop 12
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i sSi
79.177.169.78 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segrent retransmssion. drop 12
Ret r ansm ssi on Packet dropped.
. . SYNPAXK retransmit with different .
37.142.64.91 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 11
Sreaning Engine: TQP Invalid i i sSi
77.127.147. 246 |israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 9
Ret r ansm ssi on Packet dropped.
. . SWNretransmit wth different .
79.177.215.192 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 9
Sreaning Engine: TQP Invalid i i sSi
109. 65. 162. 230 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 9
Ret r ansm ssi on Packet dropped.
. . SWNretransmit wth different .
80. 246. 133. 173 |l srael 147.237.77. 170 |marachot. i of .il [Bad TCP sequence vi ndow scal e noni t or 9
46.117.175.126 [israel 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
Sreaning Engine: TCP Invalid i i SSi
66.249.66.90  |Uited Sates |147.237.76.86 |navy.idf.il 9 59 Invalid segent retransmssion. dr op 8
Ret ransni ssi on Packet dr opped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
37.142.136.137 |Israel 147.237.77. 170 |naarachot . i of .11 |Bad TCP sequence SN retransmt wih different monitor |7
W ndow scal e
S SWNretransnmit wth different .
46.121.94.141  |israel 147.237.77. 170 |naarachot .idf .il |Bad TCP sequence i ndow scal e noni t or 6
Sreaning Engine: TQP Invalid i i SSi
176.13.7.122 [ srael 147.237.77. 243 |nobi l . i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
46. 19. 85. 155 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Invalid AGK nunber aert
46. 19. 85. 116 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 155 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
. . SYNHAK retransmit with different .
37.142.193.90 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence i ndow scal noni t or 6
Sreaning Engine: TQP Invalid i i SSi
2.54.181.148  |israel 147. 237. 72. 167 |i shuri maka. i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
C e SYNretransnmit wth different .
79.179.59.106 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence i ndow scal e noni t or 5
46. 19. 86. 242 I srael 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
66. 102. 9. 54 Lhited Sates |147.237.77. 176 |natpash.idf.il drop First packet isn't SN drop
31.210.188. 115 |l srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber noni t or
46.19.85.129  |israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SINWAK retransmt with different | oo |5
W ndow scal e
Sreanming Engine: TCP Invalid i i ssi
73.0.2. 149 Wited Sates |147. 237, 77. 216 |dover. i df . i1 9 =9 nval i d segnent retransmssi on. drop 4
Ret ransmi ssi on Packet dr opped.
85. 64. 8. 29 I srael 147.237.77. 170 |naarachot . i of .11 |Bad TCP sequence SN retransnmt wih different monitor |4
W ndow scal e
46. 19. 85. 60 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber noni t or
31.210.187.232 [Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
79.178.30.90 I srael 147.237.77. 170 |nmarachot . i f .il |Bad TCP sequence SWretransmt wth different monitor 4
w ndow scal e
e SYNretransmit wth different .
87.69.194. 111 |Israel 147.237.77. 170 |naarachot .idf.il |Bad TCP sequence wi ndow scal noni t or 4
195.34.150. 18 |Austria 147.237.77. 216 [dover.idf. il Bl ock HTTP Non Conpl i ant Failed to hand e connection data noni t or 4
S SYNretransnmit wth different .
109. 160. 149. 200! srael 147.237.77. 170 |n@arachot .idf .il |Bad TCP sequence v ndow scal noni t or 4
Sreaning Engine: TQP Invalid i i SSi
84.111.24.94  |israel 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 4
Ret ransm ssi on Packet dr opped.
79. 183. 166. 189 |l srael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect
46. 19. 86. 220 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or
84.229.198.7 [Israel 147.237.77. 170 |nsarachot . i f .il |Bad TCP sequence S retransmt wth different monitor 4
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
46.19.85.152  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
80. 246. 136. 187 |l srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect
193. 43. 246. 250 |l srael 147.237.0.34 |tikshuv.idf.il drop Frst packet isn't SN drop
Sreaning Engine: TQP Invalid i i sSi
207.46.13.5 Wited Qates |147.237.77. 243 |nobile idf il 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
80.179.196.69 |Israel 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TCP Invalid i i ssi
109. 64. 166.55 | srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
87.68.145.231 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf . il SYN At t ack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 60 I srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Inval i d sequence nunber noni t or
77.127.153.29 | srael 147.237.77. 170 |nmarachot . i f .il |Bad TCP sequence SN retransnit wih different monitor |3

w ndow scal e
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
77.127.18.219 |lsrael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 53
79.179.161.90 |[Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Code Character in Header Nane from79.179.161.90 |B ock 5
79.179.161.90 [Israel 147.237.72. 166 |aka. i df . i | Ml tiple Ml forned HTTP Header Line from 79.179. 161. 90 B ock 5
79.179.161.90 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unknown HTTP Request Method from 79.179. 161. 90 B ock 5
79.179.161.90 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Code Character in Method from79.179. 161. 90 B ock 5
79.179.161.90 [Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Abnornal |y Long Header Line from 79.179. 161. 90 B ock 5
79.179.161.90 |lsrael 147.237.72. 166 |aka. i df . i | Mil tiple NULL Character in Header Nare from 79.179. 161. 90 B ock 5
79.179.161.90 |Israel 147.237.72. 166 |aka. i df . i | Miltiple Illegal HITP Version from79.179. 161. 90 B ock 4
79.179.161.90 [Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in Header Val ue from79.179.161.90  [B ock 4
79.179.161.90 |lsrael 147.237.72. 166 |aka. i df . i | Mil tiple Malformed URL from 79.179. 161. 90 B ock 4
79.179.161.90 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from79.179. 161. 90 B ock 4
87.69. 238. 45 I srael 147.237.77.243|nobi | e. i df . i | Ml tipl e Unauthorized URL Access from 87.69. 238. 45 B ock 3
79.179.161.90 |lsrael 147.237.72. 166 |aka. i df . i | Mil tiple Abnormal |y Long Request from 79.179.161. 90 B ock 3
84. 109. 49. 68 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
. . . Unaut hori zed URL Access to
87.69.238. 45 | srael 147.237.77. 243 nobi | €. i df . i | nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1362 Bl ock 2
176.13.16. 126 |l srael 147.237.77.243|mobi | e. i df . i | O stributed Uhaut hori zed LR Access on nobi | e. i df . il/sachar/i ndex Bl ock
93.172.163.112 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
207. 46. 13. 62 g‘;tt:: 147.237.77. 216 |dover . i df .i | Ostributed Waut hori zed URL Access on waw i df.il/error. htm B ock 2
66.249.78.159 |[Israel 147.237.77. 216 |dover . i df .i | Lhaut hori zed URL Access to v idf.il/error. htm B ock
46.19. 86. 218 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock
2.52.155.195 [Israel 147.237.72. 166 |aka. i df . i | Dstributed Faraneter Read Qnly iolation None |2
ww aka. i df . i |/ nai n/ sachar/regi strati onw zar d/ st ep3. aspx par anet er
79.179.161.90 |Israel 147.237.72. 166 |aka. i df . i | Mil tiple NLL Character in Ul from79.179. 161. 90 B ock 2
Lhi ted . . O stributed Unaut hori zed URL Access on
208.184.112.74 oo 147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bock |2
79.176. 106. 120 |l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock
46.19.86. 21 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response ode B ock
Lhi ted . . Unaut hori zed URL Access to
72.9.148.10 Sates 147.237.76.86 [navy.idf. il wWaw navy. i df . i | /994- 8613- he/ navy. aspx. aspx Bl ock 2
109. 66. 54. 41 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
Lhi ted . . O stributed Unaut hori zed URL Access on
204.13.200.200 fo o 147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22461 he/ dover . aspx. Bock |2
46. 19. 85. 40 I srael 147.237.77. 216 |dover . i df .i | Mil tiple Mal formed URL from 46. 19. 85. 40 B ock 1
. . Illegal Byte Qode Character in Header Name & [#26] ] At
79.179.161.90 |l srael 147.237.72. 166 |aka. i df . i | AfARACS] [ #25] ] [ [ #27] | AtA %A B ock 1
207. 46. 13. 59 LSthlatt:sd 147.237.72. 166 |aka. i df . i | Unknown Paraneter docid in aka.idf.il/chamatz/ mktzoa/ defaul t. asp None 1
79.177.21. 94 I srael 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to ww tikshuv.idf.il/xmrpc. php B ock
149.78.83.230 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs oS At ack None
2.54. 44, 145 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
NULL Character in Method [[#0]]BA 6! A A?AS1n[ [ #29] ] Tg?; AAL AtA
. . &A r AtA5A0AYS] 37> [ #26] | A?A«xAA¥O, A
79.179.161.90 |[lIsrael 147.237.72. 166 |aka. i df . i | As[ [ #23]] [[ #7]] A2=AS! [ [ #18] ] KA Acf #ACAEAGRYA [ #23] ] KbAA; A— B ock 1
2x[ [ #2411 A [ [ #12] ] A#] AA AT AtAce
66.249.78.146 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
Lhi ted . . DO stributed Unaut hori zed URL Access on
107.178.194.87 g o 147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22461 he/ dover . aspx. Bock |1
Ill1egal URL Path Encodi ng cA«] [#30]][[#15]] o\ A?AskA® Aza,
a[[#17]] A 8>>As}r Al [ [ #26]] 7" kqAS[ [ #12] ] AcA?a€Z7x>x™4 -, } AS
A [[#2]1 G [#8]11[#1]]1[[#11] ] kA>x¢A¥AYA»wo; A€} 0Cux f Azx™
79.179.161.90 |[Israel 147.237.72. 166 |aka. i df . i | [[#29] ] " x3ant xZEtywEt/ 9x“x—x?[ [ #19] ] AVAE Bl ock 1
O[[#17]1 A x?2ANg[ [ #20] ] ] ek ke! { ASAcekA»pATaE
o hx¥A; [ [ #28] ] g [ #26] | x2 &,-CO/APx—x?x?[ [ #18] | [ [ #18] ] ASx#r A2ca€S
Arxa[[#24]]1 G | a. <a€° Cu
46. 19. 86. 94 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: si gal gs oS At ack None 1
37.26.147.195 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
79. 181. 190. 248 |l srael 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to wan i df.il/watch B ock
79 178. 217. 139 |1 srael 147.237. 72. 166 |aka. i df . i | Uhknown .Par:?met er ct100%ct | 00$§phh/a| n$cphSachar $ct183 in None 1
w aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
79.179.161.90 [Israel 147.237.72. 166 |aka. i df . i | Mil tiple NILL Character in Method from 79.179. 161. 90 B ock
77.126.58.244 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None
- - D stributed Lhaut hori zed URL Access on
109. 201. 154. 235|Net her| ands [147.237. 77. 216 |dover . i df .i | v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
i nobi | e.neitav.idf.i
54.183. 184. 150 g‘;ttees 147.237.76. 39 | Unaut hori zed URL Access to 147.237.76. 39/ B ock 1
79.179.161.90 |Israel 147.237.72. 166 |aka. i df . i | Illegal Byte Gode Character in Header VAl ue B ock 1
46.19. 85. 40 I srael 147.237.77.216|dover.idf . il Mil tipl e Unknown HTTP Request Method from 46. 19. 85. 40 B ock 1
84.110.39.231 [Israel 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Qode B ock 1
79.177.21. 94 | sr ael 147.237.77.234hal ag. i df . i | PHP Attenpt Bock |1
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