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Attacker Address
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At acker
Gountry
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195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249.78.146 |147.237.72.166|Wited Sates [aka.idf.il ET SCAN NVAP -sA (2) 2
131.109. 15. 15 |147.237.76. 148 |Wnited Sates |ggcenter.aka idf.i|ET SCAN NVAP -sS w ndow 1024 1
93. 189. 26. 18 147. 237. 76. 200 |Austria eitan.aka idf.il [ET SCAN NVAP -sS wi ndow 1024 1
80, 246.133.37  |147 237 77 233 |1 1 ael atal idh il ET DC5 Large anmount of TCP ZeroWndow - Possible Niller2 DDos 1
attack
168. 62. 238. 153 |147.237.77.235|lLhited Sates |svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
131.109.15.15 |147.237.77.243|thited Sates |nobile.idf.il ET SCAN NMAP -sS wi ndow 2048 1
131.109. 15. 15 |147.237.76. 148 |Lhited Sates |gqcenter.aka.idf.i|ET SCAN NVAP -sS wi ndow 3072 1
128.199.53.63 |147.237.77. 216 |9 ngapore dover.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
93.189. 26. 18 147. 237.76. 197 |Austria ehimssh.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
209. 126. 116. 147|147. 237. 77. 205 |Whited Sates |prishaidf.il ET SCAN Potential SSH Scan 1
187. 247.64. 132 |147.237.72.14 |Mexico dover.idf.il (ol d) ET SCAN Behavi oral Lhusually fast inbound Telnet Connections, 1
Potential Scan or Brute Force
131.109. 15. 15  [147.237.77. 243 |Whited Sates |[nobile.idf.il ET SCAN NVAP -sS wi ndow 3072 1
131.109. 15. 15  |147.237.77.243|Wited Sates |nobile.idf.il ET SCAN NVAP -f -sS 1
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A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
46. 19. 85. 158 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 73
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
109. 160. 149. 2001 sr ael 147. 237. 77. 170 |nar achot . i of . i Bad TCP sequence SN retransmt with different monitor |32
wi ndow scal e
Sreamng Engine: TP Invalid i i ssi
37.26.146.152 | srael 147. 237.77. 243 |mobi le. i f . i 9 =g Invalid segnent retransmssion. |, 27
Ret ransm ssi on Packet dropped.
109. 65. 205. 62 |Israel 147. 237. 77. 170 |nar achot . i of . i Bad TCP sequence SN retransmt with different monitor |23
wi ndow scal e
. . SYNretransmt wth different .
89.138.192.61 |lsrael 147.237.77. 170 |maarachot . i df . i | Bad TCP sequence wi ndow scal e noni t or 17
118.100.54.78 |Milaysia 147. 237. 77. 216 |dover.i df .i | SYN At ack SYN -> SYN-ACK -> RST rej ect 13
reamn ine: TCP Invali i i ssi
109. 253. 211. 166l srael 147.237.77. 243 |nobi l e.i df . | Stream g Engine P Invalid finvalid segnent retransnission. drop 12
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
185. 120. 126. 34 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. g 12
Ret r ansm ssi on Packet dr opped.
77.127.187.10 [ srael 147.237.77. 170 |naar achot . i df i Bad TCP sequence SN retransmt with different monitor 9
w ndow scal e
e SWNretransnmit wth different .
82.166.87.134 |lIsrael 147.237.77. 233 |atal .idf. il Bad TCP sequence vi ndow scal @ nonitor |9
84.111.101. 196 |[lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber nonitor |8
sl SWNretransnmit wth different .
176.13.21.136 |l srael 147.237. 77. 170 |naar achot . i df . i | Bad TCP sequence wi ndow scal e nonitor |8
31.210.187.48 |lIsrael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |7
Sreamng Engine: TCP Invalid i i ssi
84.94.76.120  |israel 147. 237. 77. 243 |mubi 1 e.i df . i 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
46.19.86.244  |Israel 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. | 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.86.162  |israel 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
185.32.179. 44 |Israel 147.237.77. 243 |nobile. i df . 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.177. 145. 242 |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.
84.111.101. 196 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber alert 6
79.179.13.31 [ srael 147.237.77. 170 |naar achot . i df i Bad TCP sequence SN retransmt with different monitor |5
w ndow scal e
185.3.147.171 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |5
Sreaning Engine: TCP Invalid i i ssi
199.30.25.157 |Wited Sates [147. 237. 76. 200 [ei tan. aka i f .1 9 =g Invalid segnent retransmssion. g 4
Ret ransnm ssi on Packet dropped.
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor
46. 19. 85. 142 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or
Sreanming Engine: TQP Invalid i i SSi
87.69.202.224 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. g 4
Ret ransm ssi on Packet dropped.
171.96.160.61 |Thailand 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber nonitor |4
77.126.235.48  |[Israel 147. 237. 77. 170 |nar achot . i of . i Bad TCP sequence SN retransnmt wih different monitor |4
w ndow scal e
84.211.72.28 Nor way 147.237.77. 176 |nat pash. i df . i1 drop First packet isn't SYN drop 4
79.181.220.90 I srael 147. 237. 77. 170 |nar achot . i of . i Bad TOP sequence SN retransmt wth different monitor |4
wi ndow scal e
171.98.253.20 |Thailand 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invali d ACK nunber nonitor |4
Sreaming Engine: TCP Invalid i i ssi
109. 253. 196. 78 | srael 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. g 4
Ret r ansm ssi on Packet dr opped.
149.78.22.182 |Israel 147.237.77. 170 |naar achot . i df i Bad TCP sequence SN retransmt with different monitor 4
w ndow scal e
79.182.23.168 |[lIsrael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
Sreaning Engine: TCP Invalid i i ssi
157.55.39.206 |Wnited Sates [147. 237. 76. 200 [ei tan. aka i df .1 9 =g Invalid segnent retransmssion. g 4
Ret ransnm ssi on Packet dropped.
185. 3.147.187  |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
84.108.182.50 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 86. 22 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber noni t or
Sreamng Engine: TP Invalid i i ssi
109. 65.73.101  |Israel 147.237.72. 166 |aka. i df .i 9 =g Invalid segnent retransmssion. o 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.180. 124. 110 |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.
31.210.188.83 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber monitor |3
Sreanming Engine: TGP Invalid i i ssi
109. 67. 175. 221 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
5.22.130.180 | srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
46. 19. 85. 59 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber nonitor |3
Sreanming Engine: TCP Invalid i i SSi
84.110.33.192 |[Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dropped.
5.22.131. 106 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
31.210.187.48 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
109. 65. 217. 180 |Israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
5.102.254.156 I srael 147.237.77. 226 " chanatz. aka. 10 1paq TOP sequence Invalid ACK nunber monitor |3
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3




01-01-2016-18:04:07 to 01-01-2016-19:04:07

|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

ww i df . i 1 /1397- en/ dover . aspx

Country Action
. . . Too Many of the Sane Response Gode (404) in Session from
109. 160. 131. 128! srael 147.237.0.34 |tikshuv.idf.il 109. 160. 131, 128 B ock 37
176. 12. 150. 177 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unhaut hori zed LRL Access from 176. 12. 150. 177 B ock 16
79.182.216.77 |[Israel 147.237.77.243|mobi | e. i df . i | Mil tipl e Unauthori zed URL Access from 79. 182. 216. 77 B ock 11
37.26.146.152 |Israel 147.237.77. 243|nobi | e. i df . i | DO stributed Suspicious Response Qode B ock 8
. . . Unaut hori zed URL Access to
85.64.47. 216 | srael 147.237.77. 243 nobi | e. i df . i ] nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1152 Bl ock 6
109. 253. 211. 166 |l srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Gode B ock 5
213.57.49.167 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 5
66.216.170.29 |Lnited Sates |147.237.72.166aka.idf.il Mil tipl e Unaut hori zed URL Access from 66. 216. 170. 29 B ock 4
5.102. 254. 244 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 3
m ny- kosher-kravi .id , .
176. 13. 5. 200 | srael 147.237.0. 17 fil Mil tiple Illegal Paraneter Encoding from176.13.5. 200 None 3
37.142.68.55 I srael 147.237.76.31 [nakchal .idf.il PHP Attenpt B ock
37.142.68.55 I srael 147.237.76.31 [nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/xnirpc. php B ock
. . . Unaut hori zed URL Access to
79.182.216.77 |Israel 147.237.77.243|nobi l e. i df . i | nobi | e, i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1431 B ock 3
. . Unaut hori zed URL Access to
93.173. 140. 195 |lIsrael 147.237.72. 166 |aka. i df . i | v aka, i of i 1/ mai 1V gi yus/ cont rol s/ at udal A B ock 2
84.228.49.170 [Israel 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 2
79.180.211.35 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SI. Sessi ons: sigal gs oS Attack None 2
109. 67.59. 235 |l srael 147.237.0.19 |nadi matal .idf.il D stributed Suspicious Response Code B ock 2
80.246.136.18 |[Israel 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 2
185. 120. 126. 34 147.237.0.19 |nadi matal .idf.il Distributed Suspicious Response Code B ock 2
87.68. 60. 182 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Gode B ock 2
] . . DO stributed Whaut hori zed URL Access on
107.178.194.83 |[lhited Sates (147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 2
176.13. 7. 248 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None
84. 94. 76. 120 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock
109. 253. 221. 96 |l srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock
] . . D stributed Uhauthorized URL Access on
204.13.200.200 |thited Sates |147.237.77.216(dover.idf.il v i dff i | / 1133 22461- hel dover . aspx. B ock 2
79.178. 15. 85 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 2
. . Paraneter Read Qnly Molation in
93. 173. 26. 32 I srael 147.237.72. 166 |aka. i df . i | v aka. i of i |/ rai r/ sachar/ regi strat i onw zar d st ep3. aspx None 2
176.13. 14. 97 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 2
79.180.134.54 [Israel 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 2
85. 130. 194. 105 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
213.57.100. 231 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
109. 253. 150. 116]I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 2
68.180. 228. 112 |Wnited Sates [147.237.77.216|dover.idf.il Paranet er Type Mol ation PageNumin B ock 1
wwy i df . i1/1133-ar/ dover. aspx
176. 13. 23. 53 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 1
46.10.86.45  |israel 147. 237.72. 166 |aka. i df . i | Paraneter Read Qly Molation in . None 1
wawe aka. i df . i |/ mai n/ sachar / popups/ nar ki vsachar . aspx
P . Unhknown Paraneter catl in
176. 12. 150. 177 |l srael 147.237.72. 166 |aka. i df . i | v aka. i o i |/ nai v i yus/ general . aspx None 1
5. 29. 247. 232 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
133.130. 54. 151 |Japan 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ B ock 1
68.180.230.244 |Wnited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1239-he/ atal . aspx |B ock 1
’ . . Unaut hori zed URL Access to
207. 46.13. 75 Lhited Sates |147.237.77.216|dover.idf.il v i df i |/ at al 1/ zkor/ i ew i ngt op. asp B ock 1
. - Unhaut hori zed URL Access to
66.249. 66. 136 [l srael 147.237.76.42 |refuah.idf.il 147, 237. 76, 42/ 1320- he/ r ef uah. aspx Bl ock 1
m ny- kosher - kravi . i d i i
176.13.5.200  [israel 147.237.0.17 y 'l1egal Paraneter Encoding rnd in . None 1
foil mny-kosher-kravi . i df.il/aj ax/ creat ecapt chai nage. aspx
85. 250. 152. 149 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 1
37.26.149. 243 |[israel 147.237.72. 166 |aka. i df . i | Untraceabl e SI. Sessi ons: sigal gs oS Attack None 1
2.52.36.14 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
109. 253. 196. 78 |l srael 147.237.77. 243 |nobi l e. i df . i | Distributed Suspicious Response Code B ock 1
79.178.118.129 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to wwv aka. i df . i |/ x'x™xex; B ock 1
. . Unaut hori zed URL Access to
213.57.205. 250 |Israel 147.237.76.42 [refuah.idf.il 147, 237. 76, 42/ 1518- he/ r ef uah. aspx B ock 1
] . . DO stributed Whaut hori zed URL Access on
107.178.194. 79 |lhited Sates |[147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
68.180. 228. 112 [Lhited Sates |147.237.77.216|dover. i df. il Paraneter Type Mol ation FageNimin Bl ock 1
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