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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3536

85. 114. 107. 51 Pal estinian Territory, Gcupied |147.237.77.216 dover.idf.il HTTP- M SC- Havi j - User - Agent dest - r eset 391
85.114. 107. 51 Pal estinian Territory, QGcupied |147.237.77.216 dover.idf.il SYN H ood out of context dr op 3
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

208. 67. 1. 66 Lhited Sates 147.237.76. 30 hi nush. i df.il Bl ock_Udp Al _Nets drop 1

208. 67. 1. 66 Lhited Sates 147.237.76. 31 nakchal .idf.il ock Wp Al _Nets drop 1

123. 151. 42. 61 Chi na 147.237.76. 39 nobi | e.nei tav.idf.il ock Udp Al _Nets_Con Limt drop 1

208. 67. 1. 66 Lhited Sates 147.237.76. 198 e.yohal an.idf.il ock_Udp All _Nets drop 1




01-01-2016-17:04:03 to 01-01-2016-18:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |SgnaIure |D3vi ce Action |Oount

85. 114. 107. 51 Pal estinian Territory, Qecupied 147.237.77. 216 dover.idf.il |5670. HITP. SQ Injection (SELECT) B ock 1




01-01-2016-17:04:03 to 01-01-2016-18:04:03

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
2.54.141. 156 147.237.77. 233 [l srael atal.idf.il Er DOS Large amount of TGP ZeroWndow - Possi bl e 3
Nki || er2 DDos attack
66. 249. 66. 23 147.237.77. 226 |Wited Sates win chanat z. aka i df il |ET SCAN NVAP - sA (2) 2
128.127.0. 45 147.237.77. 121 |Italy e navy.idf.il ET SCAN NVAP -f -sS 1
190. 249. 184. 162(147. 237. 77. 243 |Col onbi a nobi | e.idf.il ET SCAN NVAP -sS wi ndow 3072 1
120. 199. 111. 137|147. 237. 76. 177 |Chi na ncore.idf.il ET SCAN NVAP -f -sS 1
185.130. 5. 235  |147. 237. 76. 200 eitan aka.idf.il ET SCAN Potential SSH Scan 1
120. 194. 193. 15 [147.237.0.35 |China akaws. i df .il ET SCAN Potential VNC Scan 5900- 5920 1
185.130.5.235 |147.237.76. 148 gacenter. aka. i df .i | ET SCAN Potential SSH Scan 1
120. 194. 193. 15 |147.237.0.19 [China nadi matal .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
185.130.5.235 [147.237.72. 166 aka.idf.il ET SCAN Potential SSH Scan 1
78.193.2.8 147. 237. 72. 156 |France aman. i df . il ET SCAN NMAP -sS wi ndow 1024 1
185.130. 5. 235 |147.237.8. 27 e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
54.205.120.75 |147.237.77.176|thited Sates nat pash. i df . i | ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
183. 60. 48. 25 147. 237. 76. 147 |Chi na chi nuch. aka. i df .il ET SCAN Potential VWNC Scan 5900- 5920 1
208.64.31.170 [147.237.0.33 [Lhited Sates idf.il ET SCAN Potential SSH Scan 1
50. 204. 188. 142 |147.237.76.44 |Lhited Sates e.refuah.idf.il ET SCAN NVAP -sS wi ndow 3072 1
168. 62. 238. 153 |147.237.76.42 |Lhited Sates refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
208.64.31.170 [147.237.0.15 |Lhited Sates kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
128.127.0. 45 147.237.77.121|itay e navy.idf.il ET SCAN NVAP -sS w ndow 2048 1
193.201.227.7 |147.237.8.27 |lkraine e madimatal .idf.il ET SCAN NVAP -sS w ndow 1024 1
120. 199. 111. 137|147. 237. 76. 177 [Chi na ncore.idf.il ET SCAN NMAP -sS wi ndow 2048 1
190. 249. 184. 162(147. 237. 77. 243 |Col onbi a nobi | e.idf.il ET SCAN NVAP -sS wi ndow 1024 1
120. 194. 193. 15 |147. 237. 72. 166 |Chi na aka.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
185.130. 5. 235  |147.237. 76. 199 e. nakchal .idf.il ET SCAN Potential SSH Scan 1
120. 194. 193. 15 [147.237.0.34 |China tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
185. 130. 5. 235 |147.237.76.31 nakchal . i df.il ET SCAN Potential SSH Scan 1
85.114.107.51 |147.237.77. 216 gcis;iigéa” Territory Noover. i . i1 SQ Injection - Select From 1
185.130.5.235 |147.237.72.14 dover.idf.il(old) ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
54.161.252.88 |147.237.77.176|Wited Sates nat pash. i df .i ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
183. 60. 48. 25 147. 237.76. 86 |Chi na navy.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
208.64.31.170 [147.237.0.16 |thited Sates ny-kosher-kravi.idf.il  |ET SCAN Potential SSH Scan 1
12.139.41.189 |147.237.0.17 |lhited Sates mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
128.127.0. 45 147.237.77. 121 |Italy e navy.idf.il ET SCAN NVAP -sS wi ndow 3072 1




01-01-2016-17:04:03 to 01-01-2016-18:04:03

|Top Attackers In FW |

‘Attacker Qount ry ‘Target Address |Ste

Signature

Devi ce

Action

85. 114. 107. 51 fcissi';'ja” Territoryls 47, 237. 77. 216 |dover. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 84
Sreaming Engine: TCP Invalid i i ssi
185. 120. 126. 34 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. g 54
Ret ransni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
151.82.143.18 |itay 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 29
185. 3. 147.9 I srael 147.237.77. 170 |mearachot. i of .il [Bad TCP sequence Inval i d ACK nunber noni t or 28
reanin ine: TCP Invali i i ssi
109. 65. 187. 224 |I srael 147.237.77. 243 |nobi l e.i df .| Stream g Engine P Invalid finvalid segnent retransnissi on drop 27
Ret ransm ssi on Packet dropped.
s SYNretransmit wth different .
109. 65. 205. 62 |l srael 147.237.77. 170 |naarachot . idf .il [Bad TCP sequence vi ndow scal e noni t or 15
Sreamng Engine: TCP Invalid i i SSi
5.102. 254. 159 |Israel 147. 237.77. 243 |nobi l e.i df .1 9 =g Invalid segnent retransmssion. |, 13
Ret ransm ssi on Packet dr opped.
s SYNretransmit wth different .
109. 64. 108. 40 |Israel 147.237.77. 170 |mearachot .idf.il [Bad TCP sequence wi ndow scal & nonitor |12
109. 67. 42.134 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
Sreamng Engine: TP Invalid i i ssi
185. 32. 179. 252 | srael 147.237.72. 166 |aka. i df .i 9 =g Invalid segnent retransmssion. g 9
Ret ransm ssi on Packet dr opped.
reaming Engi ne: TCP Invali i i ssi
176.13. 10,180 |Israel 147.237.77. 243 ot e ior. i1 |27 €@MNG Engine: TCP Invalid |invalid segment retransmission. | 9
Ret ransm ssi on Packet dr opped.
sl SYNretransnmit wth different .
149. 88. 230. 157 |I srael 147.237.77. 170 |mearachot .idf.il [Bad TCP sequence o ndow scal monitor |8
46. 19. 85. 185 | srael 147.237.72. 167 |ishurimaka.i of .il[Bad TCP sequence Invalid ACK nunber noni t or
151. 82.143. 18 |ltaly 147.237.77. 216 |dover.idf.il dr op First packet isn't SWN drop
84.108. 182.50 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
77.127.91.85 |Israel 147.237.77. 170 |nmarachot..idf.il [Bad TCP sequence S retransmt wth different oo s
W ndow scal e
5.22.130.139 |[lsrael 147.237.77. 170 |naarachot. i df .i| [Bad TCP sequence Invalid ACK nunber noni t or
5.102. 254. 120 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
reanin ine: TCP Invali i i ssi
77.125.4.40  |israel 147.237.77. 243 |moti e iop. i1 |27 €M NG Engine: TCP Invalid finvalid segnent retransmission. |, 6
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
94.159. 168. 95 |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
46.19.85.186 |l srael 147.237.77. 243 |nobi l e, i df .1 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dr opped.
s SYNretransmit wth different .
80. 246. 130. 174 |1 sr ael 147.237.77. 170 |mearachot .idf.il [Bad TCP sequence wi ndow scal & nonitor |6
Sreamng Engine: TCP Invalid i i SSi
176.228.51.85 |Israel 147.237.77. 243 |nobi l e, i df .1 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
46.19.86.143 |Israel 147.237. 72. 167 |i shuri maka. i df . i | 9 =g Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dr opped.
46.19.85.209 |[Israel 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber alert
46.19.85.209 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber noni t or
5.22.129.254 |lsrael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber alert
Sreamng Engine: TCP Invalid i i SSi
109.65.5.94  |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
31.210.187.89 |[lsrael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |6
Sreanming Engine: TCP Invalid i i Ssi
84.95.217. 152 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.
5.22.129.254 |[lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber nonitor |6
Sreanmng Engine: TCP Invalid i i ssi
109. 253. 213. 17 |I srael 147.237.77. 243 |nobile. i of . | 9 =g Invalid segnent retransmssion. | 6
Ret ransnm ssi on Packet dr opped.
5.29.0.29 I srael 147. 237. 72. 166 |aka.i of . i | SYN Att ack SYN -> SYN-ACK -> Tinmeout |reject 5
87.69.16. 157 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |5
67.55.90.132 [Lnited Sates 147.237.76. 200 [eitan. aka.idf.il |SYN Attack SYN -> SYN-ACK -> Timeout [reject 5
37.46.39.21 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i |[Bad TCP sequence I'nval i d ACK nunber nonitor |4
5.102. 254. 204 |l srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |4
93.173.129. 141 |I srael 147.237.77. 170 |nmarachot . idf il [Bad TCP sequence SN retransmt wih different 1 oy 4
W ndow scal e
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
176.13.13.131 |Israel 147.237.77. 170 |nmarachot.. i of i1 [Bad TCP sequence SWretransmt wth different oo |a
W ndow scal e
91.200. 12. 137 |Wraine 147. 237. 77. 216 |dover.i df .i | drop SAMrul e drop 4
5.29.0.29 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 4
195. 34.150. 18 |Austria 147.237.77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |4
91.200. 12. 141 |Wraine 147. 237. 77. 216 |dover.i df .i | drop SAMrul e drop 4
31.154.7.2 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
77.125.102. 42 |Israel 147.237.77. 170 |nmarachot . i df.il [Bad TCP sequence SN retransmt wth different —Hopiior  |a
W ndow scal e
37.26.148.219 |[lIsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
79.180.26.43  |Israel 147.237.77. 170 |nmarachot . i df.il [Bad TCP sequence SWretransmt wth different oo |a
W ndow scal e
91.200. 12. 106 |Wrai ne 147. 237. 77. 216 |dover.i df .i | drop SAMrul e drop 4
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
2.54.41.51 I srael 147. 237.72. 166 |aka. i df . i | Too Muny of the Sane Response Cbde (404) in Session from g o\ 40
2.54.41.51
185. 120. 126. 34 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 9
5.28.131.167  |Israel 147. 237.72. 166 |aka. i df . i | Distributed Uhadthorized Method for Known LR. on Bl ock 8
wwy aka. i df . i | / mai n/ gi yus/ gener al . aspx
185.27.105. 73 |lIsrael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 7
. . . Dstributed Paraneter Type Mol ation on nobile.idf.il/sachar/login
89. 139. 165. 67 [l srael 147.237.77. 243 |nobi l e. i df . i | par anet er Passvor d B ock 7
109. 65. 187. 224 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 7
176. 13. 16. 27 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 4
2.54.173. 146 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 4
207.46.13.144 |lnited Sates 147.237.77.216|dover. i df .i | Mil tipl e Unaut hori zed URL Access from 207.46. 13. 144 B ock 3
] . . .|D stributed Unhaut hori zed LRL Access on
157.55.39. 137 [lnited Sates 147. 237. 76. 147 [chi nuch. aka. i df . i wan chi nuch. aka, i df i1/ 404, htm B ock 3
176.13.15.221 |Israel 147.237.77.243|nobi | e. i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login  |B ock
2.54.36.183 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
. . Unaut hori zed Met hod HEAD for
217.132. 106. 176|l srael 147.237.72. 166 |aka. i df . i | v aka. i o i |/ nai v gi yus/ general . aspx B ock 2
109. 253. 159. 74 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
87.69. 22. 40 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
37.142.191. 211 |Israel 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 2
46. 19. 85. 186 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response CGode Bl ock 2
109. 64. 194. 42 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
5.28.131.167  |Israel 147.237.72. 166 |aka. i df . i | Miltipl e Uhauthorized Method for Known UR. from Bl ock 2
5.28.131. 167
5.102. 254.159 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 2
2.54.51. 245 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 2
176.13.10.180 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
84.108.182.50 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
. . D stributed Unauthorized Method for Known URL on
217.132. 106. 176|l srael 147.237.72. 166 |aka. i df . i | v aka. i o i |/ nai v gj yus/ general . aspx B ock 2
207.46.13.71 Lhited Sates 147.237.77. 216 (dover. i df .i | Uhaut hori zed URL Access to wawidf.il/error. htm B ock 2
85. 114. 107. 51 z'cf;i'géa” Territory. 1147, 237.77. 216 |dover. i df . i | Distributed Wnauthorized URL Access on wawidf.il/error.htm  |B ock 2
213.57.49.167 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
79.180. 175. 161 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None
185.32.179. 94 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
157.55.39.245 |United Sates 147.237.77. 176 |mat pash. i df i | [thauthorized LR Access to Bl ock 1

ww cogat . i df . i | /tenpl at es/ shar ed/ user cont r ol s/ navnenu/

. . . Unaut hori zed URL Access to
66. 249. 65. 54 | srael 147.237.0.34 |tikshuv.idf.il ti kshuv. i of .1 1/ e rdyoran/ enl ar ge. asp B ock 1

D stributed Unaut hori zed URL Access on

107.178.194.87 |lhited Sates 147.237.77. 216 |dover.idf .il v i df i | / 1133 22638- hel dover . aspx. B ock 1
31.210.189.70 [israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
5.22.129. 254 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
80. 246. 136. 162 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS A tack None 1
79.176. 49. 53 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/main/ B ock 1
46.19. 86. 124 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
5.29.0.29 I srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Gpen Mde None 1
213.57.130. 8 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
79.181.133.142 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
2.54.41.51 I srael 147.237.72. 166 |aka. i df . i | Too Many 404: Response Code per Session B ock 1
162. 234. 184. 148|United Sates 147.237.77.216|dover. i df . il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249. 65. 234 I srael 147.237.0.34 |tikshuv.idf.il muttih;srri\ uzve‘lj dfu_qiLl fcn;e:fgity‘ijs/ qeneral . aspx Bl ock 1
109. 64. 140. 37 |l srael 147.237.72. 166 |aka. i df . i | Unhtraceabl e S3. Sessi ons: sigal gs S Attack None 1
207.46.13.164 |[lhited Sates 147.237. 72. 166 |aka. i df . i | m“;?;’_rii cffe‘flb’:pf‘;fgfzg;fh s/ 8/ 57678, pef . 200 B ock 1
84.94.90. 74 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
79.176.227.51  |israel 147.237.72. 166 |aka. i df . i | mu;?gi' ;fe?di ﬁmﬁiﬁﬁaﬁfm Sef i ned B ock 1
176.228.51.85 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 1
46.121.211.67 |israel 147.237.77.234|hal ag. i df . i | i;t rzigl;lf;‘;f‘zﬁffﬁggsfiiaﬁlﬁﬁs; fgi . Bl ock 1
141. 212. 122. 160|lhited Sates 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77.74/ B ock 1
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