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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DC5- Tool - Swi t chbl adG dest - r eset 3023

85. 114. 107. 51 Pal estinian Territory, Qcupi ed 147.237.77. 216 dover.idf.il |HTTP-M SC Havi j - User - Agent dest - r eset 186
0.0.0.0 147.237.77. 216 dover.idf.il |HTTP Page H ood Attack dr op 2

141. 212,122,123 Lhited Sates 147. 237. 76. 86 navy.idf.il |Block Wip All Nets drop 1
141.212. 122,124 Lhited Sates 147. 237. 76. 86 navy.idf.il |Block Wip Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘S’te

Signature

2.54.151. 110 147.237.77. 216 |I srael dover.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 12
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
172. 98.200. 238 |147.237.72.14 dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 2048 1
189. 63.32. 161  |147.237.77.235|Razi | svivaidf.il ET SCAN Potential SSH Scan 1
192 96.50. 223 |147. 237 72. 14 |chi na dover i df.i1 (0l ) ET SI:AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
189. 63.32. 161  |147.237. 77. 227 |Brazi e. hanaz. i df .il ET SCAN Potential SSH Scan 1
93.189. 26. 18 147. 237.76. 202 |Austria e.halag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
189.63.32.161 |147.237.77.205|Brazil prisha idf.il ET SCAN Potential SSH Scan 1
80.246.133.37  |147.237. 77. 233l srael atal.idf.il ET D5 Large armount of TCP ZeroWndow - Possible N ller2 1
DDos attack
189. 63.32. 161  [147.237.77. 170 | azil naar achot . i df .i | ET SCAN Potential SSH Scan 1
189. 63.32. 161  [147.237.77.19 |Bazil | awforumidf.il ET SCAN Potential SSH Scan 1
185.130. 5. 235 |147.237.0. 19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
185.130.5.235 [147.237.0. 16 ny-kosher-kravi.idf.il  [ET SCAN Potential SSH Scan 1
192. 186. 95. 178 |147.237.76.39 |Canada nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 1024 1
172. 98.200. 238 |147.237.72.14 dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 4096 1
192. 81.13. 19 147.237.0.34 [Canada tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
172. 98.200. 238 |147.237.72.14 dover.idf.il (ol d) ET SCAN NVAP -f -sS 1
189.63.32.161 [147.237.77. 234 |Rrazil hal ag. i df.il ET SCAN Potential SSH Scan 1
106. 75. 199. 173 [147. 237. 77. 226 |Chi na wan chanat z. aka. i df . i1 |ET SCAN Potential SSH Scan 1
189. 63.32. 161  |147.237. 77. 212 |Brazil e. dover.idf.il ET SCAN Potential SSH Scan 1
93. 189. 26. 18 147.237.76. 44 |Austria e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
189. 63.32.161 |147.237.77.178|R azi e. mat pash. i df . il ET SCAN Potential SSH Scan 1
07 204 162. 144 |147. 237 8.45 |ni na o citanid il ET SSAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
189. 63.32. 161  |147.237.77.61 |Brazil e.cogat.idf.il ET SCAN Potential SSH Scan 1
185.130. 5. 235 [147.237.0.35 akavs. i df . i | ET SCAN Potential SSH Scan 1
185.130.5.235 |147.237.0. 17 mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
192. 186. 95. 178 |147.237.76.39 |Canada nobi | . nei tav. i df.il ET SCAN NMAP -sS wi ndow 4096 1
177, 290 129. 2371147 237 76. 34 |Mexi co yohal an.i df i ET SI)AN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
192. 81.13. 19 147.237.0.34 [Canada tikshuv.idf.il ET SCAN NMAP -sS w ndow 4096 1




01-01-2016-16:04:03 to 01-01-2016-17:04:03

|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Acti on ‘Count
37.26.146.211 |Israel 147.237.0.34 [tikshuv.idf.il |drop First packet isn't SWN drop 271
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
109.64.28.80  |Israel 147. 237.77. 170 |nmarachot . i of .i1{Bad TCP sequence S retransmt wth different monitor |30
w ndow scal e
85. 114. 107. 51 g‘ilcisgi':('ja” Tertitony,ly 47 237.77. 216 [dover. i df. i1 |SYN Att ack SYN -> SYN-ACK -> RST rej ect 27
89.139. 176. 204 I srael 147. 237.77. 170 |nmarachot . i of .i1{Bad TCP sequence S retransmt wth different monitor |25
w ndow scal e
128. 127. 107. 126|Net her | ands 147.237.77. 233 |atal .idf il drop First packet isn't SN drop 21
Sreamng Engine: TCP Invalid i i ssi
109. 253. 139. 54 | srael 147.237. 77. 243 |robi 1 e. i df . i | 9 =g Invalid segnent retransmssion. 18
Ret r ansn ssi on Packet dr opped.
79.183.175.131 |Israel 147.237.77. 170 |nmarachot . i of .i1{Bad TCP sequence S retransmt with different monitor 18
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
176.13.2.242  |israel 147.237. 77. 243 |robi 1 e. i df . i | 9 =g Invalid segnent retransmssion. 16
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.183.152. 127 |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. 15
Ret ransm ssi on Packet dropped.
s SN retransmit wth different .
79.180.175.70 |Israel 147.237.77. 170 |mearachot .i df .i1{Bad TCP sequence wi ndlow scal e monitor |12
Sreamng Engine: TCP Invalid i i ssi
66.249.66.48  |United Sates 147.237.77. 234 |nal ag. i of i | 9 =g Invalid segnent retransmssion. g 12
Ret ransm ssi on Packet dropped.
s SN retransmit wth different .
79.176. 96. 42 I srael 147.237.77. 170 |mearachot .i df .i1{Bad TCP sequence wi ndlow scal e monitor |12
109.64.121.68 |Israel 147.237.77. 170 |nmarachot . i f .i1|Bad TCP sequence S retransmt with different monitor 11
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
46.19.85.177  |israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. 9
Ret r ansn ssi on Packet dr opped.
149.78. 245.104 |Israel 147.237.77. 170 |nmarachot . i f .i1|Bad TCP sequence S retransmt with different monitor |8
w ndow scal e
s SN retransmit wth different .
94. 159. 158. 225 |l srael 147.237.77. 170 |mearachot .i df .i1{Bad TCP sequence wi ndlow scal e nonitor (8
87.68.243.92 | srael 147.237.77. 170 |nmarachot . i f .i1|Bad TCP sequence S retransmt with different monitor |7
w ndow scal e
2.54.151. 110 | srael 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 7
79.180.175.27 |[Israel 147. 237.77. 170 |nmarachot . i of .i1{Bad TCP sequence SN retransnit with different monitor |7
w ndow scal e
Sreamng Engine: TP Invalid i i ssi
149.78.47.198  |Israel 147. 237. 77. 243 |nubil e.i df .i 9 =g Invalid segnent retransmssion. 6
Ret ransm ssi on Packet dr opped.
41.34.101.209 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
. . SWNretransmit wth different .
80. 246. 133. 153 |l srael 147.237.77. 170 |maarachot . i of .i1|Bad TCP sequence vi ndow scal e noni t or 6
43.255.176.89 |Japan 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 6
Sreamng Engine: TCP Invalid i i ssi
80.230.37.213 |Israel 147.237.77. 243 |nobil e. i of . | 9 =g Invalid segnent retransmssion. 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
128. 127. 107. 126 |Net her| ands 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. 6
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
37.26.148.139 |Israel 147.237.77. 243 |nobil e. i of . | 9 =g Invalid segnent retransmssion. 6
Ret ransm ssi on Packet dropped.
s SWNretransmit wth different .
93.173.129. 141 |Israel 147.237.77. 170 |mearachot .i df .i1{Bad TCP sequence wi ndlow scal e nonitor |6
Sreamng Engine: TCP Invalid i i ssi
2.54.187. 28 I'sr ael 147.237. 77. 243 |nobi l e.i df .i1 9 =g Invalid segment retransmssion. | 6
Ret ransm ssi on Packet dropped.
84.108. 45. 19 I sr ael 147.237.72. 166 |aka. i of . i SYN Att ack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 80 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
212.143.142.56 |Israel 147.237.77. 216 [dover.idf.il  |drop First packet isn't SN drop
o SWNretransmit wth different .
79.183. 164. 148 |l srael 147.237.77. 233 |atal .idf il Bad TCP sequence wi ndlow scal e monitor |5
81. 240. 125. 209 |Bel gi um 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 80 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert 5
195.34.150.18 |Austria 147.237.77. 216 |dover.idf . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4
89.138. 10. 33 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |4
46. 19. 85. 51 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
77.125.102.42 i srael 147. 237.77. 170 |nmarachot . i of .i1{Bad TCP sequence S retransmt with different monitor |4
w ndow scal e
. . SWNretransmt wth different
93.173.129. 141 |lsrael 147.237.77. 170 |maarachot . i of .i1|Bad TCP sequence vi ndow scal e alert 4
109. 64.110. 175 |Israel 147. 237.77. 170 |nmarachot . i of .i1{Bad TCP sequence S retransmt with different monitor |4
w ndow scal e
. . SWNretransmit wth different .
79.180.120.92 |lIsrael 147.237.77. 170 |maarachot . i of .i1|Bad TCP sequence vi ndow scal e noni t or 4
52.6.67.132  |lhited Sates 147. 237.77. 170 |nmarachot . i of .i1{Bad TCP sequence S retransmt with different monitor |4
w ndow scal e
. . SWNretransmit wth different .
79.181. 146. 152 |lsrael 147.237.77. 170 |maarachot . i of .i1|Bad TCP sequence vi ndow scal e noni t or 4
Sreaming Engine: TGP Invalid i i ssi
176.13.20.27  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segment retransmssion. | 4
Ret ransn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.182.49.19  |israel 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. 3
Ret ransnm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
94. 159. 170. 206 |l srael 147.237.77. 243 |nobile. i df . 9 =g Invalid segment retransmssion. | 3
Ret ransn ssi on Packet dropped.
91.200. 12. 143  |Wkraine 147.237.77. 216 [dover.idf.il  |drop SAMrul e drop
5.102. 253.0 I srael 147.237.77.243|mbile.idf.il |[Bad TCP sequence Inval i d ACK nunber monitor 3
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Attacker Address |Attacker Qountry Target Address |Ste Signature

Streaming Engine: TCP Invalid [invalid segrent retransnission.

84.229. 35. 44 I srael 147.237.77. 243 |nobi le.idf il S
Ret ransm ssi on Packet dr opped.
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
. . . Too Many of the Sane Response Code (404) in Session from
176.228. 12. 229 |lIsrael 147.237.0.34 |tikshuv.idf.il 176. 228, 12. 229 Bock |9
. - . Unhaut hori zed URL Access to
79.182.193. 222 |[Israel 147.237.77.243|nobi | e.i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 Bock |[8
176.13. 2. 242 I srael 147.237.77.243|nobi l e. i df . i | Dstributed Lhaut hori zed URL Access on nobi | e.idf.il/sachar/index B ock 7
176.13. 2. 242 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code Bock |7
79.182.193.222 |[israel 147.237.77.243|nobi [ e.i df . i | Mil tipl e Unhaut hori zed LRL Access from 79. 182. 193. 222 B ock 6
176.13.4.93 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 6
2.54.187.28 I srael 147.237.77.243|nobi | e.i df . i | O stributed Uhaut hori zed LR. Access on nobi | e. i df . il/sachar/i ndex B ock 5
94.230.83.221 [Israel 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code B ock 4
2.54.187.28 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 3
109. 253. 195. 100|1 sr ael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Qode Bock |3
37.142.68.73 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 3
207. 46. 13. 144 g;g: 147.237.77. 216 |dover.i df .l Ml tipl e Unaut hori zed URL Access from 207. 46. 13. 144 B ock 3
46.19. 85. 83 I srael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Qode B ock
37.26.148.139 |[Israel 147.237.0.19 |madimatal .idf.il |Ostributed Suspicious Response Qode B ock
46.19. 85. 191 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock
. - . Unhaut hori zed URL Access to
37.26.148.139 |[Israel 147.237.77.243|nobi | e.i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1152 Bock |2
84.229.35. 44 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
80. 246. 136. 239 |l srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Qode Bock |2
46.19. 85. 191 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Uhaut hori zed LRL Access on nobil e.idf.il/nekudot/i ndex B ock 2
79.181.55.132 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode Bl ock 2
Lhited - . D stributed Lhaut hori zed URL Access on
208.184.112.74 o o 147.237.77.216|dover . i df . i v i df . i | / 1133- 22638- hel dover . aspx. Bock |2
46.19. 85. 6 I srael 147.237.0.19 |madimatal .idf.il |Ostributed Suspicious Response Qode B ock
79.178.102.29 |lIsrael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock
m ny- kosher - kr avi , ,
109. 253. 135. 75 |l srael 147.237.0. 17 df il Miltiple Illegal Paraneter Encodi ng from 109. 253. 135. 75 None 2
149. 78. 39. 30 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode Bl ock 2
80.246.133.37 |[Israel 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx B ock 1
212.199. 107. 106|l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
109. 65. 129. 242 |Israel 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
79. 180. 8. 165 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Qode B ock 1
Lhited . . D stributed Lhaut hori zed URL Access on
204.13.200.200 fo o 147.237.77. 216 (dover. i df . i | v i df i | / 1133- 22461- hel dover . aspx. Bock |1
2.54.177.91 | srael 147.237.72.166|aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
104. 199. 141. 224 ;h;:ee: 147.237.77. 216 |dover.i df . il Mil tiple Maformed URL from 104. 199. 141. 224 B ock 1
93.173.231. 46 |[lIsrael 147.237.77.216|dover . i df . i Unaut hori zed HTTP Met hod B ock 1
68. 180. 228. 175 ;“;tteeg 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147. 237. 76. 42/ 994- 9067- he/ r ef uah. aspx Bl ock 1
46.19. 86. 169 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
109. 253. 147. 155|I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
84.108.47.141 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
Lhi ted . . D stributed Uhauthori zed URL Access on
107.178.194.79 |g . oo 147.237.77. 216 [dover. i df . il v i df i | / 1133- 22638- he/ dover . aspx. Bock |1
208. 117. 46. 253 ;“;tteeg 147.237.72. 166 |aka. i df . i | Unhknown Paraneter author in ww aka.idf.il/ None 1
79.176.50.225 |[Israel 147.237.77.243|nobi l e. i df . i | D stributed Uhaut hori zed LRL Access on nobil e.idf.il/nekudot/i ndex Bl ock 1
184. 105. 139. 70 g“;:s 147.237.72. 166 |aka. i df . i | D stributed Unhaut horized URL Access on 147.237. 72. 166/ B ock 1
Ill1egal Byte Gode Character in Method
[[#O ] [[#O ] [[#6] T [[#A1[[#01 ] [[#0]1[[#O]1[[#O11[[#01] [[#0]1[[#4]1] @[#01]1[[#0]
[[#O ] [[#O 1 [[#OITL[#8I1L[#61 1 [[#0]]1 [[#O11[[#O11[[#01][[#0]1[[#01]1[[#01]1[[#0]]
Ui ted TP HOT[[#O]] [[#O] ] [[#O1 ] [[#O1 1 [ [#O] ] [[#OI T [[#41 ] [[#8]1[[#O]1[[#0] ] [[#O1] [[#O1][[
104. 199. 141. 224 147.237.77. 216 |dover . i df .i | Bock |1
Sates O] @[ #0]1 [[#0]1[[#01][[#0]][[#0]] & [#111%[#011 [[#0] [[#0]] [[#1]1[[#0]] [[#O]]
[[#0]1 [ [#0]] [ [#0] ] AAATANATAEAA AUR?GS] [ #3]] */ *ZA?A | RASAAE
WipA- o [[#7] ] [[#31] ] [[#0] ] [[#O] ] [[#11] ] [[#1]]%[#01] [[#01]1[[#0]] [[#3]]1[[#0]]
[[#O][[#0]] [[#1]]
66. 249. 66. 90 I srael 147.237.76.86 |navy.idf.il Unaut hori zed LRL Access to waw navy. i df.il/navy/ B ock 1
149.78.47.198 |l srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
84.228.168. 204 |[Israel 147.237.72. 166 [aka. i df . i | SSL Whtraceabl e Gonnection - Protocol violation (SSL_QONN CLIENT_ AINSH |None 1
80.246.136.71 |[lsrael 147.237.77.243|nobi l e.i df . i | Dstributed Uhaut hori zed URL Access on nobi | e.idf.il/sachar/index B ock 1
213.57. 43. 67 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
109. 186. 30. 23 |l srael 147.237.0.19 |madimatal .idf.il |Ostributed Suspicious Response Qode B ock 1
104. 199. 141. 224 g“;:s 147.237.77.216|dover. i df .i | Ml tiple Unknown HTTP Request Method from 104. 199. 141. 224 Bock |1
79.180.190. 186 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
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