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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3263
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature
ET DOB5 Large anount of TCP ZeroVWndow - Possible Nkiller2

80. 246. 133. 5 147.237.76.30 |lsrael hi nush. i df . il DDos at t ack 8
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 8
2.54.151. 110 147.237. 77. 216 |I srael dover.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 6
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249. 66. 125 |147.237.77.233|W0ited Sates |atal.idf.il ET SCAN NVAP -sA (2) 2
106. 75. 199. 173 |147.237.77.74 |China lawidf.il ET SCAN Potential SSH Scan 1
218. 205. 129. 146(147.237.0.17 |thina mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 2048 1
61.149.252.58 |147.237.0.17 |China mny-kosher-kravi.idf.il |[ET SCAN NVAP -f -sS 1
185.130.5.235 |147.237.77.234 hal ag.idf.il ET SCAN Potential SSH Scan 1
61.149.252.54 |147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN NVAP -f -sS 1
185.130. 5. 235 |147.237.77. 179 e mazi.idf.il ET SCAN Potential SSH Scan 1
61.50.100. 130 |147.237.0.17 |China mny-kosher-kravi.idf.il |[ET SCAN NVAP -f -sS 1
185.130.5.224 |147.237.77.179 e.mazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
36.110.44.178 [147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 2048 1
185.130. 5. 224  |147.237.76. 176 test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 82. 106. 200 |147.237.72. 166 |India aka.idf.il ET SCAN NMAP -sS wi ndow 2048 1
168. 62. 238. 153 |147.237.77. 179 |ULhited Sates |e.nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
220.137. 161. 212|147.237.0.19  |Tai wan madi matal .idf.il ET SCAN Behavi oral Lhusually fast inbound Telnet Connections, 1
Potential Scan or Brute Force
218. 205. 129. 146(147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN NVAP -f -sS 1
61.149.252.58 [147.237.0.17 |thina mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 2048 1
185.130. 5. 235  |147.237.77. 243 nobi | e.idf.il ET SCAN Potential SSH Scan 1
61.149.252.54 [147.237.0.17 |[China mny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 2048 1
185.130. 5. 235  |147.237. 77. 227 e. hanaz. i df .il ET SCAN Potential SSH Scan 1
61.50.100.130 |147.237.0.17 |China mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 2048 1
185.130.5.235 [147.237.77.74 lawidf.il ET SCAN Potential SSH Scan 1
185.130.5.224 |147.237.77.176 mat pash. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
36.110.44.178 [147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN NVAP -f -sS 1
183. 82. 106. 200 [147.237.72. 166 |I ndi a aka.idf.il ET SCAN NVAP -sS wi ndow 4096 1
183. 82. 106. 200 |147.237.72. 166 |India aka.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
82.145.222.97 |Europe 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SN drop 856
46. 19. 85. 154 I srael 147.237.72. 167 |ishurimaka. i df .i|Bad TCP sequence Invalid ACK nunber noni t or 49
109.64.121.68 |Israel 147. 237.77. 170 |maarachot . i df i1 |Bad TCP sequence S retransmt wth different monitor |36
W ndow scal e
. . SYNretransnit wth different .
82.81.39.25 | srael 147.237.77. 170 [naarachot . idf .il [Bad TCP sequence vi ndow scal e noni t or 30
Sreaning Engine: TCP Invalid i i ssi
79.176.1.103  |Israel 147.237.77. 243 |nobil e.i of . 9 =g Invalid segent retransmssion. drop 24
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
87.68.20.152  |israel 147. 237. 77. 243 |mobi l e. i of . i | 9 =g Inval i d segnent retransmssi on. drop 21
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
109. 253. 203.52 |Israel 147.237.77. 243 |nobil e.i of . 9 =g Invalid segent retransmssion. drop 16
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
62.219. 136. 242 | srael 147. 237, 77. 243 |nobi l e.i df .i | 9 =g nvali d segnent retransmssi on. drop 15
Ret r ansni ssi on Packet dr opped.
109. 186. 149. 1591 sr ael 147.237.77. 170 |maarachot . i df i1 |Bad TCP sequence S retransmt wth different monitor |13
W ndow scal e
46.19. 85. 85 I srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
37.26.149.180 |l srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
46.117.12.217 |l srael 147.237. 77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 11
. . SYNretransnit wth different .
79.179.120.60 |lsrael 147.237.77. 170 [naarachot . idf .i| [Bad TCP sequence vi ndow scal e noni t or 10
109. 65. 189. 164 |l srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
Sreaning BEngine: TQP Invalid i i SSi
46.19.85.113  |israel 147. 237.77. 243 |nobi l e i f i | 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
46.19.85.222  |israel 147.237.72. 166 |aka. i df . g =g nval i d segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
42.112.237.77 |Metnam 147. 237.76. 200 |ei tan. aka.i df . i 9 =g nval i d segnent retransmssi on. drop 8
Ret r ansni ssi on Packet dr opped.
185.24.207.16 |lsrael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 8
41.33.231. 90 Egypt 147.237. 77. 216 |dover . i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 8
212.143.57.49 |Israel 147.237.77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
79.178.21.138 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
80. 246.133.5 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 7
Sreamng Engine: TCP Invalid ' i ssi
79.178.112. 254 | srael 147. 237.72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
85. 64. 3. 103 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 6
Sreaning BEngine: TCP Invalid i i SSi
46.19.86.172  |israel 147. 237.77. 243 |nobi l e i f i | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i Ssi
2.54.59. 21 I srael 147. 237. 77. 243 |nobi 1 e. i of . i g =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 40 I srael 147.237. 77. 216 |dover . i df .i | Bad TCP sequence Invalid ACK nunber alert
2.54.2.88 | srael 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TQP Invalid i i ssi
84.110.39.165 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
109. 65. 160. 26 |l srael 147.237.72. 166 |aka.i of .i | Bad TCP sequence I'nval id ACK nunber alert
46. 19. 85. 40 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber noni t or
Sreaning Engine: TQP Invalid i i SSi
79.183.189.61 | srael 147. 237.77. 243 |robi L e, i of . i1 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
41. 33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop
109. 65. 160. 26 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or
Sreaning BEngine: TCP Invalid i i SSi
2.54.187. 30 I'srael 147. 237.77. 243 |nobi l e i f i | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 169 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber noni t or
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
. . SYNretransnit wth different .
109. 64.135.99 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 5
80.246. 133. 5 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber alert 5
195.34.150. 18 |Austria 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Failed to hand e connection data  |nonitor 5
31.210.187.199 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber noni t or 5
2.52.11. 230 I srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46.19. 85. 169 I srael 147.237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACGK nunber alert 5
87.68. 60. 182 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
149.88.198.23 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence noni t or 4
176.13.11.37  [Israel 147.237.72. 166 |aka. i of . i | Bad TCP sequence S retransmt with different monitor 4
w ndow scal e
75.71.0.53 Wited Sates |[147.237.77.216|dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
185. 24.207.16 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
. . SYNretransnit wth different .
109. 65. 21. 74 | srael 147.237.77. 170 [naarachot . idf .i| [Bad TCP sequence vi ndow scal e noni t or 4
128. 127. 107. 126|Net her | ands 147.237.77. 176 |nat pash. i df . i | dr op First packet isn't SYN drop 4
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.54.188. 151 I 'srael 147.237.77.243|nobi | e. i df . i | Uhaut hori zed URL Access to nobile.idf.il/nekudot/i ndex Bl ock 14
217.132.65.75 |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 217.132. 65. 75 B ock 10
37.217.154.175 |Saudi Arabia [147.237.77.216|dover.idf.il Ostributed Wnaut hori zed URL Access on waw idf.il/error.htm B ock 6
87. 68. 20. 152 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 5
109. 253. 203. 52 |l srael 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response Qode B ock 5
219.94.163.62 [Japan 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 219. 94. 163. 62 B ock 5
5.22.129. 228 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 4
79.176. 1. 103 I srael 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response Qode B ock 4
84.228.166. 204 |[Israel 147.237.0.19 |madi matal .idf.il D stributed Suspicious Response Code B ock 4
2.54.34.61 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 4
62.219. 136. 242 |Israel 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response Qode B ock 3
208.115.111. 72 [thited Sates |147.237.76.86 [navy.idf.il rﬁgﬁ;’_tihgfr_i izle/dgi%‘s/ﬁcocris;ats‘;/sho o um asp B ock 3
109. 253.203. 52 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
204.13.200.200 [thited Sates [147.237.77. 216 |dover. i df .i | bt :id?‘fti?‘; 1?;;};3&;;?&%\/’;‘??:&” Bock |2
87. 68. 60. 182 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
79.182.53.101 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock
46.19. 85. 91 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspicious Response Code B ock
79.178.190. 158 |l srael 147.237.0. 17 g}: niyl- kosher-kravi .| Mitiple Illegal Paraneter Encoding from79.178. 190. 158 None 2
107.178.194. 83 |Uited Sates [147.237.77. 216 |dover. i df i bt :id?‘fti?‘; 1?;;};3;5?&%\/’;‘??:&” Bock |2
46.19. 85. 110 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
37.26.148.205 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 2
66.249.78.159 |[Israel 147.237.77.216|dover.idf .il Ostributed Wnhaut hori zed URL Access on waw idf.il/error.htm B ock 2
46. 19. 85. 113 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
94.230.86.163 | srael 147.237.72. 166 |aka. i df . i | m“;kgorl id?idl /":;j ?}j’gacf:r% Z;paysl i p. s Bl ock 2
37.142.204. 140 |[Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
95.211.225.139 [Netherlands [147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in wwtikshuv.idf.il/sitel/ general . aspx |B ock 1
77.127.14.36 I srael 147.237.0.19 |madi matal .idf.il O stributed Suspicious Response Code B ock 1
213.57.160.27 |[Israel 147.237.72. 156 |anan. i df . i | Too Many Qookies in a Request - 112 cooki es B ock 1
204.13.200. 200 [United Sates [147.237.77. 216 |dover. i df . i | D stri bt ec 1?:;}:;;5?&%\/’2?21}2” Bock |1
46.19. 86. 59 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspicious Response Code B ock 1
79.181.103.12 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
79.116.25.197 |Romani a 147.237.77. 216 |dover . i df .i | Unhaut hori zed URL Access to wawidf.il/). htm( B ock 1
46.19. 85. 80 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
109. 64.181.90 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
66. 249. 93. 29 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ f avi con. i co B ock 1
207.46.13.144 [lhited Sates |147.237.77. 216 |dover. i df . i | m”itgﬁri'lz/es? pﬁofgggffi It:S/S/g 16220X0/ 16836, | pg B ock 1
31.168.213.96 |[lIsrael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76.42/ styl e/ shared/reset.css  |B ock 1
87.69. 190. 81 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
2.54.59.21 I srael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Qode B ock 1
84.94.36. 66 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS A tack None 1
46.120.19.167 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ ref uah. aspx  |B ock 1
180.76.15.7  |nina 147.237.0.15 |kosher-kravi.idf.il m ngﬁ;fdkr'“:j”tlhd?”fﬁ? eﬁﬁf‘;gfzia‘r’zd/ sercontrol s/ header pper/ | K 1
109. 201. 154. 232Netherl ands ~ [147. 237. 77. 216 |dover . i df . i | D stri utec 1?;;}:;;5?&%\/2??;{)2“ Bock |1
79.178.190. 158 |israel 147.237.0.17 g:t n|yl kosher -kravi . L')Li?ijos'?e’ra_“::;;i Elngfod: I”?a; ra]l?(/icr:'eat ecspt chal age, aspx None 1
46.19. 85. 179 I srael 147.237.77. 216 |dover . i df .i | Dstributed I11egal HITP \ersion B ock 1
Unknown Par anet er
37.142.221.64 |lIsrael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaPrint in None 1
waw aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
107.178.194.79 |Uhited States |147. 237.77. 216 |dover. i df . | w11 1155, 25656 nel dover. s Bock |1
77.127.225.171 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to waw aka.idf.il/gius B ock 1
213.57.165. 189 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
66.249.78.109  Israel 147. 237.77. 216 |dover . i df . i | D o o el dover aspx Bock |1
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