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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 3035

66. 249. 93. 35 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn dr op 286
31.168.19. 190 | srael 147.237.72. 166 aka.idf.il ock Wdp Al Nets drop 6
0.0.0.0 147.237.77.216 dover.idf.il |HTTP Page F ood Attack drop 2

146. 185. 239. 100 Russi an Federation 147.237.0. 34 tikshuv.idf.il|bl ock-sp-trafl drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount

217.114. 221. 48 Ger many 147.237.77. 216 dover.idf.il |22280: HITP. Joonha Qject Injection Vul nerability B ock 25
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|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature

217.114.221. 48 |147.237.77. 216 |Ger nany dover.idf.il Tehila - Perl LW with fake user agent 22
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 12
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249.78.159  |147.237.77.216|lhited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2
168. 62. 238. 153 |147.237.77.205 |Lhited Sates |prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
50.204. 188. 142 [147.237.76.201 |Wited Sates |e.atal.idf.il ET SCAN NMAP -sS wi ndow 2048 1
190. 249. 184. 162|147. 237. 76. 201 |Col onbi a eatal.idf.il ET SCAN NMAP -sS wi ndow 3072 1
185.130.5.235 [147.237.8.27 e.madimatal .idf.il ET SCAN Potential SSH Scan 1
185.130.5.235 [147.237.0.16 ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
185.130. 5. 224  |147.237.77.19 | awforumidf.il ET SCAN NMAP -sS wi ndow 1024 1

SERVER APACHE Apache nod_ssl non-SSL connection to SSL port

66.249.78.172 |147.237.72.166|Whited Sates [aka.idf.il ) . 1
deni al of service attenpt
50.204. 188. 142 [147.237.76.201 |Whited Sates |e.atal.idf.il ET SCAN NMAP -sS wi ndow 3072 1
50. 204. 188. 142 [147.237.76.201 |Lhited Sates |e. atal.idf.il ET SCAN NVAP -f -sS 1
193.201.227.7 |147.237. 76. 196 |krai ne esvivaidf.il ET SCAN NVAP -sS w ndow 1024 1
185.130. 5. 235 |147.237.72. 217 eidf.il ET SCAN Potential SSH Scan 1
185.130. 5. 235 |147.237.0. 19 madi matal .idf.il ET SCAN Potential SSH Scan 1
185.130.5.235 [147.237.0.15 kosher-kravi .idf .i ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

Jte

Signature

Devi ce

Action

‘Count

46. 43. 106. 206 glcf;i':éa” Territory. 1147 237. 77. 176 |nat pash.i f i1 |dr op First packet isn't SWN drop 29
212.116. 164. 20 |[lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 24
46.121.41.252  |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence nonitor |19
. . SYNretransnmit wth different .
89.138.93.111 |lIsrael 147.237.77. 170 |naarachot . i df . i [[Bad TCP sequence Vi ndow scal e noni t or 18
Sreaning Engine: TCP Invalid i i ssi
185. 120. 126. 110 147.237.77. 243 |nobil e. i of i 9 =g Invalid segrent retransmssion. |, 15
Ret ransm ssi on Packet dropped.
212.116.164.20 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence noni t or 15
C e SYN+ACK retransmt with .
212.116.164.20 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence different vi ndow scal e noni t or 12
79.182.180. 85 I srael 147.237.77. 170 |marachot . i of .i1|Bad TCP sequence SWretransmt wth different moni tor |12
w ndow scal e
41.33.231.90 Egypt 147.237. 77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 11
2.54.30.79 I srael 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 10
176. 106. 46. 208 g‘ilcisgi':('ja” Tertitory, 1147 237.72. 166 |aka i of . i1 SYN At t ack SYN -> SYN-ACK -> Timeout  |reject 10
46.121.41.252 |Israel 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 9
Sreaning Bngine: TCP Invalid i i ssi
79.183.14.160 |Israel 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.
46.121.41.252 |[Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
176. 106. 46. 208 |FAEStIN AN Territory. |y 7 537 75 166 |aka i df il Bad TCP sequence SINFACK retransnt W th monitor |9
Qcecupi ed di fferent w ndow scal e
46.121.41.252 |l srael 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop 9
Sreaning Engine: TCP Invalid i i ssi
83.220.237.14 |Russian Federation  |147.237.77. 243 |nobile.idf. il 9 =g Invalid segrent retransmssion. |, 9
Ret ransm ssi on Packet dropped.
46.121.41.252 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACGK nunber aert
77.154.204. 156 |Fance 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
31.154.3.222  |israel 147. 237. 77. 170 |maarachot . i of .i1{Bad TCP sequence SN retransmt wih different moni tor (8
w ndow scal e
46. 19. 85. 234 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
46. 19. 85. 234 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber aert
176.106. 46, 208 |FAEStinan Tervitory, |, 17 537 75 166 |aka idf. il dr op Frst packet ism't SWN drop 7
Qccupi ed
46. 19. 86. 15 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
43.255.176.89 |Japan 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
46.19. 85. 173 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval id ACK nunber alert 6
149.78. 161. 142 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |6
Sreanming Engine: TCP Invalid i i ssi
87.68.60.182  |Israel 147. 237.77. 243 |obi l e. i f . i 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
84.108.73.130 [Israel 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning BEngine: TGP Invalid i i ssi
2.54.170. 82 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
188.121.54.80 |Netherlands 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [nonitor
77.125.5. 157 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or
. . SYNretransnit wth different .
109. 64. 110. 175 |Israel 147.237.77. 170 |naarachot . i df . i [[Bad TCP sequence vi ndow scal e noni t or 5
109. 66.125.90  |Israel 147. 237. 77. 170 |marachot . i of .i1{Bad TCP sequence S retransmt wth different monitor (5
w ndow scal e
85. 65. 55. 179 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 5
5.102. 254. 99 I srael 147.237.77. 176 |natpash.idf.i| [Bad TCP sequence Inval id ACK nunber nonitor |5
89.138.79.137 [Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
46.19. 85. 128 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber aert 4
84.228.205. 73 |lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval id ACK nunber nonitor |4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf il Bl ock HTTP Non Conpli ant Failed to handl e connection data [nonitor |4
5.102. 254. 42 I srael 147. 237.77. 216 |dover..i df .i | Bad TCP sequence Inval i d ACK nunber monitor |4
C e SWNretransmit wth different .
62.219. 160. 206 |l srael 147.237. 77. 170 |naarachot . i df . i I[Bad TCP sequence vi ndow scal e nonitor |4
46.19. 85. 128 | srael 147.237.77.233|atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
C e SWNretransnmit wth different .
79.178.96.7 I srael 147.237.77. 170 |naarachot. i df . i I[Bad TCP sequence i ndow scal e monitor |4
84.228.205.73 |lIsrael 147.237.72. 166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect
212.116.164.20 |[Israel 147.237.72. 166 |aka. i df .i | drop First packet isn't SWN drop
C e SYN+ACK retransmt wth .
84.228.205.73 |Israel 147.237.72. 166 |aka. i df . i | Bad TCP sequence different vindow scal e monitor |4
176.13.11.37  [Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence S retransmt wth different moni tor |4
w ndow scal e
5.22.130. 136 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval id ACK nunber nonitor |4
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

Country Action

109. 226. 48. 121 |l srael 147.237.0.34 |tikshuv.idf.il 183. '\Zmz%y :; tlgi Sane Response (ode (404) in Session from B ock 55
217.114.221. 48 |Ger many 147.237.77.216|dover.idf .il Ostributed PHP At tenpt B ock 16
217.114.221. 48 |Ger many 147.237.77. 216 |dover.idf . i Ml tipl e Unauthorized URL Access from 217.114. 221. 48 B ock 15
37.26.148.246 |Israel 147.237.77. 243 |nobi | e. i df . i | Forare! ?Lf???s\;cﬂa?aicﬂ;niggairgmﬁsjmrd in Bl ock 14
82.81.5.9 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from82.81.5.9 B ock
149.78.229.60 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 6
2.54.155. 75 I srael 147.237.77.243|nobi | e.i df . i | Mil ti pl e Unaut hori zed URL Access from 2. 54, 155, 75 B ock 5
84.228.221.162 |Israel 147.237.72. 166 |aka. i df . i | ﬁwa’:::ri de_aidI ﬂa‘i’n\/’gﬁ;ﬁﬂ oirgot passuor d. aspx None 4
207.46.13. 71 Wited Sates |[147.237.77.216|dover.idf.il Distributed Uhauthorized URL Access on www idf.il/error. htm B ock 3
197.52.57.222  |Egypt 147.237.77.216|dover.idf .il Unaut hori zed URL Access to v i df.il/894-ar B ock 2
46. 19. 85. 110 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Qode B ock 2
2.52.12.160 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
46.19. 85. 229 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
79.176. 106. 120 |l srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 2
87. 68. 60. 182 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
176.13.13. 146  |Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
5.102.207.110 |Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 2
207. 46. 13. 75 Wited Sates |[147.237.77.216|dover.idf.il Distributed Uhauthorized URL Access on ww idf.il/error. htm B ock 2
5.22.129. 225 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
2.54.56. 103 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 2
79.176. 160. 209 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS A tack None 2
207. 46. 13. 75 Lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waww idf.il/error. htm B ock 2
85. 250. 70. 91 I srael 147.237.0.19 |nadimatal .idf.il O stribut ed Suspicious Response Qode B ock 2
79.176. 193. 206 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Wnhaut hori zed URL Access to waw chi nuch. aka. i df . i1/404. ht m Bl ock 2
87.69.209.226 |[Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
46. 19. 85. 173 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 2
185. 120. 126. 110 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
37.26.149.183 [ srael 147.237.0. 17 g;nlyl kosher-kravi.i 1 i uted I11egal Parameter Encoding None 2
2.54.143.205 |israel 147.237.77. 243 |nobi | e. i df . i | mgﬂt:?réfzf? , tz‘eggfﬁseiptlgtes” <t ohi | ddocunent </ 1540 B ock 2
46.120. 142. 197 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517-he/ atal . aspx |B ock 1
149. 88. 189. 234 |l srael 147.237.77. 216 |dover.i df . il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
37.26.146.171 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS A tack None 1
85. 65. 55. 179 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
2.54. 168. 226 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
82.81.5.9 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df . i|/mai n/ sachar/ hone. asp |B ock 1
213.8.204. 75 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
46.19. 85. 190 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
141.212.122. 160|nited Sates |147.237.77.216|dover.idf . il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
2.54.2.82 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
77.127.152. 254 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
37.147.84. 40 :Z::I”i o 147. 237.77. 216 |dover . i df . i | maﬁtfe: prgeg: :r']/afki)\?gr F‘;gg)t“mi . B ock 1
109. 64. 125. 23 |Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock
37.142.64.29 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | PHP Att enpt B ock 1
87. 68. 32. 208 I srael 147.237.77.243|nobi | e.i df . i | O stributed Uhaut hori zed UR. Access on nobi | e. i df.il/sachar/i ndex |B ock 1
66.249.78.234 I srael 147.237. 72. 166 |aka. i df . i | ﬂ?‘_”zg‘;r_'fze_dlgygﬁ;ei e asp/ shou or Um asp Bock |1
176.13.11. 37 I srael 147.237.72. 166 [aka. i df . i | Too Many Qookies in a Request - 112 cooki es B ock 1
149.78.228.15 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 1
5.29. 148. 10 I'sr ael 147.237.72. 166 |aka. i df . i | mkvr;sm"‘”akzr;'f?tl /e;mcrfllsggﬁg: )S;tffgg@;gﬁqohsaehar $cb14071380 e 1
46. 19. 85. 229 I srael 147.237.77. 216 |dover.i df . il I11egal HITP \ersion Bl ock 1
79.179.194.32 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
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