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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3056
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|Top Attackers In IPS|
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Ste |Signature

41.33.231.90 147.237.77.216  |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 12
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 249. 78. 146 147.237.72.166 |Wited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
185. 130. 5. 235 147. 237. 76. 201 e.atal.idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 235 147. 237.76. 197 e himush.idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 235 147.237.76. 176 test.ncore.idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 224 147.237.0. 16 ny- kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 114 147.237.72. 14 krai ne dover.idf.il (ol d) ET SCAN NMAP -sS wi ndow 1024 1
209.126.116. 147  |147. 237.76. 42 Lhited Sates refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
199. 191. 56. 188 147.237.76. 42 Lhited Sates refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 130. 5. 235 147. 237.77. 205 prisha.idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 235 147. 237. 76. 198 e.yohal an.idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 235 147. 237. 76. 197 e. hinush. i df.il ET SCAN NMAP -sS wi ndow 1024 1
185. 130. 5. 235 147.237.8. 24 elifestyleidf.il ET SCAN Potential SSH Scan 1
104. 143. 14. 247 147. 237.76. 38 Lhited Sates eeneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 114 147.237.72. 14 kr ai ne dover.idf.il (ol d) ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
199. 191. 56. 188 147.237.76. 42 Lhited Sates refuah.idf.il ET SCAN NMAP -sS wi ndow 2048 1
199. 191. 56. 188 147. 237.76. 42 Lhited Sates refuah.idf.il ET SCAN NVAP -f -sS 1
185. 130. 5. 235 147. 237.77. 233 atal .idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
84.228.227.87 |Israel 147.237.77. 170 |naarachot . i df i Bad TCP sequence SWretransmt with different monitor (85
w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
5.102. 254.209 |Israel 147. 237. 72. 167 |i shuri maka. i df . i | g =g Invalid segnent retransmssion. 60
Ret r ansmi ssi on Packet dr opped.
46. 19. 86. 85 I srael 147.237.72. 166 |aka. i dof .i | Bad TCP sequence Inval i d ACK nunber monitor |41
s SYNretransmt wth different .
62.90. 131. 58 I srael 147. 237. 77. 170 |n@ar achot . i df . i | Bad TCP sequence i ndow scal nonitor |36
31.154.3.222  |israel 147.237. 77. 170 |nar achot . i of . i Bad TCP sequence SN retransmt wih different monitor |32
W ndow scal e
s SYNretransmt wth different .
89.138. 118. 164 |l srael 147. 237. 77. 170 |n@ar achot . i df . i | Bad TCP sequence i ndow scal monitor |20
5.29. 173. 145 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 19
. . SYNretransmt wth different .
109. 64. 110. 175 |Israel 147.237.77. 170 |maar achot . i df . i | Bad TCP sequence wi ndow scal e noni t or 19
Sreaning Engine: TCP Invalid i i ssi
37.26.148.152 |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 18
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
37.26.146.232 |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. 18
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
5.22.129.142  |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 18
Ret ransmi ssi on Packet dropped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 12
R SYNretransmt wth different .
80. 246.130. 10 [l srael 147. 237. 77. 170 |n@ar achot . i df . i | Bad TCP sequence wi ndow scal & nonitor |12
79.177.169. 145 |Israel 147.237.77. 170 |naarachot . i df i Bad TCP sequence SWretransmt with different monitor |10
w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
46.117.166.66 |l srael 147.237. 77. 243 |robi | e i df . i | g =g Invalid segnent retransmssion. 10
Ret r ansmi ssi on Packet dr opped.
109. 186. 58. 188 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
Sreamng Engine: TCP Invalid i i ssi
85. 250. 213. 68  |Israel 147. 237.76. 200 |6 tan. aka.i of . i g =g Invalid segnent retransmssion. 8
Ret r ansni ssi on Packet dropped.
46. 19. 85. 143 I srael 147.237.72. 156 |anan.idf .| Bad TCP sequence I'nval i d ACK nunber monitor |7
Sreamng Engine: TCP Invalid i i ssi
37.26.149.186 | srael 147. 237. 77. 243 |nubi 1 e.i df .i 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 29 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber alert
46. 19. 85. 29 I srael 147.237. 77. 216 |dover.idf i1 Bad TCP sequence I'nval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
2.54.26. 214 I srael 147.237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i SSi
79.179.127. 198 |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dr opped.
46.19. 85. 173 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber nonitor |6
Sreaning Engine: TCP Invalid i i ssi
79.182. 185. 105 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. | 6
Ret ransmi ssi on Packet dropped.
46.19. 85. 31 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber alert 6
Sreanming Engine: TCP Invalid i i ssi
84.228.151. 143 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. 6
Ret r ansmi ssi on Packet dr opped.
109.67.49.50  [Israel 147.237.77. 170 |naarachot . i df i Bad TCP sequence SWretransmt with different moni tor 6
w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
109. 64. 195.98 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. 6
Ret r ansmi ssi on Packet dr opped.
46.19. 85. 31 I srael 147.237.77. 216 |dover. i df .i| Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi
77.127. 245. 225 | srael 147.237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. 6
Ret r ansmi ssi on Packet dropped.
213. 8. 204. 43 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46.19. 85. 251 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber nonitor |5
109. 66. 25. 161 |l srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
2.52.13.190 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
84.228.67.119 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 5
109. 67.19. 109 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber alert 5
109. 253. 206. 83 |l srael ur.237.0.17 [V kosher-kravi.id lpad TOP sequence Inval i d ACK nunber aert 5
109. 67.19. 109 |l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber nmonitor |5
109. 253. 206. 83 |l srael 147.237.0.17  ["V kosher-kravi.1d |paq TOP sequence Inval i d ACK nunber monitor |5
213.57.247. 238 |l srael 147.237.77. 216 |dover.idf .i | drop First packet isn't SN drop
46. 19. 85. 92 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d ACK nunber noni t or
46.117.190. 184 |israel 147. 237. 77. 170 |nar achot . i of . i Bad TCP sequence SN retransmt wih different monitor |4
W ndow scal e
31.210.187.31 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber nonitor |4
Sreaning Engine: TCP Invalid i i ssi
207.46.13.164 |Wwited Sates |147. 237. 72. 166 |aka.idf . i1 9 =g Invalid segnent retransmssion. | 4
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
5.29.79. 71 I srael 147. 237. 76. 200 |ei tan. aka.i of . i 9 =g Invalid segnent retransmssion. 4
Ret r ansni ssi on Packet dropped.
109. 253. 130. 122|l srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber noni t or
46. 19. 85. 109 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
195. 34.150. 18  |Austria 147.237.77. 216 |dover. i df . i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
85.65.46.161 I srael 147.237. 77. 170 |nar achot . i of . i Bad TCP sequence SN retransmt wth different monitor |4
W ndow scal e
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Country Action
37.26.148.174 |Israel 147.237.77. 243 |nobi  e. i df . i | r?mzti:':?t d‘? I’Ta/r:;f:]g /I{]Zig\g;'asa;\;\g‘ dogar aeter QurrentPassword B oK 12
79.183.51.133 [Israel 147.237.0. 17 g;nlyl kosher-kravi.i | i ed I11egal Parameter Encoding None 8
109. 67. 30. 18 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 109.67.30.18 [B ock 7
109. 253. 206. 83 |l srael 147.237.0. 17 g; .fTiyl- kosher -kravi .| Dstributed I11egal Paraneter Encodi ng None 6
2.54.5. 108 I st ael 147.237.77. 243 |nobi  e. i df . i | re ! ?Lﬂf?s\;cﬂjicﬂ;n';‘;ﬁsﬁsfrd n Bock |4
149. 78. 239. 234 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 4
77.125.81.139 [Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 3
2.52.128.60 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
46. 19. 85. 87 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 2
107.178.194.79 |Uhited Sates |147.237. 77. 216 [dover . i df .i | Dstri buted ff;é”;;;geﬂe%fe‘icf;p;” Bock |2
83. 130. 104. 103 [l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
46.117.12.217 |Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 2
2.54.27.132 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 2
176. 13. 3. 107 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
2.52.157. 238 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 2
46. 19. 85. 104 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 2
109. 253. 145. 250! srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
85. 64.57. 44 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 2
109. 66. 121. 111 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 2
93.172.150. 213 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
46.19. 86. 221 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 2
185. 32. 179. 253 |l srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 2
46. 19. 85. 139 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
85. 64. 57. 44 I srael 147.237.77. 243 |nobi | e. i df . i | Dstributed Lhaut hori zed LR Access on Bl ock 2

nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1071

84.108. 119. 142 |Israel 147.237.72. 166 |aka. i df . i | Distributed haut hori zed LRL Access on B ock 2
ww aka. i df . i |/ mai n/ sachar/ undef i ned

204.13.200.200 [lhited Sates |147.237.77.216|dover.idf.il m:id?f’tﬁ‘; 1?;;2;?3;_82;?;\,2?25‘3;” Bock |2
2.52.45. 48 I srael 147.237.77.243|nobi l e. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
79.176.60.190 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
176.228.190. 15 |l srael 147.237.77.243|nobi [ e.i df . i | D stributed Whaut horized URL Access on nobil e.idf.il/sachar/index [B ock 1
46. 19. 85. 50 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
93.173.239.50 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
66.249. 78.104 |Israel 147.237.72. 166 |aka. i df . i | D stributed Whauthorized URL Access on 147.237. 72. 166/ B ock 1
109. 253. 223. 1071 srael 147.237.72. 166 |aka. i df . i | m”;?:riidzf?lﬁ‘w ﬁfscjcshsart/‘t’fasi maspx B ock 1
37.26.147.232 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None

84.228.30.138 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
5.28.151. 171 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS A tack None 1

Unknown Par anet er
81.218.166.50 |[lIsrael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphvai n$cphSachar $enpl oyment S at usDay i n None 1
wan aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx

212.150.97.238 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to wan aka. idf.il/sip storage/files/8/ B ock 1
46. 19. 86. 249 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None

109. 201. 152. 236Netherl ands  [147. 237. 77. 216 |dover . i df . i | D stri utec 1?;;};;;5?&%\/’2‘;‘??:{);” Bock |1
109. 65.177.16 |l srael 147.237.76.42 |refuah.idf.il D stributed PHP A tenpt B ock 1
79.179.6.55 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 1
185. 120. 125. 15 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 1
46.19. 85. 145 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
37.142.159. 166 |l srael 147.237.77.243|nobi [ e.i df . i | Dstributed Unhaut horized URL Access on nobil e.idf.il/sachar/index [B ock 1
85. 65.230.224 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 85. 65. 230. 224 B ock 1
149. 88.151. 62 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
46.121.71.237 |[Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS A tack None 1
109. 253. 157. 246|l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
5.29.242.54 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
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