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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3630

66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 151

80. 246. 136. 145 | srael 147.237.72. 167 i shurimaka.idf.il|lnvalid TGP H ags dr op 6

79. 181. 180. 235 I srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 6

204. 42. 253. 2 Lhited Sates 147. 237. 76. 202 e halag.idf.il Block Np Al Net drop 2

204. 42. 253. 2 Lhited Sates 147.237. 76. 200 eitan.aka.idf.il |B ock Np Al _Net drop 2

204. 42. 253. 2 Lhited Sates 147. 237. 76. 201 eatal.idf.il Block Np All Net drop 2




01-01-2016-12:04:09 to 01-01-2016-13:04:09

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address \Signature

| Target Address

Attacker Country Ste

41.33.231.90 147.237.77.216  |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 12
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 249. 78. 2 147.237.72.166 |Lnited Sates aka.idf.il ET SCAN NVAP -sSA (2) 2
118. 68. 179. 139 147.237.77.226 |Vietnam Wi chanat z. aka. i df i | ET SCAN NVAP -sS wi ndow 2048 1
104. 143. 14. 247 147. 237.76. 30 Lhited Sates hi nush. i df . il ET SCAN NMAP -sS wi ndow 1024 1
82.211. 60. 156 147.237.0. 19 Ger many madi matal .idf.il ET SCAN NVAP -sS w ndow 2048 1
209. 126. 116. 147  |147.237.77.205 |lhited Sates prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
198. 20. 69. 98 147.237.76. 44 Lhited Sates e.refuah.idf.il ET DROP Dshiel d B ock Listed Source 1
118. 68. 179. 139 147.237.77.226 |Vietnam waw chanat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 3072 1
118. 68. 179. 139 147.237.77.226 |\ et nam ww chanat z. aka. i df . i | ET SCAN NVAP -f -sS 1
82.211. 60. 156 147.237.0.19 Ger many nedi matal .idf.il ET SCAN NVAP -sS wi ndow 3072 1
82.211. 60. 156 147.237.0. 19 Ger many madi matal .idf.il ET SCAN NVAP -f -sS 1
54.144. 52. 144 147.237.77.176  |lhited Sates nat pash. i df . i | ET WEB SERVER Fake Googl ebot UA 1 | nbound 1
199. 191. 56. 188 147.237.76.197 |wnited Sates e hinush.idf.il ET SCAN NVAP -sS wi ndow 3072 1




01-01-2016-12:04:09 to 01-01-2016-13:04:09

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
46.19. 86. 202 | srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 44
s SN retransmit wth different .
217.132.101.78 |israel 147.237.77. 234 |hal ag.i df .i | Bad TCP sequence wi ndow scal e nonitor (38
reaming BEngine: TCP Invali i i ssi
46.19.85.222  |Israel 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Invalid  invalid segnent retransmssi on drop 27
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 253. 204. 1211 sr ael 147. 237.77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransmssion. 24
Ret r ansni ssi on Packet dropped.
5.28.164.207  |Israel 147.237.77. 170 |nmarachot . i df .i1 |Bad TCP sequence SN retransmt wih different monitor |24
wi ndow scal e
141.0. 14. 168 Eur ope 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 24
217.132.101.78 | srael 147.237.77. 233 |atal i df i Bad TCP sequence SNretransmt with i fferent moni tor (23
wi ndow scal e
66.249.93.180 [Uhited Sates  |147.237.72.166 |aka idf.il drop First packet isn't SN drop 19
Sreanming Engine: TCP Invalid i i ssi
46.19.86.206  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 nvalid segnent retransmssi on. drop 18
Ret r ansni ssi on Packet dropped.
83. 130. 116. 207 |Israel 147.237.77. 170 |marachot . i f .il |Bad TCP sequence SN retransmt wth different monitor |18
w ndow scal e
37. 46. 39. 226 I srael 147.237.77. 170 |mearachot. i of .il [Bad TCP sequence Inval i d ACK nunber noni t or 16
Sreaning Engine: TCP Invalid i i Ssi
109. 160. 148. 189|1 srael 147.237.77. 243 |nobil e. i of .| 9 =g nvalid segnent retransmssi on. drop 15
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.181.34.68  |Israel 147.237.72. 166 |aka. i df .i 9 =9 Invalid segnent retransmssion. -y 12
Ret r ansni ssi on Packet dropped.
Syrian Aab s .
94.252. 163. 112 Republ i ¢ 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert 12
Syrian Arab S . .
94. 252, 163. 112 Republ i ¢ 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
109.64.121.68 |Israel 147.237.77. 170 |nmarachot . i df .i1 |Bad TCP sequence SN retransmt wih different monitor |12
w ndow scal e
46.121.253.80 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber noni t or 11
41.33.231.90 Egypt 147.237.77. 216 |dover.idf .i Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 11
79.177.61. 83 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
5.102.254.131 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 10
Sreaming Engine: TGP Invalid i i ssi
109. 253. 214. 63 |Israel 147.237.77. 243 |nobile. i df . 9 =g Invalid segnent retransmssion. drop 10
Ret ransni ssi on Packet dropped.
46.121.253.80 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber alert 10
37.26.149.225 |Israel 147.237.8.45 |e.eitanidf.il |SYN Attack SYN -> SYN ACK -> Ti meout rej ect 9
reanming BEngine: TCP Invali i i ssi
176.13.18.207 |Israel 147.237.77. 243 |t e ior i1 | SAMNG Engine: TP Invalid - finvalid segnent retransmssion. | 9
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.52.11.196  |Israel 147.237.77. 243 |nubi le.i o . i1 9 =9 Invalid segnent retransmssion. 9
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
37.26.146.138 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 9
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.176.5.112  |israel 147.237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. 9
Ret r ansni ssi on Packet dropped.
2.52.142.98 I srael 147. 237. 77. 216 [dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 9
Sreaning Engine: TCP Invalid i i ssi
109. 253. 208. 1361 sr ael 147. 237.77. 243 |mobi le. i f . i 9 =g Invalid segnent retransmssion. 8
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
87.69.55.170  |israel 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. g 8
Ret ransni ssi on Packet dropped.
46. 19. 86. 95 I srael 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
o SWNretransmit wth different .
37.142.231.9 I srael 147.237.77. 170 |mearachot .idf .il [Bad TCP sequence wi ndow scal @ nonitor |8
185. 32. 179. 249 |l srael 147.237.72. 166 |aka. i df . i SYN Attack rej ect
37.26.149.225 |Israel 147.237.8.45 |eeitanidf.il [Bad TCP sequence Inval i d AGK nunber noni t or
84.229.107. 138 |l srael 147.237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect
185.32.179. 249 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence SINGAGK retransmt with different Jopsitor |7
w ndow scal e
87.68.44. 114 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 7
176.13.3.107  [Israel 147.237.77. 233 |atal .i .| Bad TCP sequence Sretransmt wth i fferent mnitor |7
w ndow scal e
46. 19. 85. 146 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert 6
Sreaming Engine: TGP Invalid i i ssi
77.125.133. 137 |Israel 147.237.77. 243 |nobile. i df . 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
46. 19. 85. 56 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 6
Sreaming Engine: TCP Invalid i i ssi
46.19.85.119  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
5.22.130.105  |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
80. 246. 136. 145 |l srael 147.237.72. 167 |i shurimaka. i df . i |SYN At t ack SYN -> SYN ACK -> Ti meout rej ect
46. 19. 85. 146 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi
109.66.192.8 |l srael 147. 237.77. 243 |mbi l e. i f . i 9 =9 Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
5.22.129. 254 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber aert
46. 19. 85. 39 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence I'nval i d AGK nunber alert
sl SN retransmit wth different .
84.228.227.87 |Israel 147.237.77. 170 |mearachot .idf .il [Bad TCP sequence wi ndow scal e monitor |6
Sreaning Engine: TCP Invalid i i Ssi
176.12.147.48 | srael 147.237.72. 167 |i shuri maka. i df . i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
62.90.212.182 | srael 147.237.77. 243 |nobi  e. i df . i | fblarg iezjf??fs:cﬂa?sicﬂ;nﬁgainstﬁs;mrd in B ock 13
80. 246. 136. 231 [Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 9
79.182.97. 40 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized URL Access from 79.182. 97. 40 B ock 6
109. 253. 204. 121 |1 srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 6
217.132.33.77 [israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 4
2.54.134.130  |Israel 147.237.72. 166 |aka. i df . i | ﬁ;gﬁ;d.mﬁtjgaﬁﬁ /?:gfs\t"r(:t?tgﬂ yar v ogi st . aspx_par aneler None 4
109. 253. 203. 122/l sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
46. 19. 86. 206 I srael 147.237.77.243|nobi l e. i df . i | D stributed Unauthori zed LR Access on nobi | e. i df . il /sachar/i ndex B ock 4
109. 253.221. 25 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
46.19. 85. 72 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
5.22.131.5 I srael 147.237.77. 216 |dover.i df .i | Ml tipl e Uauthorized URL Access from5.22.131. 5 B ock 4
93.173.239.50 |l srael 147.237.72. 166 |aka. i df . i | ﬁ;gﬁ;d.mﬁﬁrsaﬁl?gs\frﬂﬁgﬁ yardl v g ster. asp par anet e None 4
109. 253. 214. 63 |l srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 3
46. 19. 86. 206 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 3
87.69.55. 170 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 3
109. 66. 192. 8 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 2
46. 19. 86. 206 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46.19. 85. 15 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
82.81.43.0 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
2.52.154. 78 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
62.219.99.130 |[lIsrael 147.237.77.243|nobi [ e.i df . i | O stributed Uhauthorized LR. Access on nobi | e. i df.il/sachar/index Bl ock 2
46.19. 86. 126 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
197. 165. 169. 235|Egypt 147.237.77. 216 |dover . i df .i | Distributed Wauthorized URL Access on waw i df.il/894-ar B ock 2
5.102.230.135 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
84.228.166. 204 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46. 19. 85. 20 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
185. 32.179. 153 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
79.177.121. 157 [israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46. 19. 85. 119 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
2.52.11.196 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Gode B ock 2
46. 19. 86. 29 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
46.120. 202. 140 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
109. 253. 208. 136 srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
37.142.201.166 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
2.52.30.178 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
46.19. 86. 40 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
109. 253. 159. 83 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
80. 246. 136. 162 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 2
176.13.18.207 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Gode B ock 2
5. 29. 51. 50 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
46.19. 86. 199 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 2
37.142.252.140 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
185.32.179.81 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
62.128.48.130 |l srael 147.237.77. 243 |nobi | e. i df . i | m;ﬂt:(:rc;leef /t:egpgf;tzm O e/l st chi | ddocurent s/ 1071 Bl ock 2
2.54.26. 241 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
37.142.64.2 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
80. 246. 136. 168 |l srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
176.13.21.220 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
46.166.137.197 |Netherlands  [147.237.77. 216 |dover.idf.il |0 ST oued ﬁ";;t;ggggeﬂeﬁvﬁcispf” Bock |1
5.29.178. 252 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
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