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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3048
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 101
46. 19. 86. 65 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 18
46. 19. 86. 43 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 17
5.22.129.102 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 17
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
109. 65. 18. 79 | srael 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack f orward 2
194.177.16.3 | srael 147.237. 76. 86 navy.idf.il Bl ock Udp All Nets drop 1
141. 212. 122. 112 Lhited Sates 147.237.76. 42 refuah.idf.il Block Wdp All Nets drop 1
141. 212. 122. 127 Lhited Sates 147.237.76. 42 refuah.idf.il Block Wdp All Nets drop 1
107. 150. 98. 131 Lhited Sates 147.237.76. 176 test.ncore.idf.il [B ock Wdp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count
158. 69. 200. 205 Lhited Sates 147.237.77. 216 dover.idf.il C1000106: HTTP. maj estic bot B ock 1
198. 20. 69. 74 Lhited Sates 147.237.8.24 e.lifestyle.idf.il [13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ‘Oountry Signature
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 12
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
84.108.95.104  |147.237.72. 166 |l srael akaidf.il ET SCAN NVAP -sA (2) 2
66.249.66. 191 |147.237.76.42 |Wited Sates |refuah.idf.il ET SCAN NVAP -sA (2) 2
88.249.106.23 |[147.237.8.50 [Turkey e.tikshuv.idf.il |ET SCAN NVAP -sS w ndow 1024 1
83.56.3. 111 147. 237. 72. 217 |Spai n eidf.il ET SCAN NVAP -sS w ndow 4096 1
83.56.3. 111 147. 237. 72. 167 |[Spai n ishurimaka.idf.i|[ET SCAN NVAP -sS wi ndow 3072 1
. L ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
201.173.182.89 [147.237.72.217 [Mexi co eid.il . 1
Potential Scan or Brute Force
_ . |ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
201.172.137. 141|147.237.8. 14  |Mexi co e.orchot.idf.il ) 1
Potential Scan or Brute Force
128.199. 175. 85 [147.237. 72. 166 |9 ngapore aka.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
83.56.3. 111 147. 237. 72. 217 |Spai n eidf.il ET SCAN NVAP -sS w ndow 1024 1
_ L ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
201.173.182. 89 |147.237.72. 156 |Mexi co aman.idf.il ) 1
Potential Scan or Brute Force
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|Top Attackers In FW |

At acker

Target Address

dte

Signature

Count ry

SYNretransmt wth different w ndow

149. 78. 171. 115 [l srael 147.237.77. 170 |naarachot . i of . i [|Bad TCP sequence ocal e noni t or 82

109. 64. 60. 109 |[lIsrael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 21

37.26.149. 225 |[lsrael 147.237.8.45 |eeitanidf.il [Bad TCP sequence Invalid ACK nunber noni t or 21

46.19.85.136 |Israel 147.237.72. 166 |aka. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 21
Sreanming Engine: TCP Invalid i i ssi

5.28.187.97  |Israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransmssion. drop 18
Ret r ansni ssi on Packet dr opped.

46. 19. 86. 65 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 17
Sreanming Engine: TCP Invalid ' i ssi

109. 65. 200. 68 |Israel 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion drop 15
Ret ransmi ssi on Packet dropped.

85.64.164.21 |Israel 147. 237.77. 170 |maarachot . i f .1 1{Bad TOP sequence i;;e”ansmt with different wndowl o ivor |13

109. 64.50. 121 |l srael 147.237.72. 166 |aka. i df . i drop First packet isn't SYN drop 12
Sreaning Engine: TCP Invalid i i ssi

46.19.85.119 |israel 147.237.77. 243 |nobil e.i of . 9 =9 Invalid segnent retransnssion. drop 12
Ret r ansni ssi on Packet dropped.

5.22.129.102 |Israel 147.237. 77. 216 |dover.idf il drop First packet isn't SN drop 12

192. 115. 85. 252 |I srael 147. 237.77. 170 |maar achot . i f .1 1{Bad TCP sequence ig;e”ansm with different wndowl o ivor |12
Sreaning Engine: TCP Invalid i i SSi

37.26.149. 225 |israel 147. 237. 76. 200 |ei tan. aka. i df .| g =g Invalid segnent retransmssi on. drop 12
Ret ransni ssi on Packet dropped.

212.179.28.34 |Israel 147. 237.77. 170 |maar achot . i f .1 1{Bad TCP sequence ig;e”ansm with different wndowl o ivor |12

41.33.231.90 |Egypt 147.237. 77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 12

np

5.29.183.229 |Israel 147.237.77. 170 |maarachot . i f .i1|Bad TCP sequence S retransmt with different wndowl o ivor |12

79.183.50.38  |Israel 147. 237.77. 170 |maar achot . i f .1 1{Bad TCP sequence i;;e”ansm't with different wndowl oivor |10

84.228. 227. 87 |Israel 147.237.77. 170 |maarachot . i f .i1|Bad TCP sequence S retransmt with different wndowl o ivor |10

109. 64. 60. 109 [l srael 147.237.72. 166 |aka. i df.i | drop Frst packet isn't SN drop 10
Sreaning Engine: TGP Invalid i i ssi

2.52.182.60  |Israel 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. drop 9
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

46.19.85.27  |israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.

91. 135. 102. 185 [l srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 9

46. 19. 86. 204 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9

80. 250. 157. 108 |l srael 147.237.76.31 |nakchal.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 8

5.102. 254. 217 |Israel 147.237.77. 170 |naarachot . i df .i [[Bad TCP sequence Invalid ACK nunber noni t or 7

37.26.149. 225 |Israel 147.237.8.45 |eeitanidf.il |SYN Atack SYN -> SYN-ACK -> Ti meout rej ect 7

84.109. 90. 235 |Israel 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7

139. 216. 153. 78 |Austral i a 147.237. 77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7

95.35.154.86  [lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 7

46.19.86.204 |lsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6

46.19. 85. 97 I srael 147.237. 77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber noni t or 6

46.19.86.7 I srael 147.237.76.30 |himsh.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaning BEngine: TQP Invalid i i ssi

46.19.86.171 | srael 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.

81.218.241.25 |lIsrael 147.237.72. 166 |aka. i df .i| drop First packet isn't SYN drop 6

176.13.3.196 |Israel 147. 237. 77. 170 |maarachot . i f .1 1{Bad TOP sequence ig;e”ansmt with different wndowl ooivor s

5.22.129.102 |Israel 147.237. 77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6

79.182. 231. 223 |I srael 147.237. 77. 170 |naarachot..i of .iI{Bad TCP sequence ig;e”ansm wth different windowl o vor |6

46. 19. 85. 97 I srael 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence Invalid ACK nunber alert

79.180.0.9 | srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TCP Invalid i i ssi

5.102.254.27 |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransnssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

176.13.1.73  |isradl 147. 237.77. 243 |mobi l e. i . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.

84.110.83.40 |l srael 147. 237. 77. 170 |maar achot . i f .1 1{Bad TOP sequence i;;e”ansm't with different wndowl ooivor |5

109. 64. 60. 109 |l srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 5

46. 19. 86. 43 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5

85.128.142. 70 |Pol and 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpli ant Fai | ed to handl e connection data noni t or 5

212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5

46.19.85.192  [Israel 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber alert 5

5.102.254.27 |[lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or 5

46.19.85.192 |l srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 5

80. 246. 136. 75 [l srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
87.69.178.174 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 59
213.57.49.167 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 8
109. 253. 131. 229 | srael 147.237.77. 243 [nobi | e. i df . | e ?Lﬂf’fs\;cﬂa?/icﬂ;ngggaf:ﬁsjmd n Bock |6
213.57.100. 231 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock
176. 12. 147. 228 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Whaut horized URL Access on nobi | e.idf.il/sachar/index |B ock
2.52.177. 254 I srael 147.237.77.243|nobi l e.i df . i | Lhaut hori zed URL Access to nobile.idf.il/nekudot/index B ock
Ostributed Paraneter Read Qnly Mol ation
46.19. 85. 84 I srael 147.237.72. 166 [aka. i df . i | ww aka. i df . i | / mai i/ sachar/ regi strati onw zar d/ regi st er. aspx None 4
par anet er
2.52.177. 254 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 4
185.120.125. 8 147.237.77. 243nobi | . i dff .1 | o1 Il/Jgtjtegg;Iytz :gpll{aj_esplclciistsch(i)z]ddocunent s/ 1071 Bock |3
46.19. 85. 101 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
176.12. 150. 191 |I srael 147.237.77.243|nobi l e.i df . i | Paraneter Type M ol ation Password i n nobile.idf.il/sachar/login B ock 3
149. 78. 46. 203 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 2
176.13.0.126 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS Attack None 2
79.182.11.152 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 2
Ostributed Paraneter Read Qnly Mol ation
79.178.23. 85 I srael 147.237.72. 166 [aka. i df . i | wwy aka. i df . i |/ mai 0/ sachar/ regi strati onw zar d/ regi st er . aspx None 2
par anet er
37.26.147.162 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
109. 186. 175. 178|l sr ael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 2
79.183. 6. 48 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
2.52.8.76 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
79.179.59.233 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 2
79.176.119. 241 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 2
37.142.197. 254 | srael 147.237.72. 166 |aka. i df . i | m ;L:Jit;fj. i'“lhf#;jhr?/rsigfﬁarﬁn J’eﬁfensesd on B ock 2
31.154.159. 201 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None
176.13.1.73 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock
107.178.194.83 |Uited Qates [147. 237. 77. 216 |dover . i df . i | D stri utec 1?;;};;&;;?&%\/’??;}2” HBock |2
40.77.167. 77 Uhited Sates |147.237.77.216|dover.idf .l Ostributed Wnaut horized URL Access on waw i df.il/error.htm B ock 2
176.13.19.9 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
46.19. 86. 134 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
46.19. 85. 119 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
94.159. 139. 143 |[Israel 147.237.0.17 (rj?‘nsll kosher -kravi .| Dstributed I11egal Paraneter Encoding None 2
208.184.112. 74 |Uhited Sates [147. 237.77. 216 [dover. i df . i | Dstri uted 1?;‘;};;;5?26%\/2?22;” Bock |2
2.54.162.113  |Israel 147. 237.77. 243 |nobi | e. i df . i | E?)Lﬁ':t ?Lﬂffs\;cﬂaﬁic%gniiﬁsﬁsfrd in B ock 2
79.181.128. 133 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to ww aka. i df . il/mai n/ sachar/undefined |B ock 2
107.178.194. 87 |United States |147. 237. 77. 216 |dover . i df . | w11 1155, 25461 nel dover. s Bock |2
204.13.200. 200 [Uhited Sates [147. 237.77. 216 |dover. i df . i | Dstri utec 1?;;}2%;;?&%\/’2‘??:{);” Bock |2
46. 19. 86. 232 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock
85.64.255.252 [Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock
213.151. 44.105 |israel 147.237.72. 166 |aka. i df . i | ma’;f:ri gff"‘idl ?:;I’ r:f:'aﬁ];?po'p”ups J mar ki vsachar . asp None 2
46.19. 85. 72 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock
66.249. 64. 177 |l srael 147.237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to waw chi nuch. aka. i df.il/404. htm B ock
79.176.114.184 |Israel 147.237.72. 166 |aka. i df . i | mu;w':l”;(":iﬁr_?fftn;r nf;;g?ﬁp'ﬁgiffﬁzf;;prhsaChar$Ct' 09 in None 1
37.60.43.150  |Israel 147.237.72. 166 |aka. i df . i | ?‘r’:r;%'?e gg.' L‘é‘i_cfshéw fwi dth thi code Encoding on LR Paraneter (+) | oo 1
85. 250. 119. 1 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
185.32.179. 169 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
5.22.131. 124 I srael 147.237.72. 166 |aka. i df . i | MBSQ Deta Retrieval with Inplicit  Qnversion Erors None 1
80.246.140. 18 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
66.249.78.159 |l srael 147.237.77. 216 |dover . i df . i | Distributed Uhauthorized URL Access on waw idf.il/error. htm B ock 1
109. 253.137.19 |Israel 147.237.76.42 |refuah.idf.il farameer vpe I\A dfof ﬁt} e Lgofgfggﬁ”;:fem derlstxtcontent in g ooy 1
149. 88. 153. 140 |l srael 147.237.72. 166 |aka. i df . i | NLLL Character in Header Nane at B ock
46.19.86. 11 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 1
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