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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 4013
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3039
66. 249. 78. 159 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6

66. 249. 78. 173 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6

52. 33. 66. 29 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
198. 58. 103. 92 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4

37. 26. 146. 205 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 4
109. 66. 160. 66 | srael 147.237.72. 166 aka.idf.il B ock Wdp Al Nets drop 3
52.16.5.197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
207. 46. 13. 88 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
204. 42. 253. 2 Lhited Sates 147.237. 76. 147 chinuch. aka.idf.il |B ock Np Al Net drop 2

45. 35. 64. 142 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
204. 42. 253. 2 Lhited Sates 147.237. 76. 148 ggcenter.aka. idf.il|B ock Np Al _Net dr op 2
207.46.13. 71 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
180. 97. 106. 37 Chi na 147. 237. 76. 200 eitan.aka.idf.il |Bock Np Al Net drop 1

46. 165. 197. 141 Ger nany 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
180. 97. 106. 162 Chi na 147. 237. 76. 201 eatal.idf.il Block Np Al Net drop 1

66. 240. 236. 119 Lhited Sates 147.237. 76. 196 e.sviva.idf.il Bl ock_UWp Al _Nets drop 1
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Attacker Address
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195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
162. 222. 185. 165(147. 237. 76. 42 |Lhited Sates |[refuah.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8.27 |China e.madimatal .idf.il ET SCAN Potential SSH Scan 1
125.27.46.190 |147.237.76.30 |Thailand hi nush. i df . i | ET SCAN Behavi oral Lhusually fast inbound Tel net Connections, 1
Potential Scan or Brute Force
59. 45. 79. 117 147.237.0.19 |China madi matal .idf.il ET SCAN Potential SSH Scan 1
80. 246. 130. 162 |147.237.76.30 |[lsrael hi nush. i df . i | ET D5 Large amount of TCP ZeroWndow - Possible Niller2 1
DDos attack
59. 45. 79. 117 147.237.77. 227 |Chi na e. hanaz. i df .i| ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
193.201.227.7 |147.237.77. 243 |Wkrai ne nobi | e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.76. 42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
183. 60. 252. 84  |147.237.0.17 [China mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 3072 1
59. 45. 79. 117 147.237.76.34 |China yohal an. i df . il ET SCAN Potential SSH Scan 1
162. 222. 185. 165(147. 237. 76. 201 |Lhited Sates |e atal.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 72. 166 |Chi na aka.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147.237.76.86 [Lited Sates |navy.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8.45 |China e.eitanidf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147, 237.0.33 |Lhited Sates [idf.il ET SCAN Potential SSH Scan 1
59. 45, 79. 117 147.237.0.33 [China idf.il ET SCAN Potential SSH Scan 1
88.204.187.90 |147.237.0.200 |Kazakstan . i df . i | ET SCAN NVAP -sS wi ndow 4096 1
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 1
62. 75. 236. 76 147.237.8.50 |Ger many e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147. 237. 76. 201 |Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 148 |Chi na ggcenter. aka. i df . il ET SCAN Potential SSH Scan 1
185.130. 5. 224  |147.237.77. 235 svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.76.39 |China nobi | e. mei tav.idf.il ET SCAN Potential SSH Scan 1
183. 60. 252. 84  |147.237.0.17 [China mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147.237.76.30 [China hi nush. i df . i | ET SCAN Potential SSH Scan 1
162. 222. 185. 165(147. 237. 76. 177 |Lhited Sates |ncore.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 72. 156 |Chi na anan. i df.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 35
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 28
128.127. 107. 126|Net her | ands 147.237.77.233|ata .idf.il dr op First packet isn't SYN drop 24
174.106. 66. 122 |Uited Sates |[147.237.77.216|dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 18
sl SYNretransmt wth different .
192. 114. 23. 209 |Israel 147.237.77. 170 |naarachot .i df.il |Bad TCP sequence wi ndow scal e noni t or 15
reaming BEngine: TCP Invali i i ssi
80.178.222.89 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid finvalid segnent retransnission drop 15
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
37.142.68.4 I srael 147. 237.77. 243 |nubi l e.i df .i 9 =g Invalid segnent retransmssion. |, 12
Ret ransnm ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
46.19.85.153  |Israel 147. 237.72. 166 |aka i of . i | Streamng Engi ne: TCP alid finvalid segnent retransnission drop 12
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.183.20.11  |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 9
Ret ransnm ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
79.183. 142. 156 |Israel 147.237.77. 243 |mobi e ior. i |27 €M NG Engine: TGP Invalid invalid segnent retransnissi on drop 9
Ret ransnm ssi on Packet dropped.
31.168.137.246 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
5.28.173. 47 I srael 147.237.77. 170 |nmarachot . i df i1 [Bad TCP sequence SN retransmt wth different monitor |8
w ndow scal e
46.19. 85. 211 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or
46. 19. 85. 211 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber alert
96.226.57.163 |lUnited Sates |147.237.77.216 [dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid ' i ssi
79.181.51.243 | srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
46.19. 86. 52 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
84.228.102. 32 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi
213.151.32. 163 |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 nvalid segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
46.19. 85. 37 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber alert 6
46.19. 86. 84 I srael 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
37.46.39. 189 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 5
46.19. 85. 213 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber alert 5
46.19. 85. 213 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber noni t or 5
46. 19. 85. 59 I srael 147. 237. 76. 147 [chi nuch. aka. i df . i I[SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
195.34.150.18  |Austria 147. 237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data  [monitor |4
31.210.187. 121 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 4
46. 19. 85. 220 I srael 147.237.76.31 |nakchal.idf.il  [Bad TCP sequence I'nval i d AGK nunber alert 4
46.19. 85. 220 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
46. 19. 86. 202 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 4
46. 19. 86. 83 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 4
87.69.125.199 |[lIsrael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 4
5.102.254. 153 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 4
Sreaming Engine: TGP Invalid i i sSi
37.26.147.252 |israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
46.19. 85.113 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 86. 84 I srael 147.237. 72. 156 |anan.i df . | Bad TCP sequence I'nval i d AGK nunber noni t or
84.108.89.204 |lsrael 147.237.0.34 |tikshw.idf.il  [Bad TCP sequence I'nval i d AGK nunber noni t or
Sreamng Engine: TCP Invalid ' i ssi
79.182.26.159 | srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
Sreamng Engine: TCP Invalid i i sSi
5.28.187.103  |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.179. 176. 187 |Israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i sSi
84. 228. 166. 204 |Israel 147.237.72. 166 |aka. i df .| 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
46. 19. 85. 95 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber noni t or
5.102.254. 183 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
Sreamng Engine: TCP Invalid ' i ssi
77.125.102.14  |israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
109. 64. 194. 139 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
185. 120. 125. 8 147.237.72. 166 |aka. i df .| 9 =g Invali d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
79.180. 121. 232 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
2.54.58. 82 I srael 147.237.72. 166 |aka. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i ssi
84.228.177.30 |Israel 147.237.72. 166 |aka i df . 9 =9 nvalid segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
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109. 253. 209. 163|I srael 147.237.77.243|nobi | e. i df . i | O stributed Whaut hori zed URL Access on nobil e.idf.il/sachar/index B ock 7
37.244.241.186 |Qoatia 147. 237.72. 166 |aka. i df . i | mu;:;rii;?%ﬁmhﬁ?rﬁu: S aspx Bl ock 3
84.228.166. 204 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock

79.178. 10. 32 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
2.54.52. 184 I srael 147.237.77. 243 |nobi | e. i df . i | m;ﬂt :_?rd'fz_?‘lj/t‘;‘egpgf;sem;esu tehi | ddocunent s/ 1071 Bl ock 2
46. 19. 85. 104 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
176.12.150.57 |Israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 2
87. 69. 80. 43 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
109. 253. 223. 147|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
109. 253.133. 49 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
72.9.148.10  |United Sates [147.237.76.86 |navy.idf.il m“tngsg' e R e navy. aspx. asp B ock 2
31.210.176.23 |israel 147.237.72. 166 |aka. i df . i | ;arwa’;ekt:ri d'?idl ?Ja)i'r\v'{s;i;’?f Oir';ot pessnord, aspx None 2
2.54.8.214 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
176.13.18.149 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Whaut hori zed LRL Access on nobil e.idf.il/nekudot/i ndex B ock 2
46.19. 85. 72 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
85.250.216.93 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
37.26.148.251 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
79.179. 150. 155 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
213.57.136.55 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
109. 66. 148. 147 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
84.108.47.141 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
95.86.111.121 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
176.13.18.171 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
37.46.37.190  |israel 147.237.72. 166 |aka. i df . i | \;Twa’:;;elr m@ﬁ/mﬁ/!ﬂhﬁrilﬂgii;r ot onwi zar d e st e . aspx None 2
213.151.32.163 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
89.138.51.254 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
176.13.9.22 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
37.142.64.32 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
109. 253. 215. 161 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Whaut hori zed URL Access on nobil e.idf.il/sachar/index B ock 2
46.19. 85. 35 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
149. 88.151. 62 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
37.26.148.229 |lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Unhknown SSL Sessi on None 1
213. 8. 204. 40 I srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw idf.il/https: /v idf.il/ B ock 1
185.32.179.59 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Attack None 1
107.178.194.83 |United Sates [147.237.77.216 |dover. i df.il D stri utec 1?3?;}2%;?&%\/2??:& B ock 1
46.121.136.195 |Israel 147.237.72. 166 |aka. i df . i | Unaut hor i zed Met hod HEAD for ww aka. i df . il/mai n/ sachar/ B ock 1
79.181.146.22 | srael 147. 237.72. 166 |aka. i df . i | mnai\:i gfalri?r}en;je;/ s&faﬁ?ﬁima;? on. asp None 1
37.142.68.55 I srael 147.237.77. 176 |mat pash. i df .i| |Ostributed P Atenpt B ock
66.249.78.240 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock
204.13.200.200 |United Sates [147.237.77. 216 |dover . i df . i | D stri utec 1?;;}2;;5?&%\/2‘??:&” B ock 1
5.29.77.79 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
2.52.186. 29 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
93.172.159.26 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
46.19. 86. 64 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
176. 13. 18. 43 | srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
85.25.103.119  |Ger many 147.237.77. 216 |dover . i df . i | D stri utec ll‘f;;_t;;’;gfﬁeﬁvﬁfzspzn B ock 1
46. 19. 85. 36 I srael 147.237.77. 243 |nobi | e.i df . i | D stributed Lhaut hori zed URL Access on nobil e.idf.il/sachar/index B ock 1
174.106. 66. 122 |Uhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waww i df.il/894-en/i df gdover. aspx B ock 1
37.26.148.229 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
109. 253. 210. 253]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
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