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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address  |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3077
204. 42. 253. 2 Lhited Sates 147.237.76. 86 navy.idf.il B ock Np Al _Net drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
180. 97. 106. 37 Chi na 147.237.76. 34 yohalan.idf.il |Block Np All Net drop 1




01-01-2016-06:04:03 to 01-01-2016-07:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry ‘Target Address |Site Sgnature Devi ce Action |Oount |
185. 130. 5. 224 147.237.72.166 |aka.idf.il 16634: HITP. Apache HITP Server nod_status Request Bl ock 1
185. 130. 5. 224 147.237.72.167 |i shuri maka.idf.il |16634: HITP. Apache HTTP Server nod_status Request Bl ock 1
185. 130. 5. 224 147.237.76.30  |hi mush.idf.il 16634: HTTP. Apache HTTP Server nod_status Request B ock 1
185. 130. 5. 224 147.237.76.42 |refuah.idf.il 16634: HITP. Apache HITP Server nod_status Request Bl ock 1




01-01-2016-06:04:03 to 01-01-2016-07:04:03

|Top Attackers In |D|

At acker

Attacker Address |Target Address ‘Oountry Signature
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
- ET DC5 Large anount of TCP ZeroWndow - Possible Niller2 DDos

80. 246. 130. 208 [147.237. 77. 233 I srael atal.idf.il 3
attack

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2

46.151.52.195 |[147.237.0.19 |Wkraine nadi matal .idf.il |[ET SCAN NMVAP -sS wi ndow 1024 1

12.139.41.189 |147.237.76.177|Wited Sates |ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1

192.198. 216. 130[147.237.8.27 |uiited Sates |e.madimatal.idf.i|ET SCAN Potential SSH Scan 1

168. 62. 238. 153 |147.237.77.179|thited Sates |e. nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1

121.183. 175. 167|147. 237. 0. 33 Okfrea Republic |y e ET SCAN Potential SSH Scan 1

91.201. 236. 113 [147.237.77. 227 |Wkrai ne e. hamaz. i of .i | ET DRCP Spanhaus DRCP Listed Traffic | nbound 1

. L SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL port

66.249.78.172 |147.237.72.166|lhited Sates |aka. idf.il . . - 1
deni al of service attenpt

192.198. 216. 130|147.237.8.45 |lhited Sates |e.eitan.idf.il ET SCAN Potential SSH Scan 1

. . |ET SCAN Behavi oral ULhusual Iy fast inbound Tel net Gonnecti ons,

180. 93.231. 191 |[147.237.8.28 [Vietnam e.nobi | e-ks.idf.il . 1
Potential Scan or Brute Force

121. 183. 175. 167|147. 237. 77. 216 Okfrea' RepUDITC | yover i of i ET SCAN Potential SSH Scan 1

91.201. 236. 113 [147.237. 77. 227 |Wrai ne e hanaz.idf.il ET SCAN NVAP -sS w ndow 1024
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|Top Attackers In FW |

Devi ce

‘Attacker Qountry |Target Address |Ste Signature Acti on ‘Count
41.33.231.90 |Egypt 147.237.77. 216 |dover. i df il drop SAMrul e drop 28
46.19.86.110 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber nonitor |24
107. 167. 106. 91 |Lhited Sates 147.237. 77. 216 |dover.idf i1 SYN At tack SYN -> SYN-ACK -> RST rej ect 20
84. 228. 160. 144 | srael 147.237.77. 170 |nsarachot . i f .il  |Bad TCP sequence S retransmt wth different monitor (17
w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
2.54.6.43 I srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. 12
Ret r ansmi ssi on Packet dr opped.
192. 117. 236. 29 |I srael 147.237.77. 170 |mmarachot .idf .il  |dr op First packet isn't SN drop 12
Sreamng Engine: TCP Invalid i i ssi
79.176.6.15  |Israel 147.237.77. 243 |nobi 1 e.i o i g =g Invalid segnent retransmssion. 9
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
80. 246. 139. 117 |I srael 147.237.77. 243 |nobi l . i df . i 9 =g Invalid segnent retransmssion. g 9
Ret ransni ssi on Packet dr opped.
80. 246. 130. 208 || srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber nonitor |8
80. 246. 130. 208 |1 sr ael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber alert 7
212.143. 142. 56 |l srael 147.237.77. 216 |dover. i df il drop First packet isn't SN drop 7
37.26.149. 154 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
46. 19. 85. 69 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber nonitor |6
132. 66. 231. 238 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
46.19. 85. 51 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d AGK nunber aert 6
46. 19. 85. 51 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber nonitor |6
Sreaning Engine: TQP Invalid i i ssi
149. 88.140.93 |Israel 147.237.77. 243 |nobil e, i df . i1 9 =g Invalid segnent retransmssion. | 6
Ret r ansmi ssi on Packet dr opped.

s SWNretransmit wth different .
99.238.77.47 |Canada 147.237.77. 170 |mearachot .idf .il  [Bad TCP sequence vi ndow scal e monitor |5
46.19.85.224 |lIsrael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber monitor |5
41.33.231.90 |Egypt 147.237. 77. 216 |dover.i df .i | drop drop 4
46.121.94.141 |Israel 147.237.77. 170 |naarachot . idf i1 |Bad TCP sequence S retransmt wth different monitor |4

w ndow scal e
195. 34.150. 18 [Austria 147.237. 77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Feiled to handl e connection data |monitor |4
41.33.232.66 |Egypt 147. 237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 4
46.19.85.237  [lIsrael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Inval id ACK nunber nonitor |4
Sreamng Engine: TCP Invalid i i ssi
46.19.85.60  |Israel 147.237. 77. 243 |nobi 1 e.i o i 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 49 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreaning BEngine: TQP Invalid i i ssi
2.52.189.160 |Israel 147.237. 72. 166 |aka. i df . g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
5.45.254. 226  |Russian Federation |147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. 3
Ret r ansmi ssi on Packet dr opped.
213.57.160.27 |Israel 147. 237. 72. 156 |anan. i df . i Bad TCP sequence S retransmt wth different monitor |3
w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
141.8.132. 112 |Russian Federation |147. 237. 72. 166 |aka i df .l 9 =g Invalid segnent retransmssion. 3
Ret r ansmi ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i ssi
149. 78.22. 144 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret r ansmi ssi on Packet dr opped.
5.22.130. 84 I srael 147.237.77. 170 [n@arachot .idf .il [Bad TCP sequence Inval id ACK nunber noni t or
46.19.85.236 [lsrael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or
5.144.131. 170 :éx’b”'zlgp"c 147. 237. 77. 216 |dover . i of .1 Bad TCP sequence Invalid ACK nunber aert 2
46.19.85.236 |Israel 147.237. 77. 216 |dover.idf . i1 SYN At tack SYN -> SYN-ACK -> RST rej ect 2
5.144. 131. 170 'é?ﬂa:i'f}m 147. 237. 77. 216 |dover . i of . Bad TCP sequence Invalid ACK nunber monitor |2
94.230. 86. 129 |l srael 147.237.77. 216 [dover.idf. il Bad TCP sequence Inval id ACK nunber noni t or
46.19.85.198  |[lsrael 147.237.77. 216 |dover.idf . il Bad TCP sequence Inval id ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
176.12.149. 63 |Israel 147.237.77. 243 |nobi 1 e.i o i 9 =g Invalid segnent retransmssion. g 2
Ret r ansmi ssi on Packet dr opped.
5.102. 254. 182 |l srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or
31. 210. 188. 107 |l srael 147.237.77. 243 |nobil e.i df . | Bad TCP sequence Invalid ACK nunber noni t or
167. 114. 156. 16 |Canada 147. 237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
216. 218. 206. 90 |Lhi ted Sates 147.237.0.200 |rdu.icf.il Geo- | ocati on enf or cement Geo-| ocati on i nbound drop 1
enf or cenent
192. 249. 66. 247 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1
184. 105. 139. 83 |UWni ted Sates 147.237.72. 217 |e.i df i Geo- 1 ocati on enf or cenent Geo-locati on i nbound drop 1
enf or cenent
46. 19. 85. 12 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 1
149. 88. 140. 93 [l srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber noni t or 1
213.57.57. 113 |Israel 147.237.0.15 |kosher-kravi.idf.i|Bad TCP sequence Invalid ACK nunber alert 1
2.52.189. 29 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
46.116. 140. 60 |l srael 147. 237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 1
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|Top Attackers In V\AF|

A tacker

Attacker Address Target Address [Site Sgnature Devi ce

‘Count

Country Action

93.172. 232. 207 |israel 147.237.77. 243 |nobi | e. i df . i | fblalnzt ieLfT?'f)fS:cﬁ;a;icﬁgngggﬁio“%d in B ock 7
213. 251. 182. 103|France 147.237.77. 176 |nat pash. i df . i | muég;;'_ﬁ?_m‘sfgf;ﬁ;gzm | s/ O si 26220x01 3410, pg, sr Bl ock 3
66.249.78. 159 |lsrael 147.237.77.216|dover.idf .i| |Unhauthorized UR. Access to wawidf.il/error.htm B ock

87.68.34.91 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None

79.183.63.199 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None

176.12.149.63  |Israel 147.237.77. 243 |nobi | e. i df . i | m;ﬂtgﬁréle??/ tgegpgf;tzm S es/ i stehi | ddocunent s 1071 B ock 2
85. 64. 97. 119 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
79.176.6.15 I srael 147.237.77.243|nobi | e. i df . i | |Suspi ci ous Response Code B ock 2
66.249.78. 159 |l srael 147.237.77.216|dover.idf .i| |Mitiple Unauthorized URL Access from 66.249. 78. 159 B ock 2
109. 253. 136. 187|I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
86. 47. 80. 146 Irel and 147.237.77.216|dover.i df.i|l |Wauthorized URL Access to 147.237.77.216/ B ock 1
68.180.229.239 |Wnited Sates |147.237.72.166|aka.idf .il Unknown Paraneter sideStroll in ww aka.idf.il/giyus/kadatz/ None 1
188. 143. 232. 16 gs::;”i on 147.237.77.216|dover.idf .i| [Miltiple Unauthorized URL Access from 188.143.232. 16 B ock 1
46. 19. 85. 246 | srael 147.237.77.216|dover.idf .i| [Unknown HTTP Request Method Accept-Language: in URL he-il, he B ock 1
107.178.194. 87 |ited Sates  [147.237.77.216|dover. i df il oo e lT;;_tggégg?ﬂeﬁvﬁ‘stp;” Bl ock 1
79.180. 190. 186 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
204.13.200.200 |Uited Sates  |147.237.77. 216 |dover. idf i1 [0 o' Bted ﬁgaé’fggggﬁeﬁvﬁ‘ff;pﬁ” B ock 1
5.29. 164. 192 I srael 147.237.72. 166 |aka. i df . i | SIS ULhtraceabl e Gonnection - sigal gs DoS Attack None 1
109. 253. 207. 36 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
72.49.7.83 Lhited Sates  [147.237.77.216|dover.idf.il| |[Dstributed PHP Attenpt B ock 1

Russi an . ) Lhau_t hor_i zed URL Acces_s to _ _ _ _
188.143.232.16 |0 i on 147.237.77.216|dover.idf .i| |wwidf.il/tenplates/article/article.in. aspx/tenpl ates/sendtof ri end/ sendtofri |Bl ock 1
end. aspx

66.249.64.165 |lsrael 147.237.77.74 |lawidf.il Uhaut hori zed LRL Access to waw nag. i df.il/sip_storage/fil es/8/638. pds Bl ock 1
109.163.234.7 |Romani a 147.237.77. 216 |dover . i df i1 |0 o0 Pt ed ﬁgaé’fggggfﬁeﬁvﬁ‘ff;pﬁ” B ock 1
66.249.78.172 |[Israel 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Gonnection - Protocol violation (SSL_QONN CLIENT_HELLO |None 1
207.46.13. 71 Lhited Sates |147.237.72.166|aka.idf.il Unhaut hori zed URL Access to 147.237.72. 166/ robots. t xt Bl ock 1
46. 19. 85. 246 I srael 147.237.77.216|dover.idf .i| |Abnormally Long Request nethod B ock 1
146. 88. 41. 140  |Thai l and 147.237.72. 166 [aka. i df . i | Unknown Paraneter siteid in v aka.idf.il/sites/hone/defaul t.asp None 1
89. 139. 231. 138 |l srael 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
72.49.7.83 Lhited Sates  |147.237.77.216|dover.idf.i| |Uhauthorized URL Access to wawidf.il/xmrpc. php B ock 1
195. 154. 194. 111|France 147.237.77.216|dover.idf.i|l |[Dstributed PHP Attenpt B ock 1
66. 249. 65. 27 | srael 147.237.76.31 |nakchal . i df.i|{Unaut hori zed URL Access to 147.237.76.31/robots. t xt B ock 1
109. 186. 170. 150|1 sr ael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
80. 246.139. 117 [Israel 147.237.77.243|nobi | e.idf.i| |Dstributed Suspicious Response Code B ock 1
66.249.78.234 |lsrael 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx Bl ock 1
213.57.160.27 |Israel 147.237.72. 156 |anman. i df . i | Too Many Qookies in a Request - 112 cooki es B ock 1
46.19. 85. 246 I srael 147.237.77.216|dover.idf .il |illegal HITP \ersion B ock 1
79.176. 6. 15 | srael 147.237.77.243|nobi | e. i df . i | |Dstributed Suspici ous Response Code B ock 1
195. 154. 194. 111|France 147.237.77.216|dover.idf.i| |Unhauthorized UR. Access to wwuidf.il/wp-1ogin. php B ock 1
66. 249. 66. 61 I srael 147.237.77.216|dover. i df.i|l |Wauthorized UR. Access to wwwidf.il/irag/ english/info07.asp B ock 1
109. 201. 154. 207 |Nether ands (147, 237. 7. 216|dover. i df i1 |0 o Pt ed 1?;;}2;&;;?&%&??;&” Bl ock 1
68.180. 228. 112 |[lhited Sates  [147.237.77.216|dover.idf.il |Mitiple Wauthorized URL Access from 68.180.228. 112 B ock

180. 76. 15. 10 Chi na 147.237.76. 42 |refuah.idf.il |Uauthorized URL Access to 147.237. 76. 42/ 994- 9736- he/ r ef uah. aspx B ock

46. 19. 85. 246 I srael 147.237.77.216|dover.idf .i| [Malformed URL he-il, he; g=0. 8, en-us; g=0. 6, en; g=0. 4 B ock

107.178.194.83 |Uited Sates  [147. 237.77. 216 |dover . i df i1 |2 511 2ed lLfs"";_tggzgfﬂeﬁvﬁc_ispfn Bl ock 1
204.13.200.200 |Uited Sates  |147.237.77. 216 |dover. i df i1 [0 " Bted ff;;_t;g;gfﬁeﬁvﬁcfspzn Bl ock 1
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